Interfacing Hoare Logic and Type Systems
for Foundational Proof-Carrying Code

NadeemAbdul HamidandZhongShao

Departmenbf ComputerScienceyale University
New Haven,CT 06520-8285U.S.A.
hamid,shao  @cs.yale.edu

Abstract. InthispaperweintroduceaFoundationaProof-CarryingCode(FPCC)
frameawork for constructingcerti ed code packagedrom typed assemblylan-
guagethat will interfacewith a similarly certi ed runtime system.Our frame-
work permitsthetypedassemblyanguageo have a“foreign function” interface,
in which stubsiinitially providedwhenthe programis beingwritten, areeventu-
ally compiledandlinkedto codethat may have beenwritten in a languagewith
adifferenttypesystempr evencerti ed directly in the FPCClogic usinga proof
assistantWe have increasedhe potentialscalabilityand e xibility of our FPCC
systemby providing away to integrateprogramscompiledfrom differentsource
typesystemsln theprocessye areexplicitly manipulatingheinterfacebetween
Hoarelogic anda syntactictype system.

1 Intr oduction

Proof-CarryingCode(PCC)[16,17]is aframeavork for generatingexecutablemachine
codealongwith a machine-checkablproof that the codesatis®esa given safetypol-
icy. The initial PCC systemsspeci®edthe safety policy using a logic extendedwith
mary (source)language-speci®cules. While allowing implementationof a scalable
system[18, 7], thisapproacho PCCsuffersfrom too large of a trustedcomputingbase
(TCB). It is still dif®cult to trustthatthe component®f this system- the veri®cation-
conditiongeneratarthe proof-checler, andeventhelogical axiomsandtyping rules—
arefreefrom error.

The developmentof anotherfamily of PCCimplementationsknown as Founda-
tional Proof-CarryingCode(FPCC)[4, 3], wasintendedto reducethe TCB to a min-
imum by expressingand proving safetyusingonly a foundationalmathematicalogic
withoutadditionallanguage-speci®axiomsor typing rules.Thetrustedcomponentin
sucha systemaremostlyreducedo a muchsimplerlogic andthe proof-checlerfor it.

Both theseapproacheso PCC have one featurein common,which is that they
have focusedon a singlesourcelanguagge.g. Java or ML) andcompile (type-correct)
programdrom thatlanguagento machinecodewith a safetyproof. However, therun-
time systemsof theseframaworks still include componentghat are not addressedh
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the safetyproof [3, 10] andthat are written in a lower-level languagglike C): mem-
ory managemeriibraries,garbagecollection,deluggersmarshallersetc. Theissueof
producinga safetyprooffor codethatis compiledandlinkedtogethefrom two or more
differentsourcelanguagesvasnotaddressed.

In this paperwe introducean FPCCframework for constructingcerti®edmachine
codepackagesrom typedassemblyanguag&TAL) thatwill interfacewith asimilarly
certi®edruntimesystem Our frameawvork permitsthe typedassemblyfanguageo have
a “foreign function” interfacein which stubs,initially provided whenthe programis
being written, are eventually compiledandlinked to codethat may have beenwrit-
tenin alanguagewith a differenttype system,or even certi®eddirectly in the FPCC
logic usinga proof assistantTo our knowledge,this is the ®rst accountof combining
suchcerti®cationproofsfrom languagest differentlevels of abstractionWhile type
systemssuchasTAL facilitatereasoningaboutmary programsthey arenot suf®cient
for certifying the mostlow-level systemlibraries.Hoarelogic-stylereasoningpn the
other hand,can handlelow-level detailsvery well but cannotaccountfor embedded
codepointersin datastructuresa featurecommonto higherorderandobject-oriented
programmingWe outline for the ®rst time away to allow bothmethodsf veri®cation
to interact,gainingthe advantage®f bothandcircumventingtheir shortcomings.

Experiencehasshavn that foundationalproofsare muchharderto constructthan
thosein alogic extendedwith type-speci®caxioms.The earliestFPCCsystemsbuilt
proofsby constructingsophisticatedemantianodelsof typesin orderto reasorabout
safetyat the machinelevel. Thatis, the ®nal safetyproof incorporatecho conceptof
sourcdevel types—eachtypein thesourcdanguagevould beinterpretedasapredicate
onthemachinestateandthetyping rulesof thelanguagevouldturninto lemmaswhich
must prove propertiesaboutthe interactionof thesepredicatesWhile it seemsthat
this methodof FPCCwould alreadybe amenableo achiering the goalsoutlinedin
the previous paragraphthe situationis complicatedby the complexity of the semantic
models[11,5, 1] thatwererequiredto supporta realistictype system Nonethelesghe
overall framework of this papemaywork equallywell with the semantiapproach.

In this paperwe adoptthe“syntactic”approacho FPCC,introducedn [13,14] and
furtherappliedto a morerealisticsourcetype systemby [9, 10]. In this framework, the
machindevel proofsdo indeedincorporateandusethe syntacticencodingof elements
of the sourcetype systemto derive safety Previous presentationsf the syntacticap-
proachinvolve amonolithictranslatiorfrom type-correcsourceprogramso apackage
of certi®edmachinecode.In this paper we re®nethe approachoy insertinga generic
layerof reasoningabosethemachinecodewhich can(1) beatargetfor thecompilation
of typedassemblylanguages(2) certify low-level runtime systemcomponentsising
assertionssin Hoarelogic, and(3) “glue” togetheithesepiecesby reasoningboutthe
compatibility of theinterfacesspeci®edby the varioustypesof sourcecode.

A simplediagramof our framework is givenin Figurel. Sourceprogramsarewrit-
tenin a typed high-level languageand then passedhrougha certifying compilerto
producemachinecodealongwith a proof of safety The sourcelevel type systemmay
provide asetof functionalitythatis accessethroughalibrary interface At themachine
level, thereis an actuallibrary codeimplementatiorthat shouldsatisfythat interface.
Thenon-trivial problemis how to designthe framework suchthatnot only will thetwo
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Fig. 1. FPCCecerti ed runtimeframework.

piecesof machinecodelink togetherto run, but thatthe safetyproofsoriginatingfrom
two different sourcesare also ableto “link” togethey consistentwith the high-level
interfacespeci®cationfo producea uni®edsafetyprooffor the entiresetof code.

Noticethattheinteractionbetweerprogramandlibrary is two-way: eitherpieceof
codemaymaledirector indirectfunctioncallsandreturnsto theother Ideally, we want
to beableto certify thelibrary codewith noknowledgeof the sourcdanguageandtype
systemthatwill beinteractingwith it. At the sametime we would like to support®rst-
classcodepointersatall levelsof thecode Methodsfor handlingcodepointersproperly
have beenoneof themainchallenge®f FPCCandareoneof thedifferentiatingfactors
betweersemantiandsyntacticFPCCapproached-or theframework in this paperwe
have factoredout mostof the code pointer reasoningthat is neededwhen certifying
library codesothatthe proofsthereofcanberelatively straightforvard.

In thefollowing sectionsafterde®ningour machineandlogic, we presenthelayer
of reasoningvhichwill sene asthecommoninterfacefor codecompiledfrom different
sources.Thenwe presenta typical typed assemblylanguage extendedwith library
interfacesandexternalcall facilities. We ®nally shav how to compilethis languageo
thetargetmachinegxpandingexternalfunctionstubs andlinking in theruntimelibrary,
at the sametime producingthe proof of safetyof the completepackageWe conclude
with a brief discussionof implementationin the Coq proof assistantand future and
relatedwork.

2 A Machine and Logic for Certied Code

In this section,we preseniour machineon which programswill run andthe logic that
we useto reasoraboutsafetyof the codebeingrun. We usean idealizedmachinefor
purposef presentationn this paperalthoughimplementatioruponthe 1A-32 (Intel
x86 architecture)s in progressA “real” machineintroducegnary engineeringletails
(e.g. ®xed-sizentegers,addressingnodesmemorymodel,variablelengthinstructions
andrelative addressingyvhich we would ratheravoid while presentingur centralcon-
tributionsalongthe subjectof this paper
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Fig. 3. Machinesemantics.

2.1 The Machine

The hardwarecomponent®f our idealizedmachinearea memory register®le, anda
specialregister containingthe currentprogramcounter( ). Theseare de®nedto be
themachinestate asshavn in Figure2. We usea 16-rggisterword-addressethachine
with anunboundednemaoryof unlimited-sizewords.We alsode®nea decodingfunc-
tion Dc which decodednteger wordsinto a structuredrepresentatiomf instructions
(“commands”) alsoshovn in Figure2. Themachinds thusequippedvith a Step func-
tion that describeghe (deterministic)transitionfrom one machinestateto the next,
dependingntheinstructionatthe current

The operationabemantic®f the machineis givenin Figure3. Theinstructions'ef-
fectsarequiteintuitive. The®rst half involve arithmeticanddatamovemenin registers.
Theld andst loadandstoredatafrom/to memory Thesearefollowedby the condi-
tionalandunconditionabranchinstructionsAniillegal (non-decodablapstruction
putsthemachinein anin®nite loop.

2.2 The Logic

In orderto produce=PCCpackagesye needalogic in which we canexpress(encode)
the operationakemanticof the machineaswell asde®nethe conceptandcriteria of
safety A codeproducermustthen provide a code executable(initial machinestate)



alongwith a proof thatthe initial stateandall future transitionstherefromsatisfythe
safetycondition.

Thefoundationalogic we useis the calculusof inductive constructiongCiC) [24,
20]. CiC is an extensionof the calculusof constructiongCC) [8], which is a higher
ordertypedlambdacalculus.Due to limited spacewe forgo a discussiorof CiC here
andreferthereademunfamiliar with the systento thecitedreferences.

CiC hasbeenshawvn to be stronglynormalizing[25], hencethe correspondindpgic
is consistentlt is supportedy the Cogproofassistanf24], whichwe useto implement
a prototypesystenmof theresultspresentedn this paper

2.3 De ning Safetyand Generating Proofs

The safetyconditionis a predicateexpressingthe fact that codewill not “go wrong”
We saythata machinestate is safeif every stateit caneverreachsatis®eshe safety

olicy SP:
policy Safe  SP Nat SP Step

A typical safetypolicy mayrequiresuchthingsasthe programcountermustpoint
to a valid instructionaddressn the code areaand that any writes (reads)to (from)
memorymustbefrom a properlyaccessiblareaof the dataspace For the purpose®f
presentationn this paperwe will be usinga very simplesafetypolicy, requiringonly
thatthe machineis alwaysat a valid instruction:

BasicSP Dc illegal InCodeArea
We caneasilyde®neaccessontrolson memoryreadsandwrites by including an-
otherpredicatan the safetypolicy, SafeRdwr . By reasoningpver the num-

berof stepsof computatiormorecomplex safetypoliciesincludingtemporalkonstraints
canpotentiallybe expressedHowever, we will notbedealingwith suchpolicieshere.

The FPCCcodeproducerhasto provide anencoding of theinitial state along
with a proof thatthis statesatis®esthe safetycondition BasicSP, speci®edby the
codeconsumerThe®nal FPCCpackagas thusa pair:

State Safe BasicSP

3 A Languagefor Certied Machine Code (CAP)

We know now whattype of proof we arelooking for; the hardpartis to generatehat
proof of safety Previous approache$or FPCC[4, 2,5,13] have achievedthis by con-
structingan induction hypothesisalso known as the global invariant, which can be
proven (e.g. by induction)to hold for all statesreachable€rom the initial stateandis
strongenoughto imply the safety condition. The natureof the invarianthasranged
from a semanticmodel of typesat the machinelevel (Appel et al. [4,2,5,23]) to a
purely syntacticwell-formednesgroperty[13, 14] basedon a type-correcsourcepro-
gramin atypedassembljanguage.

Whatwe have developedin this paperre®nestheseprevious approacheswe will

still be presentinga typedassemblyjlanguagen Section4, in which mostsourcepro-
gramsarewritten. However, we introduceanothelayerbetweerthesourcetypesystem

! We musttrustthatourencodingpf themachineandits operationasemanticsandthede nition
of safetyarecorrect.Along with thelogic itself andthe proof-checkrimplementatiorthereof,
thesemale up mostof our softwaretrustedcomputingbase(TCB).



andthe“raw” encodingof thetargetmachinan the FPCClogic. Thisis a“type system”
or “speci®cationsystem'thatis de®neduponthemachineencodingallowing usto rea-
sonaboutits stateusingassertionshatessentiallycaptureHoarelogic-stylereasoning.
Sucha layer allows moregeneralityfor reasoninghana ®xed type systemyet at the
sametime is more structuredthan reasoningdirectly in the logic aboutthe machine
encoding.

Our languageis called CAP andit usesthe samemachinesyntaxas presentedn
Figure2. Thesyntaxof theadditionalassertioriayeris givenbelow:

Pred State Prop
CdSpec Word Word  Pred

CmdList
WordList

ThenameCAP is derivedfrom its beinga “Certi®ed AssemblyProgramming’lan-
guage An initial versionwasintroducedin [27] andusedto certify a dynamicstorage
allocationlibrary. The versionwe have usedfor this paperintroducessomeminor im-
provementssuchasa uni®eddataandcodememory assertion®n the whole machine
state andsupportfor userspeci®ablesafetypolicies(Section3.3).

Assertiony , , ) arepredicate®n the machinestateandthe codespeci®cation
() is apartialfunction mappingmemoryaddresseto a pair of anintegeranda pred-
icate. The integer givesthe length of the commandsequencet that addressandthe
predicateis the preconditionfor the block of code.(Thefunction of thisis to allow us
to specifytheaddressesf valid codeareasof memorybasedn .)

Theoperationatemantic®f thelanguagdasalreadybeenpresenteéh Section2.1.
We now introduceCAP inferencerulesfollowed by someimportantsafetytheorems.

3.1 InferenceRules

CAP addsa layer of inferencerules(“typing rules”) allowing usto prove speci®cation
judgmentsof theforms:

well-formedcommandsequence
well-formedcodespeci cation
well-formedmadinestate

Theinferencerulesfor thesejudgmentsareshown in Figure4. Therulesfor well-
formedcommandsequencesssentiallyequirethatif thegivenprecondition is satis-
®edin the currentstate theremustbe somepostcondition , whichis the precondition
of the remainingsequencef commandsthat holds on the stateafter executingone
step.Therulesdirectly referto the Step function of the machine;control ow instruc-
tions additionally usethe codespeci®cationervironment in orderto allow for the
certi®cationof mutuallydependentodeblocks.

We groupas“pure” commandsll thosewhich do not involve control ow anddo
not changethe memory(i.e. everythingotherthanbranchesjumps,andst ). Thest
commandequiresanadditionalproofthattheaddresbeingstoredto is notin thecode
area(i.e. we do not permitself-modifyingcode).curcmd  is de®nedas:
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curcmd Step
(CAP-PURE)
curcmd st Step
InCodeArea
" (cAP-sT)
s
curcmd bgt
Step Step
where
bot (CAP-BGT)
9
curcmd jd Step where
o (cAP-D)
J
curcmd jmp Step where
- (CAP-IJMP)
Jjmp
Flatten Map Dc
forall wher length
(CAP-CDSPEC)
Map Dc
Flatten InCodeArea

(CAP-STATE)

Fig.4. CAPinferencerules.

curcmd Dc

ThelnCodeArea predicatan therulesuseghecodeaddresseandsequencéengths
in todeterminevhetheragivenaddressieswithin thecodearea.The (CAP-CDSPEC)
rule ensureghatthe addresseandsequencdéengthsspeci®edn areconsistentvith
thecodeactuallyin memory

TheFlatten predicatas de®nedas:

Flatten True
Flatten Flatten

3.2 SafetyProperties

Themachinewill executecontinuouslyevenif anillegal instructionis encountered.
Givenawell-formedCAP state however, we canprove thatit satis®esur basicsafety
policy, andthatexecutingthe machineonestepwill resultagainin agoodCAP state.

Theorem1 (SafetyPolicy and Presewation).
For somestate , if then(1) BasicSP and(2) Step for all

Forthepurpose®f FPCC we areinterestedn obtainingsafetyproofsin thecontext
of our policy asdescribedn Section2.3. FromTheoreml we caneasilyderive:

Theorem?2 (CAP Safety).Forany ,if thenSafe  BasicSP .



Thus,to producean FPCCpackagewe just needto prove thatthe initial machine
stateis well-formedwith respecto the CAP inferencerules.This providesa structured
methodfor constructing=PCCpackagesn our logic. However, programmingandrea-
soningin CAP s still muchtoo low-level for the practicalprogrammenWe thusneedto
provideamethodfor compilingprogramgrom ahigherlevel languageandtypesystem
to CAP. Themainpurposeof programminglirectly in CAP will thenbeto “glue” code
togetherfrom differentsourcelanguagesndto certify particularlylow-level libraries
suchas memorymanagementn the next few sectionswe presenta “conventional”
typedassemblyfanguageandshov how to compileit to CAP.

3.3 Advancedsafetypolicies

In thetheoremsabove, andfor the restof this paper we areonly interestedn proving
safetyaccordingto our basicsafetypolicy. For handlingmore generalsafetypolicies
using CAP, we can extend our CAP inferencerules by parameterizinghem with a
“global safetypredicate”sP: Ve , and .

The inferencerule for eachcommandin this extendedsystemrequiresan addi-
tional premisethat the preconditionfor the commandmplies the global safetypredi-
cate.Then,usinga generalizedrersionof Theoreml, we canestablistthat:

Theorem3. Forany andSpP, if thenSafe State SP BasicSP

SP
Threadingan arbitrary SP throughthe typing rulesis a novel featurenot found
in the initial versionof CAP [27]. In that case,therewasno way to specify that an
arbitrary safetypolicy beyond BasicSP (which essentiallyprovidestype safety)must
hold at every stepof execution.

4 Extensible Typed AssemblyLanguagewith Runtime System

In this section we introducean extensibletypedassemblytanguagg XTAL) basedon
that of Morrisettet al. [15]. After presentinghe full syntaxof XTAL, we give here
only a brief overview of its static and dynamic semanticsdue to spaceconstraints
of this paper A more completede®nition of the languagecan be found in the Coq
implementatioritself or thetechnicalreport[12].

4.1 Syntax

To simplify the presentationwe will usea muchscaleddown versionof typedassem-
bly language(seeFigure 5)—its typesinvolve only integers,pairs,andinteger arrays.
(We have extendedour prototypeimplementatiorto includeexistential,recursve, and
polymorphiccodetypes.)The codetype describesa codepointerthat expectsa
register®le satisfying . Theregister®le type assigndypesto theword valuesin each
register andthe heaptype keepstrack of the heapvaluesin the dataheap.We have
separatethecodeanddataheapsatthislevel of abstractiorbecaus¢he codeheapwill
remainthe samethroughouthe executionof a program.

Unlike mary corventional TALS, our languagesupports'stub values”in its code
heap.Theseare placeholdergor codethatwill belinkedin laterfrom anothersource
(outsidethe XTAL system)Primitive“macro” instructionghatmightbebuilt into other
TALs, suchas array creationand accessoperationscan be provided as an external



(type) int array
(reg le type)
(heaptype)

(label)
(register) ror r
(word val)
(codeheapval) code stub
(heapval)
(instr) add movi movl Id
st bgt bgti newpair
(instr seq) jd jmp

(codeheap)
(dataheap)
(reg le)
(program)
Fig.5. XTAL syntax.

library with interfacespeci®edas XTAL types.We have alsoincludeda typical macro
instructionfor allocatingpairs(newpair) in the languageWhenpolymorphictypesare
addedo thelanguagethis macroinstructioncould potentiallybe providedthroughthe
externalcodeinterface;however, in general providing built-in primitivescanallow for
aricherspeci®catiorof theinterface(seethetypingrule for newpair below).
Theabstracstateof an XTAL programis composedaf codeanddataheapsa reg-
ister®le, andcurrentinstructionsequencel_abelsaresimply integersandthe domains
of the codeanddataheapsareto be disjoint. Besideshe newpair operation the arith-
metic, memoryaccessand control ow instructionsof XTAL correspondirectly to
thoseof the machinede®nedin 2.1. The movl instructionis constrainedo refer only
to codeheaplabels.Note that programsarewritten in continuationpassingstyle; thus
every codeblock endswith someform of jump to anothedocationin the codeheap.

4.2 Static and Dynamic Semantics

Thedynamic(operationalsemantic®of the XTAL abstracitmachineis de®nedby a set
of rulesof theform . Thisevaluationrelationis entirelystandardse€[15, 14])
exceptthatthe casewhenjumpingto a stubvaluein the codeheapis nothandled.The
completerulesareomittedhere.

For thestaticsemanticsywe de®neasetof judgmentsasillustratedin Figure6. Only
afew of thecritical XTAL typingrulesarepresentedhere.Thetop-level typingrulefor
XTAL programgequireswell-formednessf the codeanddataheapsregister®le, and
currentinstructionsequenceandthat is somavherein the codeheap:

code and

tail

(PROG)



[Judgment [Meaning

is aregister le subtypeof
is awell-formedprogram

is awell-formedcodeheap

is awell-formeddataheapof type
is awell-formedreg. le of type
" cdval " is awell-formedcodeheapvalue

hval is awell-formeddataheapvalueof type

is awell-formedword valueof type
is awell-formedinstructionsequence

Fig. 6. Staticjudgments.

Heapandregister®le typing dependson the well-formednessf the elementsn
each.Stubvaluesare simply assumedo have the speci®edcodetype. From the in-
structiontyping rules,we shav below the rulesfor newpair, jd, andjmp. The newpair
instructionexpectsinitialization valuesfor the newly allocatedspacen registersr and
r andapointerto thenew pairis putin

STUB
code cdval (CopE) stub cdval ( )
r r
: (IS-NEWPAIR)
newpair
typeof
: IS-JD - IS-IMP
jd ( ) jmp ( )

Although the detailsof the type systemare certainly important,the key thing to
be understoodhereis just thatwe areableto encodethe syntacticjudgmentforms of
XTAL in our logic and prove soundnes@n Wright-Felleisenstyle [26]. We will then
referto thesgudgmentsn CAP assertionsluringthe procesof proving machinecode
safety

4.3 External Code Stub Interfaces

XTAL canpassaroundpointersto arraysin its dataheapbut hasno built-in operations
for allocating,accessinger modifying arrays.We provide thesethroughcodestubs:

newarray stub r int r intr r array
arrayget stub r array r intr r int
arrayset stub r array r int r int r r array

newarray expectsa lengthandinitial valueasargumentsallocatesandinitializesa
new arrayaccordinglyandthenjumpsto thecodepointerinr . Theaccessooperations
similarly expectanarrayandindex argumentsandwill returnto thecontinuatiorpointer
inr whenthey have performedheoperationAs is usuallythe casewhendealingwith
externallibraries,the interfaces(codetypes)de®nedabove do not provide a complete



speci®catiorof the operationgsuchasbounds-checkingssues) Section5.3 discusses
how we dealwith this in the context of the safetyof XTAL programsand the ®nal
executablemachinecode.

4.4 Soundness

As usual,we needto shaw that our XTAL type systemis soundwith respectto the
operationalsemanticof the abstractmachine.This can be done using the standard
progresandpreserationlemmasHowever, in thepresencef codestubsthecomplete
semantic®f aprogramis unde®nedsoatthis level of abstractiorwe canonly assume
thatthosetyping rulesaresound.In the next sectionwhencompiling XTAL programs
to the real machineandlinking in codefor theselibrariesand stubs,we will needto
prove atthatpoint thatthelinked codeis soundwith respecto the XTAL typing rules.
Let usde®nethe statewhenthe currentXTAL programis jumpingto externalcode:

De nition 1 (External call state). We de ne the current instruction of a program,

, to be an externalcall if jd jmp  bgt bgti and
stub or stub , asappropriate
Theorem4 (XTAL Progress)lf andthecurrentinstructionof is notanexter
nal call thenthere exists  sud that
Theorem5 (XTAL Presewation). If and then

Thesetheoremsare proven by induction on the well-formed instruction premise
( ) of thetoplevel typingrule (). Of coursethe proof of thesemustbe done
entirelyin the FPCClogic in whichthe XTAL languagés encoded.

In our previous work [13,14], we demonstratedhow to get from theseproofs of
soundnesslirectly to the FPCCsafetyproof. However, now we have an extra level to
go through(the CAP system)in which we will alsobelinking externalcodeto XTAL
programsandwe mustensuresafetyof the completepackageat the end.

5 Compilation and Linking

In thissectionwe ®rstde®nehow abstracX TAL programsawill betranslatedo, andlaid
outin, therealmachinestate(theruntimememorylayout). We alsode®nethenecessary
library routinesas CAP code(the runtime system).Then, after compiling andlinking
anXTAL programto CAPR, we mustshav how to maintainthe well-formednessf that
CAP statesothatwe canapply Theorem?2 to obtainthe ®nal FPCCproof of safety

5.1 The Runtime System

In our simpleruntimesystemmemoryis dividedinto threesections—ataticdataarea
(usedfor global constantsand library datastructures)a read-onlycodearea(which
might be further divided into subareador external ( ) and programcode),and the
dynamicheapareawhichcangrow inde®nitelyin ouridealizedmnachineWe usea data
allocationframenork wherea heaplimit, storedin a ®xed allocationpointerregister®
designates ®nite portion of the dynamicheapareaashaving beenallocatedfor use.
(Our safetypolicy couldusethis to specify“readable”and“writeable” memory)

2 XTAL sourceprogramsausefewer registersthanthe actualmachineprovides.



5.2 Translating XTAL Programsto CAP

We now outlinehow to construci{compile)aninitial CAP machinestatefrom anXTAL
program.Givenaninitial XTAL program,we needthe following (partial) functionsor
mappinggo producethe CAP state:

- label Word — a layout mappingfrom XTAL codeheaplabelsto CAP
machineaddresses.

- label  Word — alayoutmappingfrom XTAL dataheaplabelsto CAP ma-
chine addressesBoth the domainand rangeof the two layout functions should
be disjoint. We use  without ary subscriptto indicate the union of the two:

- Word CmdList Pred - the external (from XTAL's point of view) code
blocksandtheir CAP preconditiongor well-formednessProving thattheseblocks
are well-formed accordingto the preconditionswill be a proof obligationwhen
verifying the safetyof the completeCAP state.The rangeof may overlapwith
thedomainof —theseaddressearetheimplementatiorof XTAL codestubs.

With theseelementsthetranslationfrom XTAL programdo CAP is quitestraight-
forward.As in [13], we candescribethetranslationby a setof relationsandassociated
inferencerules.Becaus®f limited spacewe only shav herethetop-level rule:

Flatten
code
Flatten Fst

tail

(TR-PROG)

Reagister®les andword valuestranslatefairly directly betweenXTAL andthe ma-
chine.XTAL labelsaretranslatedo machineaddressessingthe functions.Every
heapvaluein the codeanddataheapsmustcorrespondo an appropriatelytranslated
sequencef wordsin memory All XTAL instructionstranslatedirectly to a singlema-
chine commandexceptnewpair which translatego a seriesof commandghat adjust
the allocation pointerto make spacefor a new pair and then copy the initial values
fromr andr intothenew spaceWe ignorethe stubsin the XTAL codeheaptransla-
tion becausehey arehandledin the top-level translationrule shovn above (when is
Flatten'ed).

5.3 Generatingthe CAP Proofs

In this sectionwe proceedn a top-davn mannery ®rst statingthe maintheoremwe
wish to establish.The theoremsaysthat for a given runtime system,ary well-typed
XTAL programthatcompilesandlinks to the runtimewill resultin aninitial machine
statethatis well-formedaccordingto the CAP typing rules.Applying Theorem2, we
would then be ableto producean FPCC packagecertifying the safety of the initial
machinestate.

Theorem6 (XTAL-CAP Safety Theorem). For somespeci ed external code ervi-
ronment , andforall and |, if (in XTAL) and , then (in
CAP).



To prove that the CAP stateis well-formed (using the (CAP-STATE) rule, Fig-
ure 4), we needa code heapspeci®cation, , and a top-level precondition, , for
the current program counter The code speci®cationis generatedas follows:
CpGen , where

CpGen
Cpinv if and code
Snd if

Thatis, for external codeblocks, the preconditioncomesdirectly from , while
for codeblocksthathave beencompiledfrom XTAL, the CAP preconditionsarecon-
structedby thefollowing de®nition:

Cplinv

For ary givenprogram,the codeheapandlayout( and ) mustbeunchanged,
thereforethey are global parametersf thesepredicategeneratorsCpinv captureghe
factthatat a particularmachinestatethereis a well-typed XTAL memoryandregister
®le that syntacticallycorrespondso it. We only needto specifythe register®le type
asanargumentto Cpinv becausehe typing rulesfor the well-formedregister®le and
heapwill imply all the necessaryestrictionson the dataheapstructure.One of the
maininsightsof this work is the de®nition of Cplinv, which allows usto both establish
a syntacticinvarianton CAP machinestatesas well as de®nethe interfacebetween
XTAL andlibrary codeatthe CAP level. Cpinv is basedon a similarideaastheglobal
invariantde®nedin [13] but insteadof a generic,monolithic safety proof using the
syntacticencodingof the type system,Cpinv makes clear what the program-speci®c
preconditionsarefor eachcommandinstruction)andallows for easymanipulationrand
reasoninghereuponaswell asinteractionwith othertype system-basenhvariants.

Returningto the proof of Theoremg, if we de®nethetop-level preconditionof the

(CAP-STATE) rule to be Cpinv , thenit is trivially satis®edon theinitial state
by the premise=f the theorem We now have to shov well-formednes®f the code
atthe currentprogramcounter , and,in fact, proofsof the samegudgment

form mustbe providedfor eachof the codeblocksin theheap,accordingto the (cAP-
CDSPEC) rule. Thecorrectnessf the CAP codememoryis shovn by thetheorem:

Theorem7 (XTAL-CAP Code Heap Safety). For a speci ed , and for any XTAL
programstate , register le type , layoutfunctions , and madine state

, sud that and ,f
CpGen , then

This dependsn turn on the proof thateachwell-typed XTAL instructionsequence
translatedo machinecommandwill bewell-formedin CAP underCpinv:

Theorem8 (XTAL-CAP Instruction Safety).For a specied , andfor all .
, ,and (whee CpGen ), if and , then
Cplnv .



Due to spaceconstraintswe omit detailsof the proof of this theoremexceptto
mentionthatit is provedby inductionon . In caseswvherethe currentinstructiondi-
rectly mapsto a machinecommand(i.e., otherthannewpair), the postcondition( in
the CAP rules)is generatedyy applyingCpinv to theupdatedXTAL register®le type.
We usethe XTAL safetytheoremgq4 and5) hereto shawv that  holdsafter onestep
of execution.In the caseof the expandedcommand®f newpair, we mustconstructhe
intermediatepostconditiondy handandthenshav thatCpinv is re-establishedn the
stateafterthe sequencef expandedcommandsasbeencompletedln the casewhen
jumpingto externalcode,we usetheresultof ProofObligation10 below.

Finally, establishinghe theoremsabove depend®n satisfyingsomeproof obliga-
tionswith respecto theexternallibrary codeandits interfacesasspeci®edatthe XTAL
level. First,we mustshow thatthe externallibrary codeis well-formedaccordingo its
suppliedpreconditions:

Proof Obligation 9 (External Code Safety) For a given , if CpGen
forany and ,then Snd Fst , for all

For now, we assumehatthe proofsof this lemmaareconstructedby hand”using
therulesfor well-formednes®f CAP commands.

Secondlywhenlinking the externalcodewith a particularXTAL program,where
certainlabelsof the XTAL codeheaparemappedo externalcodeaddressesye haveto
shaw thatthetyping ervironmentthatwould holdatany XTAL progranthatis jumping
to thatlabelimpliesthe actualpreconditionof thatexternalcode:

Proof Obligation 10 (Interface Corr ectness)For a given ,and , andfor all
sudthat stub and ,if Cplnv thensnd

Thesepropertiesmust be proved for eachinstantiationof the runtime system .
With them,theproofsof Theorems8, 7, and,®nally, 6 canbe completed.

5.4 arrayget Example

As a concreteexampleof the procesgliscussedh theforegoingsubsectionlet uscon-
siderarrayget. The XTAL typeinterfaceis de®nedin Section4.3. An implementation
of thisfunctioncouldbe:

aget ld r r addi r r bgt r r bnderr addr r r Idr r jmp r

The runtime representatioof an arrayin memoryis a length ®eld followed by the
actualarrayof data.We assumehatthereis someexceptionhandlingroutinefor out-of-
boundsaccessewith atrivial preconditionde®nedby bnderr bnderr  bnderr -

Before describingthe CAP assertiondor the safetyof e, Noticethat the code
returnsindirectly to an XTAL function pointer Similarly, the arrayget addressanbe
passediroundin XTAL programsasa ®rst-classcodepointer While the syntactictype
systemhandlesthesecodepointersquite easily usingthe relevant XTAL types,deal-
ing with codepointersin a Hoarelogic-basedsetuplike CAP requiresa little bit of
machinery

We canthusproceedo directly de®nethepreconditionof g as,



aget Cplnv r array r intr roint

forsome and . Thenwe certify thelibrary codein CAP by providing a derivation
of aget aget . We dothis by applyingthe appropriaterulesfrom Figure4
to track the changeghat are madeto the statewith eachcommandWhenwe reach
the®nal jumptor , we canthenshaw thatCplinv r int holds,which must
bethe preconditiorspeci®edor thereturncodepointerby r (seethede®ni-
tionof in thebeginningof Section5.3). The problemwith this methodof certifying
arrayget, however, is thatwe have explicitly includeddetailsaboutthe sourceanguage
type systemin its preconditionsin orderto make the proof moregenericwhile atthe
sametime be able to leveragethe syntactictype systemfor certifying code pointers,
we follow a similar approactasin [27]: First,we de®negenericpredicatesor thepre-
andpostconditionsabstractingveranarbitraryexternalpredicate, agt. Theactualre-
quirementf thearrayget codeareminimal (for example thatthe memoryareaof the
arrayis readableaccordingto the safetypolicy). The post-conditionpredicaterelates
the stateof the machineuponexiting the codeblock to theinitial entry state:

Pre aget aget SafeToRead r r
Post r
r r r

Now we certify the arrayget codeblock, quantifyingover all 45 and complete
codespeci®cations , butimposingsomeappropriatgestrictionson them:

aget bnderr bnderr Pre  aget Post r
Pre  aget aget

Thus,underthe assumptiorthat the Pre predicateholds,we canagainapply the
inferencerules for CAP commandso shav the well-formednessof the gt code.
Whenwe reachthe ®nal jump, we show thatthe Post predicateholdsandthenusethat
factwith the premiseof the formulaabove to shaw thatit is safeto jump to thereturn
codepointer

Thearrayget codecanthusbecerti®edindependentf any typesystemby introduc-
ing thequanti®ed gt predicateNow, whenwe wantto usethis asanexternalfunction
for XTAL programsweinstantiate agetWith —ager above. We haveto provethepremise
of theformulaabove, Pre  aget Post r . Prov-
ing this is not dif®cult, becauseve usepropertiesof the XTAL type systemto show
thatfrom a statesatisfyingthe precondition+e. thereis a well-formed XTAL program
whoseregister®le satis®esthe arrayget type interface—the changeslescribedby the
Post predicatewill resultin a stateto whichtheredoescorrespondnothemell-formed
XTAL programponewheretheregisterr is updatedvith theappropriateelemenif the
array Thenwe canlet arrayget aget Pre  aget andwe have satis®edProof
Obligation9. ProofObligation10 follows almostdirectly givenour de®nitionof = aget.

In summarywe have shavn how to certify runtimelibrary codeindependenof a
sourcelanguageln orderto handlecodepointers,we simply assumeheir safetyasa
premisethen,whenusingthelibrary with a particularsourcdanguageypesystemwe



instantiatewith a syntacticwell-formednesgredicaten theform of Cpinv andusethe
facilities of the type systemfor checkingcodepointersto prove the safetyof indirect
jumps.

6 Implementation and Future Work

We have a prototypeimplementatiorof the systempresentedn this paper developed
using the Coq proof assistantDue to spaceconstraintswe have left out its details
here.As mentionedearlierin the paper our eventualgoalis to build an FPCCsystem
for real IA-32 (Intel x86) machinesWe have alreadyappliedthe CAP type system
to that architectureand will now needto develop a morerealistic versionof XTAL.
Additionally, our experiencewith the Coq proof assistanteadsusto believe thatthere
shouldbe moredevelopmenibn enhancinghe automatiorof the prooftactics,because
mary partsof the proofsneededor this paperarenot hardor comple, but tediousto
do giventherathersimplistictacticssuppliedwith the baseCoqsystem.

In this paper we have implicitly assumedhatthe CAP machinecodeis generated
from oneof two sources{a) XTAL sourcecode,or (b) codewritten directly in CAP.
However, more generally our intentionis to supportcodefrom multiple sourcetype
systemsln this casethede®nitionof CpGen (Section5.3)would utilitize codeprecon-
dition invariantgeneratorgCplnv) from the multiple type systemsThe generaform of
eachCpinv would be the same although,of course the particulartyping ervironments
andjudgmentsvould bedifferentfor eachsystem.Thenwe would have a seriesof the-
oremslike thosein Section5.3, specializedor eachCpinv. ProofObligation10would
alsobe generalizedhsnecessaryrequiringproofsthatthe interfacesbetweerthe vari-
oustype systemsarecompatible Of coursetherewill be someamountof engineering
requiredto getsucha systemup andrunning,but we believe thatthereis true potential
for building arealistic,scalablé=PCCframework alongthesdines.

7 RelatedWork and Conclusion

In the context of the original PCC systemscited in the Introduction,therehasbeen
recentwork to improvetheir exibility andreliability by removing type-systenspeci®c
componentgrom the framework [19]. Thesesystemshave the advantageof working,
production-qualitymplementationsut it is still uncleawhetherthey canapproachhe
trustworthinesgoalsof FPCC.

We alsomentionedhe ®rst approacheto generating=PCC which utilized seman-
tic modelsof the sourcetype system,andtheir resultingcompleities. Attemptingto
addres@ndhidethe compleity of thesemanticsoundnesproofs,JuanChenetal. [6]
have developedLTAL, alow-level typedassemblyanguagenhich is usedto compile
coreML to FPCC.LTAL is basedn turn uponan abstractiorlayer, TML (typedma-
chine language)22], which is an even lowerlevel intermediatelanguage Complex
partsof the semanticproofs, suchasthe indexed model of recursve typesand strati-
®ed model of mutable®elds, are hiddenin the soundnesgroof of TML andaslong
asatypedassemblyjanguagecanbe compiledto TML, oneneednotworry aboutthe
semantionodels.All thesameLTAL andTML areonly assembljfanguageype sys-
tems,albeit at a muchlower level that XTAL. They do not provide CAP's generality



of reasoningnor cantheir type systemsbe usedto certify their own runtime system
componentslt shouldbe clearlynotedthattheideaspresentedh this paperarenotre-
strictedto usewith a syntacticFPCCapproachaswe have pursuedIntegratingLTAL
or TML with the CAP framawork of this paperto certify their runtimesystemcompo-
nentsseemdeasibleaswell.

Along the syntacticapproactto FPCC,Crary[9, 10] appliedour methodq13,14]
to arealistictypedassemblyanguagenitially targetedto the Intel x86. He evenwent
on to specifyinvariantsaboutthe garbagecollectorinterface,but beyondthe interface
theimplementationis still uncerti®ed.In his work he usesthe metalogicalframework
of Twelf [21] insteadof the CiC-basedCoqthatwe have beenusing.

In conclusionthereis muchongoingdevelopmenbf PCCtechnologyfor producing
certi®edmachinecodefrom high-level sourcdanguagesConcurrentlythereis exciting
work on certifying garbagecollectorsand other low-level systemlibraries. However,
integratingthe high andlow-level proofsof safetyhasnotyet receved muchattention.
Theideaspresentedn this papemrepresent viable approacho dealingwith theissue
of interfacingandintegratingsafetyproofsof machinecodefrom multiple sourcesn a
fully certi®edframework.
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