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Abstract. In thispaper, weintroduceaFoundationalProof-CarryingCode(FPCC)
framework for constructingcerti�ed codepackagesfrom typed assemblylan-
guagethat will interfacewith a similarly certi�ed runtimesystem.Our frame-
work permitsthetypedassemblylanguageto havea“foreign function” interface,
in which stubs,initially providedwhentheprogramis beingwritten,areeventu-
ally compiledandlinkedto codethatmayhave beenwritten in a languagewith
a differenttypesystem,or evencerti�ed directly in theFPCClogic usingaproof
assistant.We have increasedthepotentialscalabilityand�e xibility of our FPCC
systemby providing a way to integrateprogramscompiledfrom differentsource
typesystems.In theprocess,weareexplicitly manipulatingtheinterfacebetween
Hoarelogic anda syntactictypesystem.

1 Intr oduction

Proof-CarryingCode(PCC)[16,17] is a framework for generatingexecutablemachine
codealongwith a machine-checkableproof that the codesatis®esa given safetypol-
icy. The initial PCC systemsspeci®edthe safetypolicy usinga logic extendedwith
many (source)language-speci®crules.While allowing implementationof a scalable
system[18,7], thisapproachto PCCsuffersfrom too largeof a trustedcomputingbase
(TCB). It is still dif®cult to trust that thecomponentsof this system– theveri®cation-
conditiongenerator, theproof-checker, andeventhelogical axiomsandtyping rules–
arefreefrom error.

The developmentof anotherfamily of PCC implementations,known asFounda-
tional Proof-CarryingCode(FPCC)[4,3], wasintendedto reducetheTCB to a min-
imum by expressingandproving safetyusingonly a foundationalmathematicallogic
withoutadditionallanguage-speci®caxiomsor typingrules.Thetrustedcomponentsin
sucha systemaremostlyreducedto amuchsimplerlogic andtheproof-checkerfor it.

Both theseapproachesto PCC have one featurein common,which is that they
have focusedon a singlesourcelanguage(e.g. Java or ML) andcompile(type-correct)
programsfrom thatlanguageinto machinecodewith a safetyproof.However, therun-
time systemsof theseframeworks still includecomponentsthat arenot addressedin
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the safetyproof [3, 10] andthat arewritten in a lower-level language(like C): mem-
ory managementlibraries,garbagecollection,debuggers,marshallers,etc.Theissueof
producingasafetyprooffor codethatis compiledandlinkedtogetherfrom two or more
differentsourcelanguageswasnotaddressed.

In this paper, we introduceanFPCCframework for constructingcerti®edmachine
codepackagesfrom typedassemblylanguage(TAL) thatwill interfacewith asimilarly
certi®edruntimesystem.Our framework permitsthetypedassemblylanguageto have
a “foreign function” interfacein which stubs,initially provided whenthe programis
being written, are eventually compiledand linked to codethat may have beenwrit-
ten in a languagewith a differenttype system,or even certi®eddirectly in the FPCC
logic usinga proof assistant.To our knowledge,this is the®rst accountof combining
suchcerti®cationproofsfrom languagesat differentlevels of abstraction.While type
systemssuchasTAL facilitatereasoningaboutmany programs,they arenot suf®cient
for certifying themostlow-level systemlibraries.Hoarelogic-stylereasoning,on the
otherhand,canhandlelow-level detailsvery well but cannotaccountfor embedded
codepointersin datastructures,a featurecommonto higher-orderandobject-oriented
programming.We outlinefor the®rst time a way to allow bothmethodsof veri®cation
to interact,gainingtheadvantagesof bothandcircumventingtheir shortcomings.

Experiencehasshown that foundationalproofsaremuchharderto constructthan
thosein a logic extendedwith type-speci®caxioms.The earliestFPCCsystemsbuilt
proofsby constructingsophisticatedsemanticmodelsof typesin orderto reasonabout
safetyat the machinelevel. That is, the ®nal safetyproof incorporatedno conceptof
sourcelevel types– eachtypein thesourcelanguagewouldbeinterpretedasapredicate
onthemachinestateandthetypingrulesof thelanguagewouldturn into lemmaswhich
must prove propertiesabout the interactionof thesepredicates.While it seemsthat
this methodof FPCCwould alreadybe amenableto achieving the goalsoutlined in
thepreviousparagraph,thesituationis complicatedby thecomplexity of thesemantic
models[11,5,1] thatwererequiredto supporta realistictypesystem.Nonetheless,the
overall framework of this papermaywork equallywell with thesemanticapproach.

In thispaper, weadoptthe“syntactic”approachto FPCC,introducedin [13,14] and
furtherappliedto a morerealisticsourcetypesystemby [9,10]. In this framework, the
machinelevel proofsdo indeedincorporateandusethesyntacticencodingof elements
of the sourcetype systemto derive safety. Previouspresentationsof the syntacticap-
proachinvolveamonolithictranslationfrom type-correctsourceprogramsto apackage
of certi®edmachinecode.In this paper, we re®netheapproachby insertinga generic
layerof reasoningabovethemachinecodewhichcan(1) beatargetfor thecompilation
of typedassemblylanguages,(2) certify low-level runtimesystemcomponentsusing
assertionsasin Hoarelogic,and(3) “glue” togetherthesepiecesby reasoningaboutthe
compatibilityof theinterfacesspeci®edby thevarioustypesof sourcecode.

A simplediagramof our framework is givenin Figure1. Sourceprogramsarewrit-
ten in a typed high-level languageand thenpassedthrougha certifying compiler to
producemachinecodealongwith a proof of safety. Thesourcelevel typesystemmay
provideasetof functionalitythatis accessedthroughalibrary interface.At themachine
level, thereis an actuallibrary codeimplementationthat shouldsatisfythat interface.
Thenon-trivial problemis how to designtheframework suchthatnotonly will thetwo
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Fig.1. FPCCcerti�ed runtimeframework.

piecesof machinecodelink togetherto run,but that thesafetyproofsoriginatingfrom
two different sourcesare also able to “link” together, consistentwith the high-level
interfacespeci®cation,to producea uni®edsafetyproof for theentiresetof code.

Noticethattheinteractionbetweenprogramandlibrary is two-way:eitherpieceof
codemaymakedirector indirectfunctioncallsandreturnsto theother. Ideally, wewant
to beableto certify thelibrary codewith noknowledgeof thesourcelanguageandtype
systemthatwill beinteractingwith it. At thesametime we would like to support®rst-
classcodepointersatall levelsof thecode.Methodsfor handlingcodepointersproperly
havebeenoneof themainchallengesof FPCCandareoneof thedifferentiatingfactors
betweensemanticandsyntacticFPCCapproaches.For theframework in thispaper, we
have factoredout mostof the codepointer reasoningthat is neededwhencertifying
library codesothattheproofsthereofcanberelatively straightforward.

In thefollowing sections,afterde®ningourmachineandlogic, wepresentthelayer
of reasoningwhichwill serveasthecommoninterfacefor codecompiledfrom different
sources.Then we presenta typical typed assemblylanguage,extendedwith library
interfacesandexternalcall facilities.We ®nally show how to compilethis languageto
thetargetmachine,expandingexternalfunctionstubs,andlinking in theruntimelibrary,
at thesametime producingtheproof of safetyof thecompletepackage.We conclude
with a brief discussionof implementationin the Coq proof assistantand future and
relatedwork.

2 A Machine and Logic for Certi�ed Code
In this section,we presentour machineon which programswill run andthe logic that
we useto reasonaboutsafetyof thecodebeingrun. We usean idealizedmachinefor
purposesof presentationin this paperalthoughimplementationuponthe IA-32 (Intel
x86 architecture)is in progress.A “real” machineintroducesmany engineeringdetails
(e.g. ®xed-sizeintegers,addressingmodes,memorymodel,variablelengthinstructions
andrelativeaddressing)whichwewould ratheravoid while presentingourcentralcon-
tributionsalongthesubjectof thispaper.
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Fig.2. Machinestate:memory, registers,andinstructions(commands).
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Fig.3. Machinesemantics.

2.1 The Machine

Thehardwarecomponentsof our idealizedmachinearea memory, register®le, anda
specialregistercontainingthe currentprogramcounter(RTS ). Thesearede®nedto be
themachinestate,asshown in Figure2. We usea 16-registerword-addressedmachine
with anunboundedmemoryof unlimited-sizewords.We alsode®nea decodingfunc-
tion Dc which decodesinteger words into a structuredrepresentationof instructions
(“commands”),alsoshown in Figure2.Themachineis thusequippedwith aStep func-
tion that describesthe (deterministic)transitionfrom one machinestateto the next,
dependingon theinstructionat thecurrentRUS .

Theoperationalsemanticsof themachineis givenin Figure3. Theinstructions'ef-
fectsarequiteintuitive.The®rsthalf involvearithmeticanddatamovementin registers.
Theld andst loadandstoredatafrom/to memory. Thesearefollowedby thecondi-
tionalandunconditionalbranchinstructions.An illegal (non-decodable)instruction
putsthemachinein anin®nite loop.

2.2 The Logic

In orderto produceFPCCpackages,weneeda logic in whichwecanexpress(encode)
theoperationalsemanticsof themachineaswell asde®nethe conceptandcriteria of
safety. A codeproducermust then provide a codeexecutable(initial machinestate)



alongwith a proof that the initial stateandall future transitionstherefromsatisfythe
safetycondition.

Thefoundationallogic we useis thecalculusof inductiveconstructions(CiC) [24,
20]. CiC is an extensionof the calculusof constructions(CC) [8], which is a higher-
ordertypedlambdacalculus.Due to limited spacewe forgo a discussionof CiC here
andreferthereaderunfamiliarwith thesystemto thecitedreferences.

CiC hasbeenshown to bestronglynormalizing[25], hencethecorrespondinglogic
is consistent.It is supportedby theCoqproofassistant[24], whichweuseto implement
a prototypesystemof theresultspresentedin this paper.

2.3 De�ning Safetyand GeneratingProofs
The safetyconditionis a predicateexpressingthe fact that codewill not “go wrong.”
We saythata machinestate� is safeif everystateit canever reachsatis®esthesafety
policy SP:

Safe ����� SP���	��

� Nat � SP � Step ���������

A typical safetypolicy mayrequiresuchthingsastheprogramcountermustpoint
to a valid instructionaddressin the codeareaand that any writes (reads)to (from)
memorymustbefrom a properlyaccessibleareaof thedataspace.For thepurposesof
presentationin this paper, we will beusinga very simplesafetypolicy, requiringonly
thatthemachineis alwaysat a valid instruction:

BasicSP ��������� RTS���� Dc ����� RTS������ � illegal � InCodeArea ����� RUS��

We caneasilyde®neaccesscontrolson memoryreadsandwritesby includingan-
otherpredicatein thesafetypolicy, SafeRdWr ���������QRUS�� . By reasoningover thenum-
berof stepsof computationmorecomplex safetypoliciesincludingtemporalconstraints
canpotentiallybeexpressed.However, wewill notbedealingwith suchpolicieshere.

TheFPCCcodeproducerhasto provide anencoding1 of the initial state� � along
with a proof ! that this statesatis®esthe safetyconditionBasicSP, speci®edby the
codeconsumer. The®nal FPCCpackageis thusa pair:

"

�#���$�%� State��!&� Safe ���$�'� BasicSP ���(�

3 A Languagefor Certi�ed Machine Code(CAP)
We know now what typeof proof we arelooking for; thehardpart is to generatethat
proof of safety. Previousapproachesfor FPCC[4,2,5,13] have achievedthis by con-
structingan induction hypothesis,also known as the global invariant,which can be
proven(e.g. by induction) to hold for all statesreachablefrom the initial stateandis
strongenoughto imply the safetycondition.The natureof the invarianthasranged
from a semanticmodel of typesat the machinelevel (Appel et al. [4, 2,5,23]) to a
purelysyntacticwell-formednessproperty[13,14] basedon a type-correctsourcepro-
gramin a typedassemblylanguage.

Whatwe have developedin this paperre®nesthesepreviousapproaches.We will
still bepresentinga typedassemblylanguagein Section4, in which mostsourcepro-
gramsarewritten.However, weintroduceanotherlayerbetweenthesourcetypesystem

1 Wemusttrustthatourencodingof themachineanditsoperationalsemantics,andthede�nition
of safety, arecorrect.Along with thelogic itself andtheproof-checker implementationthereof,
thesemake upmostof our softwaretrustedcomputingbase(TCB).



andthe“raw” encodingof thetargetmachinein theFPCClogic.Thisis a“type system”
or “speci®cationsystem”thatis de®neduponthemachineencoding,allowing usto rea-
sonaboutits stateusingassertionsthatessentiallycaptureHoarelogic-stylereasoning.
Sucha layerallows moregeneralityfor reasoningthana ®xed typesystem,yet at the
sametime is morestructuredthan reasoningdirectly in the logic aboutthe machine
encoding.

Our languageis calledCAP andit usesthe samemachinesyntaxaspresentedin
Figure2. Thesyntaxof theadditionalassertionlayeris givenbelow:

�

��� ����� Pred � State� Prop
�

� CdSpec� Word 	 � Word 
 Pred�

CmdList �
� � � �����.S
� ���

WordList ��� � � ������� � ���

ThenameCAP is derivedfrom its beinga“Certi®edAssemblyProgramming”lan-
guage.An initial versionwasintroducedin [27] andusedto certify a dynamicstorage
allocationlibrary. Theversionwe have usedfor this paperintroducessomeminor im-
provementssuchasa uni®eddataandcodememory, assertionson thewholemachine
state,andsupportfor user-speci®ablesafetypolicies(Section3.3).

Assertions(
�

, � , � ) arepredicateson themachinestateandthecodespeci®cation
(

�

) is a partial functionmappingmemoryaddressesto a pair of anintegeranda pred-
icate.The integer givesthe lengthof the commandsequenceat that addressand the
predicateis thepreconditionfor theblock of code.(Thefunctionof this is to allow us
to specifytheaddressesof valid codeareasof memorybasedon

�

.)
Theoperationalsemanticsof thelanguagehasalreadybeenpresentedin Section2.1.

We now introduceCAP inferencerulesfollowedby someimportantsafetytheorems.

3.1 Infer enceRules

CAP addsa layerof inferencerules(“typing rules”) allowing usto provespeci®cation
judgmentsof theforms:

���������

� well-formedcommandsequence
�

� �

�

well-formedcodespeci�cation
�

��������� RTS�� well-formedmachinestate

Theinferencerulesfor thesejudgmentsareshown in Figure4. Therulesfor well-
formedcommandsequencesessentiallyrequirethatif thegivenprecondition

�

is satis-
®edin thecurrentstate,theremustbesomepostcondition� , which is theprecondition
of the remainingsequenceof commands,that holdson the stateafter executingone
step.Therulesdirectly refer to theStep functionof themachine;control ¯ow instruc-
tions additionallyusethe codespeci®cationenvironment

�

in order to allow for the
certi®cationof mutuallydependentcodeblocks.

We groupas“pure” commandsall thosewhich do not involve control ¯ow anddo
not changethememory(i.e. everythingotherthanbranches,jumps,andst ). Thest
commandrequiresanadditionalproof thattheaddressbeingstoredto is not in thecode
area(i.e. wedonotpermitself-modifyingcode).curcmd ����� is de®nedas:
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Fig.4. CAP inferencerules.

curcmd ��������� RTS���� Dc ����� RUS����

TheInCodeArea predicatein therulesusesthecodeaddressesandsequencelengths
in

�

to determinewhetheragivenaddresslieswithin thecodearea.The(CAP-CDSPEC)
rule ensuresthat theaddressesandsequencelengthsspeci®edin

�

areconsistentwith
thecodeactuallyin memory.
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3.2 SafetyProperties

Themachinewill executecontinuously,evenif anillegal instructionisencountered.
Givena well-formedCAPstate,however, wecanprovethatit satis®esourbasicsafety
policy, andthatexecutingthemachineonestepwill resultagainin a goodCAPstate.

Theorem1 (SafetyPolicy and Preservation).
For somestate � , if

�

� then(1) BasicSP ��� � and(2)
�

Step � ����� for all 
 .

For thepurposesof FPCC,weareinterestedin obtainingsafetyproofsin thecontext
of ourpolicy asdescribedin Section2.3.FromTheorem1 we caneasilyderive:

Theorem2 (CAP Safety).For any � , if
�

� thenSafe ����� BasicSP� .



Thus,to producean FPCCpackagewe just needto prove that the initial machine
stateis well-formedwith respectto theCAPinferencerules.Thisprovidesastructured
methodfor constructingFPCCpackagesin our logic. However, programmingandrea-
soningin CAPis still muchtoolow-level for thepracticalprogrammer. Wethusneedto
provideamethodfor compilingprogramsfrom ahigher-level languageandtypesystem
to CAP. Themainpurposeof programmingdirectly in CAPwill thenbeto “glue” code
togetherfrom differentsourcelanguagesandto certify particularlylow-level libraries
suchasmemorymanagement.In the next few sections,we presenta “conventional”
typedassemblylanguageandshow how to compileit to CAP.

3.3 Advancedsafetypolicies

In thetheoremsabove,andfor therestof this paper, we areonly interestedin proving
safetyaccordingto our basicsafetypolicy. For handlingmoregeneralsafetypolicies
using CAP, we can extend our CAP inferencerules by parameterizingthem with a
“global safetypredicate”SP:

���

SP

� ���

� ,
�

SP � �

�

, and
�

SP ��� �����<RUS�� .
The inferencerule for eachcommandin this extendedsystemrequiresan addi-

tional premisethat thepreconditionfor thecommandimplies theglobal safetypredi-
cate.Then,usinga generalizedversionof Theorem1, we canestablishthat:

Theorem3. For any � andSP, if
�

SP � thenSafe ������� ����� State� SP ����� � � BasicSP ����� ��� .
Threadingan arbitrary SP throughthe typing rules is a novel featurenot found

in the initial versionof CAP [27]. In that case,therewasno way to specify that an
arbitrarysafetypolicy beyond BasicSP (which essentiallyprovidestype safety)must
holdat everystepof execution.

4 ExtensibleTypedAssemblyLanguagewith Runtime System

In this section,we introduceanextensibletypedassemblylanguage(XTAL) basedon
that of Morrisett et al. [15]. After presentingthe full syntaxof XTAL, we give here
only a brief overview of its static and dynamicsemantics,due to spaceconstraints
of this paper. A more completede®nition of the languagecan be found in the Coq
implementationitself or thetechnicalreport[12].

4.1 Syntax

To simplify thepresentation,we will usea muchscaleddown versionof typedassem-
bly language(seeFigure5)–its typesinvolve only integers,pairs,andinteger arrays.
(We have extendedour prototypeimplementationto includeexistential,recursive,and
polymorphiccodetypes.)The codetype ��� �
	 describesa codepointerthat expectsa
register®le satisfying � . Theregister®le typeassignstypesto theword valuesin each
registerand the heaptype keepstrack of the heapvaluesin the dataheap.We have
separatedthecodeanddataheapsat this level of abstractionbecausethecodeheapwill
remainthesamethroughouttheexecutionof a program.

Unlike many conventionalTALs, our languagesupports“stub values” in its code
heap.Theseareplaceholdersfor codethatwill be linked in later from anothersource
(outsidetheXTAL system).Primitive“macro” instructionsthatmightbebuilt intoother
TALs, suchas array creationand accessoperations,can be provided as an external
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Fig.5. XTAL syntax.

library with interfacespeci®edasXTAL types.We have alsoincludeda typical macro
instructionfor allocatingpairs(newpair) in thelanguage.Whenpolymorphictypesare
addedto thelanguage,thismacroinstructioncouldpotentiallybeprovidedthroughthe
externalcodeinterface;however, in general,providing built-in primitivescanallow for
a richerspeci®cationof theinterface(seethetypingrule for newpair below).

Theabstractstateof anXTAL programis composedof codeanddataheaps,a reg-
ister®le, andcurrentinstructionsequence.Labelsaresimply integersandthedomains
of thecodeanddataheapsareto bedisjoint.Besidesthenewpair operation,thearith-
metic,memoryaccess,andcontrol ¯ow instructionsof XTAL corresponddirectly to
thoseof the machinede®nedin 2.1. The movl instructionis constrainedto refer only
to codeheaplabels.Notethatprogramsarewritten in continuationpassingstyle; thus
everycodeblock endswith someform of jumpto anotherlocationin thecodeheap.

4.2 Static and Dynamic Semantics

Thedynamic(operational)semanticsof theXTAL abstractmachineis de®nedby a set
of rulesof theform .0/ �1. � . Thisevaluationrelationis entirelystandard(see[15,14])
exceptthat thecasewhenjumpingto a stubvaluein thecodeheapis nothandled.The
completerulesareomittedhere.

For thestaticsemantics,wede®neasetof judgmentsasillustratedin Figure6.Only
a few of thecritical XTAL typingrulesarepresentedhere.Thetop-level typingrule for
XTAL programsrequireswell-formednessof thecodeanddataheaps,register®le, and
currentinstructionsequence,andthat 2 is somewherein thecodeheap:
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Fig.6. Staticjudgments.

Heapand register®le typing dependson the well-formednessof the elementsin
each.Stub valuesare simply assumedto have the speci®edcodetype. From the in-
structiontyping rules,we show below the rulesfor newpair, jd, and jmp. The newpair
instructionexpectsinitializationvaluesfor thenewly allocatedspacein registersr � and
r � andapointerto thenew pair is put in ��� .
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> (IS-JD)

� ��� � � ��� �
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�

� E �
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�

�

jmp �

(IS-JMP)

Although the detailsof the type systemare certainly important,the key thing to
be understoodhereis just thatwe areableto encodethesyntacticjudgmentformsof
XTAL in our logic andprove soundnessin Wright-Felleisenstyle [26]. We will then
referto thesejudgmentsin CAPassertionsduringtheprocessof proving machinecode
safety.

4.3 External CodeStub Interfaces

XTAL canpassaroundpointersto arraysin its dataheapbut hasnobuilt-in operations
for allocating,accessing,or modifyingarrays.We provide thesethroughcodestubs:

newarray ?6 stub
�

�

r � � int � r �A� int � r � �
-

���

�

r � � array �

�

/ �

�

�
U

arrayget ?6 stub
�

�

r � � array � r �U� int � r � �
-

���

�

r �>� int �

�

/ �

�

�
U

arrayset ?6 stub
�

�

r � � array � r �U� int � r � � int � r � �
-

�	�

�

r � � array �

�

/ �

�

�
U

newarray expectsa lengthandinitial valueasarguments,allocatesandinitializesa
new arrayaccordingly,andthenjumpsto thecodepointerin r � . Theaccessoroperations
similarly expectanarrayandindex argumentsandwill returnto thecontinuationpointer
in r � whenthey haveperformedtheoperation.As is usuallythecasewhendealingwith
externallibraries,the interfaces(codetypes)de®nedabove do not provide a complete



speci®cationof theoperations(suchasbounds-checkingissues).Section5.3discusses
how we deal with this in the context of the safetyof XTAL programsand the ®nal
executablemachinecode.

4.4 Soundness

As usual,we needto show that our XTAL type systemis soundwith respectto the
operationalsemanticsof the abstractmachine.This can be doneusing the standard
progressandpreservationlemmas.However, in thepresenceof codestubs,thecomplete
semanticsof aprogramis unde®ned,soat this level of abstractionwe canonly assume
thatthosetyping rulesaresound.In thenext section,whencompilingXTAL programs
to the real machineandlinking in codefor theselibrariesandstubs,we will needto
proveat thatpoint thatthelinkedcodeis soundwith respectto theXTAL typing rules.
Let usde®nethestatewhenthecurrentXTAL programis jumpingto externalcode:

De�nition 1 (External call state). We de�ne the current instruction of a program,
�

3

�

5

��� �!2 � , to be an externalcall if 2 �

�

jd
>

� jmp � � bgt � � � � bgti � � �

�

and
3

�

>

� �

stub � ��	 � � or
3

� � � � ����� stub � ��	 � � , asappropriate.

Theorem4 (XTAL Progress).If
�

. andthecurrentinstructionof . is notanexter-
nal call thenthereexists . � such that .0/ �1. � .

Theorem5 (XTAL Preservation). If
�

. and .0/ �1. � then
�

. � .

Thesetheoremsare proven by induction on the well-formed instructionpremise
(

3:9

�

�

2 ) of thetop level typing rule (
�

. ). Of coursetheproofof thesemustbedone
entirelyin theFPCClogic in which theXTAL languageis encoded.

In our previous work [13,14], we demonstratedhow to get from theseproofsof
soundnessdirectly to theFPCCsafetyproof. However, now we have anextra level to
go through(theCAP system)in which we will alsobelinking externalcodeto XTAL
programs,andwemustensuresafetyof thecompletepackageat theend.

5 Compilation and Linking
In thissectionwe®rstde®nehow abstractXTAL programswill betranslatedto,andlaid
outin, therealmachinestate(theruntimememorylayout).Wealsode®nethenecessary
library routinesasCAP code(the runtimesystem).Then,aftercompilingandlinking
anXTAL programto CAP, we mustshow how to maintainthewell-formednessof that
CAPstatesothatwe canapplyTheorem2 to obtainthe®nal FPCCproofof safety.

5.1 The Runtime System
In our simpleruntimesystem,memoryis dividedinto threesections–astaticdataarea
(usedfor global constantsand library datastructures),a read-onlycodearea(which
might be further divided into subareasfor external (

�

) and programcode),and the
dynamicheaparea,whichcangrow inde®nitelyin ouridealizedmachine.Weuseadata
allocationframework wherea heaplimit, storedin a ®xedallocationpointerregister,2

designatesa ®nite portion of thedynamicheapareaashaving beenallocatedfor use.
(Our safetypolicy couldusethis to specify“readable”and“writeable” memory.)

2 XTAL sourceprogramsusefewer registersthantheactualmachineprovides.



5.2 Translating XTAL Programsto CAP

Wenow outlinehow to construct(compile)aninitial CAPmachinestatefrom anXTAL
program.Givenaninitial XTAL program,we needthefollowing (partial) functionsor
mappingsto producetheCAP state:

– ��� � label 	 Word – a layout mappingfrom XTAL codeheaplabelsto CAP
machineaddresses.

– ���&� label 	 Word – a layoutmappingfrom XTAL dataheaplabelsto CAP ma-
chine addresses.Both the domainand rangeof the two layout functionsshould
be disjoint. We use � without any subscriptto indicate the union of the two:

� ��� ��� ��� .
–

�

� Word 	 CmdList 
 Pred – the external (from XTAL's point of view) code
blocksandtheirCAPpreconditionsfor well-formedness.Proving thattheseblocks
are well-formed accordingto the preconditionswill be a proof obligationwhen
verifying thesafetyof thecompleteCAPstate.Therangeof ��� mayoverlapwith
thedomainof

�

– theseaddressesaretheimplementationof XTAL codestubs.

With theseelements,thetranslationfrom XTAL programsto CAP is quitestraight-
forward.As in [13], we candescribethetranslationby a setof relationsandassociated
inferencerules.Becauseof limited space,weonly show herethetop-level rule:
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�
� � 2
�
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�(� Flatten � Fst �
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5

� � �!2 �	� ���������QRUS��

(TR-PROG)

Register®les andword valuestranslatefairly directly betweenXTAL andthema-
chine.XTAL labelsaretranslatedto machineaddressesusingthe � functions.Every
heapvaluein the codeanddataheapsmustcorrespondto an appropriatelytranslated
sequenceof wordsin memory. All XTAL instructionstranslatedirectly to a singlema-
chinecommandexceptnewpair which translatesto a seriesof commandsthat adjust
the allocationpointer to make spacefor a new pair and then copy the initial values
from r � andr � into thenew space.We ignorethestubsin theXTAL codeheaptransla-
tion becausethey arehandledin thetop-level translationrule shown above (when

�

is
Flatten'ed).

5.3 Generating the CAP Proofs

In this sectionwe proceedin a top-down mannerby ®rst statingthemain theoremwe
wish to establish.The theoremsaysthat for a given runtimesystem,any well-typed
XTAL programthatcompilesandlinks to theruntimewill resultin an initial machine
statethat is well-formedaccordingto theCAP typing rules.Applying Theorem2, we
would then be able to producean FPCCpackagecertifying the safetyof the initial
machinestate.

Theorem6 (XTAL-CAP Safety Theorem). For somespeci�ed external codeenvi-
ronment

�

, and for all . and � , if
�

. (in XTAL) and
�

9

�

�

.�� � , then
�

� (in
CAP).



To prove that the CAP stateis well-formed (using the (CAP-STATE) rule, Fig-
ure 4), we needa code heapspeci®cation,

�

, and a top-level precondition,
�

, for
the current programcounter. The code speci®cationis generatedas follows:

�

�

CpGen �

�

� �����

3

� , where

CpGen �

�

� �����

3

�'� � �

�

�

CpInv � ��� �

3

� � � if ��� �A@CB�D �

�

� and
=?>

� � � �

>

� � � �

3

�

>

��� � code � ��	 � 2 �

Snd �

�

� � ��� if �
�A@CB�D �

�

�

That is, for external codeblocks, the preconditioncomesdirectly from
�

, while
for codeblocksthathave beencompiledfrom XTAL, theCAP preconditionsarecon-
structedby thefollowing de®nition:

CpInv � �����

3

� � ��� � � �

=

� � �

;

�

5

� � �'�

� 3

� � �

� 5

�

;

� � �

3:9�; �
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�
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�	� ��� � � � � �

�

�
� ��� � �

For any givenprogram,thecodeheapandlayout(
3

and �
� ) mustbeunchanged,

thereforethey areglobalparametersof thesepredicategenerators.CpInv capturesthe
factthatat a particularmachinestatethereis a well-typedXTAL memoryandregister
®le that syntacticallycorrespondsto it. We only needto specify the register®le type
asanargumentto CpInv becausethe typing rulesfor thewell-formedregister®le and
heapwill imply all the necessaryrestrictionson the dataheapstructure.One of the
main insightsof this work is thede®nitionof CpInv, which allows usto bothestablish
a syntacticinvarianton CAP machinestatesas well as de®nethe interfacebetween
XTAL andlibrary codeat theCAP level. CpInv is basedona similar ideaastheglobal
invariant de®nedin [13] but insteadof a generic,monolithic safetyproof using the
syntacticencodingof the type system,CpInv makesclearwhat the program-speci®c
preconditionsarefor eachcommand(instruction)andallowsfor easymanipulationand
reasoningthereupon,aswell asinteractionwith othertypesystem-basedinvariants.

Returningto theproof of Theorem6, if we de®nethetop-level preconditionof the
(CAP-STATE) rule to beCpInv � � ���

3

� � � , thenit is trivially satis®edon theinitial state
� by thepremisesof the theorem.We now have to show well-formednessof thecode
at thecurrentprogramcounter,

� � � ���

� , and,in fact,proofsof thesamejudgment
form mustbeprovidedfor eachof thecodeblocksin theheap,accordingto the(CAP-
CDSPEC) rule.Thecorrectnessof theCAPcodememoryis shown by thetheorem:

Theorem7 (XTAL-CAP Code Heap Safety). For a speci�ed
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, and for any XTAL
programstate �

3
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��� �!2 � , register �le type � , layout functions� , andmachinestate
��������� RUS�� , such that
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�

�

CpGen �

�

� �����

3

� , then
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� �

�

.

This dependsin turn on theproof thateachwell-typedXTAL instructionsequence
translatedto machinecommandswill bewell-formedin CAPunderCpInv:

Theorem8 (XTAL-CAP Instruction Safety).For a speci�ed
�

, and for all �
� ,

3

,
2 , � , and � (where
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� CpGen �
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3

� ), if
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2 � � , then
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3

� � �

�

� .



Due to spaceconstraints,we omit detailsof the proof of this theoremexcept to
mentionthat it is provedby inductionon 2 . In caseswherethecurrentinstructiondi-
rectly mapsto a machinecommand(i.e., otherthannewpair), thepostcondition( � in
theCAP rules)is generatedby applyingCpInv to theupdatedXTAL register®le type.
We usetheXTAL safetytheorems(4 and5) hereto show that � holdsafteronestep
of execution.In thecaseof theexpandedcommandsof newpair, we mustconstructthe
intermediatepostconditionsby handandthenshow thatCpInv is re-establishedon the
stateafter thesequenceof expandedcommandshasbeencompleted.In thecasewhen
jumpingto externalcode,we usetheresultof ProofObligation10below.

Finally, establishingthe theoremsabove dependson satisfyingsomeproof obliga-
tionswith respectto theexternallibrary codeandits interfacesasspeci®edat theXTAL
level. First,wemustshow thattheexternallibrary codeis well-formedaccordingto its
suppliedpreconditions:

Proof Obligation 9 (External CodeSafety) For a given
�

, if
�

� CpGen �

�

� �����

3

�

for any ��� and
3

, then
�����

Snd �

�

� � ���

�

Fst �

�

� � ��� , for all � � @CB�D �

�

� .

For now, we assumethattheproofsof this lemmaareconstructed“by hand”using
therulesfor well-formednessof CAPcommands.

Secondly, whenlinking theexternalcodewith a particularXTAL program,where
certainlabelsof theXTAL codeheaparemappedto externalcodeaddresses,wehaveto
show thatthetypingenvironmentthatwouldholdatany XTAL programthatis jumping
to thatlabelimpliestheactualpreconditionof thatexternalcode:

Proof Obligation 10(Interface Corr ectness)For a given
�

, �
� , and

3

, andfor all
>

such that
3

�

>

��� stub � � 	 � � and �
�

�

>

� � � , if CpInv � �
�

�

3

� ��� ��� � thenSnd �

�

� � ��� ���%� .

Thesepropertiesmust be proved for eachinstantiationof the runtime system
�

.
With them,theproofsof Theorems8, 7, and,®nally, 6 canbecompleted.

5.4 arrayget Example

As a concreteexampleof theprocessdiscussedin theforegoingsubsection,let uscon-
siderarrayget. TheXTAL type interfaceis de®nedin Section4.3.An implementation
of this functioncouldbe:

�

aget �

�

ld r ��� r �
-

� /!$ addi r �.� r ����� $ bgt r ��� r � � bnderr $ add r ��� r �C� r �8$ ld r ��� r �
-

� /!$ jmp r �

�

The runtimerepresentationof an array in memoryis a length®eld followed by the
actualarrayof data.Weassumethatthereis someexceptionhandlingroutinefor out-of-
boundsaccesseswith a trivial preconditionde®nedby

�

� bnderr � �&� � bnderr � � bnderr� .
Beforedescribingthe CAP assertionsfor the safetyof � aget, noticethat the code

returnsindirectly to an XTAL function pointer. Similarly, the arrayget addresscanbe
passedaroundin XTAL programsasa ®rst-classcodepointer. While thesyntactictype
systemhandlesthesecodepointersquite easilyusingthe relevant XTAL types,deal-
ing with codepointersin a Hoarelogic-basedsetuplike CAP requiresa little bit of
machinery.

We canthusproceedto directlyde®nethepreconditionof � aget as,



�

aget � CpInv
-���� � & �

�

r � � array � r �U� int � r � � -

���

�

r �>� int �

�

/ �./

for some� � and
3

. Thenwecertify thelibrary codein CAPby providing aderivation
of �

� ���

� aget
�

� aget � . We do this by applyingthe appropriaterulesfrom Figure4
to track the changesthat aremadeto the statewith eachcommand.Whenwe reach
the®nal jump to r � , we canthenshow thatCpInv � � � �

3

�

�

r � � int
�

� holds,which must
bethepreconditionspeci®edfor thereturncodepointerby

�

����� �
� r � ��� (seethede®ni-
tion of

�

in thebeginningof Section5.3).Theproblemwith this methodof certifying
arrayget, however, is thatwehaveexplicitly includeddetailsaboutthesourcelanguage
typesystemin its preconditions.In orderto make theproof moregeneric,while at the
sametime be able to leveragethe syntactictype systemfor certifying codepointers,
we follow a similar approachasin [27]: First,we de®negenericpredicatesfor thepre-
andpostconditions,abstractingoveranarbitraryexternalpredicate,

�

aget. Theactualre-
quirementsof thearrayget codeareminimal (for example,thatthememoryareaof the
arrayis readableaccordingto the safetypolicy). The post-conditionpredicaterelates
thestateof themachineuponexiting thecodeblock to theinitial entrystate:
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Now we certify the arrayget codeblock, quantifyingover all
�

aget andcomplete
codespeci®cations

�

, but imposingsomeappropriaterestrictionson them:
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Thus,underthe assumptionthat the Pre predicateholds,we canagainapply the
inferencerules for CAP commandsto show the well-formednessof the � aget code.
Whenwe reachthe®nal jump,we show thatthePost predicateholdsandthenusethat
factwith thepremiseof theformulaabove to show that it is safeto jump to thereturn
codepointer.

Thearrayget codecanthusbecerti®edindependentof any typesystem,by introduc-
ing thequanti®ed

�

aget predicate.Now, whenwewantto usethisasanexternalfunction
for XTAL programs,weinstantiate

�

aget with � aget above.Wehaveto provethepremise
of theformulaabove, � � � ��� ��� Pre � � aget �'��� � � Post ��� �'��� � ���

�

����� �
� r ����� ����� ��� . Prov-
ing this is not dif®cult, becausewe usepropertiesof the XTAL type systemto show
thatfrom a statesatisfyingtheprecondition–i.e. thereis a well-formedXTAL program
whoseregister®le satis®esthe arrayget type interface–the changesdescribedby the
Post predicatewill resultin astateto whichtheredoescorrespondanotherwell-formed
XTAL program,onewheretheregisterr � is updatedwith theappropriateelementof the
array. Thenwe canlet

�

� arrayget � � � � aget � Pre � � aget ��� andwe have satis®edProof
Obligation9. ProofObligation10 followsalmostdirectlygivenour de®nitionof � aget.

In summary, we have shown how to certify runtimelibrary codeindependentof a
sourcelanguage.In orderto handlecodepointers,we simply assumetheir safetyasa
premise;then,whenusingthelibrary with aparticularsourcelanguagetypesystem,we



instantiatewith a syntacticwell-formednesspredicatein theform of CpInv andusethe
facilities of the type systemfor checkingcodepointersto prove thesafetyof indirect
jumps.

6 Implementation and Future Work

We have a prototypeimplementationof thesystempresentedin this paper, developed
using the Coq proof assistant.Due to spaceconstraints,we have left out its details
here.As mentionedearlierin thepaper, our eventualgoal is to build anFPCCsystem
for real IA-32 (Intel x86) machines.We have alreadyappliedthe CAP type system
to that architectureandwill now needto develop a more realisticversionof XTAL.
Additionally, our experiencewith theCoqproof assistantleadsusto believe thatthere
shouldbemoredevelopmentonenhancingtheautomationof theproof tactics,because
many partsof theproofsneededfor this paperarenot hardor complex, but tediousto
dogiventherathersimplistictacticssuppliedwith thebaseCoqsystem.

In this paper, we have implicitly assumedthat theCAP machinecodeis generated
from oneof two sources:(a) XTAL sourcecode,or (b) codewritten directly in CAP.
However, moregenerally, our intentionis to supportcodefrom multiple sourcetype
systems.In thiscase,thede®nitionof CpGen (Section5.3)wouldutilitize codeprecon-
dition invariantgenerators(CpInv) from themultiple typesystems.Thegeneralform of
eachCpInv would bethesame,although,of course,theparticulartyping environments
andjudgmentswouldbedifferentfor eachsystem.Thenwewouldhaveaseriesof the-
oremslike thosein Section5.3,specializedfor eachCpInv. ProofObligation10would
alsobegeneralizedasnecessary, requiringproofsthat the interfacesbetweenthevari-
oustypesystemsarecompatible.Of coursetherewill besomeamountof engineering
requiredto getsucha systemupandrunning,but webelieve thatthereis truepotential
for building a realistic,scalableFPCCframework alongtheselines.

7 RelatedWork and Conclusion

In the context of the original PCC systemscited in the Introduction,therehasbeen
recentwork to improvetheir¯exibility andreliability by removing type-systemspeci®c
componentsfrom the framework [19]. Thesesystemshave theadvantageof working,
production-qualityimplementationsbut it is still unclearwhetherthey canapproachthe
trustworthinessgoalsof FPCC.

We alsomentionedthe®rst approachesto generatingFPCC,whichutilizedseman-
tic modelsof the sourcetype system,andtheir resultingcomplexities. Attemptingto
addressandhidethecomplexity of thesemanticsoundnessproofs,JuanChenetal. [6]
have developedLTAL, a low-level typedassemblylanguagewhich is usedto compile
coreML to FPCC.LTAL is basedin turn uponan abstractionlayer, TML (typedma-
chine language)[22], which is an even lower-level intermediatelanguage.Complex
partsof the semanticproofs,suchasthe indexedmodelof recursive typesandstrati-
®ed modelof mutable®elds,arehiddenin the soundnessproof of TML andaslong
asa typedassemblylanguagecanbecompiledto TML, oneneednot worry aboutthe
semanticmodels.All thesame,LTAL andTML areonly assemblylanguagetypesys-
tems,albeit at a muchlower level that XTAL. They do not provide CAP's generality



of reasoningnor can their type systemsbe usedto certify their own runtimesystem
components.It shouldbeclearlynotedthattheideaspresentedin this paperarenot re-
strictedto usewith a syntacticFPCCapproach,aswe have pursued.IntegratingLTAL
or TML with theCAP framework of this paperto certify their runtimesystemcompo-
nentsseemsfeasibleaswell.

Along thesyntacticapproachto FPCC,Crary [9,10] appliedour methods[13,14]
to a realistictypedassemblylanguageinitially targetedto theIntel x86. He evenwent
on to specifyinvariantsaboutthegarbagecollectorinterface,but beyondthe interface
the implementationis still uncerti®ed.In his work heusesthemetalogicalframework
of Twelf [21] insteadof theCiC-basedCoqthatwe havebeenusing.

In conclusion,thereismuchongoingdevelopmentof PCCtechnologyfor producing
certi®edmachinecodefrom high-levelsourcelanguages.Concurrently, thereis exciting
work on certifying garbagecollectorsandother low-level systemlibraries.However,
integratingthehigh andlow-level proofsof safetyhasnot yet receivedmuchattention.
Theideaspresentedin this paperrepresenta viableapproachto dealingwith the issue
of interfacingandintegratingsafetyproofsof machinecodefrom multiplesourcesin a
fully certi®edframework.
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