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Abstract. We studytherelationshipbetweerConcurrenSeparatioogic (CSL)
andtheassume-guarant¢a-G) method(a.k.arely-guaranteenethod) We shav

in threestepsthat CSL canbe treatedasa specializatiorof the A-G methodfor

well-synchronizeadoncurrenprogramsFirst, we presenan A-G basedprogram
logic for a low-level languagewith built-in locking primitives. Thenwe extend
the programlogic with explicit separatiorof “private data” and “shareddata”,

which provides bettermemorymodularity Finally, we shav that CSL (adapted
for thelow-level languagekanbeviewedasaspecializatiorof theextendedA-G

logic by enforcingthe invariantthat “shared resources are well-formed outside

of critical regions”. This work canalsobe viewed asa differentapproach(from

Brookes') to proving the soundnessf CSL: our CSL inferencerulesareproved

aslemmasin the A-G basedogic, whosesoundness establishedollowing the

syntacticapproacho proving soundnessf type systems.

1 Introduction

It is hardto prove non-interferencandcorrectnessf shared-stateoncurrenprograms
becausef theexponentiaktatespaceMemoryaliasingmakesconcurreng veri cation
evenharder Thereforea programlogic supportingooththreadmodularityandmemory
modularityis the key to practicalconcurrenyg veri cation.

PeterO'Hearn[11, 10] proposedtconcurrenseparatiodogic (CSL), which applies
the local-reasoningdea from separatioriogic [7, 14] to verify shared-stateoncur
rent programswith memory pointers.Separatiorlogic assertionsare usedto capture
ownershipsof resourcesSeparatingconjunctionenforcesthe partition of resources.
Veri cation of sequentiathreadsin CSL is no differentfrom veri cation of sequen-
tial programs.Memory modularityis supportedoy using separatingconjunctionand
frame rules. However, following Owicki and Gries [12], CSL works only for well-
synchronized programs in the sensehattransferof resourceownershipsanonly occur
at entry andexit pointsof critical regions. It is unclearhow to apply CSL to support
generakoncurrenprogramswith ad-hocsynchronizations.
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Anotherapproachto modularveri cation of shared-stateoncurrentprogramsis
the assume-guaranteaethod(a.k.a.rely-guaranteenethod)[8]. In this approachijn-
variantsof statetransitionsarespeci edusingassumptionandguarantee€achthread
ensureghatits atomictransitionssatisfyits guarante¢o the ervironment(i.e., the col-
lection of all otherthreads)aslong asits assumptioris satis ed by the environment.
Non-interferences guarantee@slong asthreadshave compatiblespeci cations,i.e.,
the guaranteeof eachthreadsatis es the assumption®f all otherthreads.The A-G
methodsupportsthreadmodularveri cation in the sensethat eachthreadis veri ed
with regardto its own speci cations,andwithout looking into codeof otherthreadslt
is verygenerabnddoesnotrequirelanguageonstructgor synchronizationgdowever,
in eachindividual stepof theveri cation, we needto provethatthe statetransitionsatis-

es theguaranteeThis makesproofsmorecomplicatedn A-G reasoninghanin CSL.
Also, assumptionsindguaranteegre usuallycomplicatedandhardto de ne, because
they specifyglobalinvariantsfor all sharedresourcesluringthe programexecution.

In this paperwe studytherelationshipbetweenCSL and A-G reasoningWe pro-
posethe Separated\-G Logic (SAGL), which extendsA-G reasoningwith the local-
reasoningdeain separatiorogic. Insteadof treatingall resourcesas shared SAGL
partitionsresourcesnto sharedandprivate.Like in CSL, eachthreadhasfull access
to its privateresourceswhich areinvisible to its ernvironments.Sharedresourcesan
be accesseih two waysin SAGL: they canbe accessediirectly, or be corvertedinto
private rst andthenaccessedCorversionsbetweensharedand private canoccurat
any programpoint, insteadof beingcoupledwith critical regions.Both directaccesses
andcorversionsaregovernedby guaranteesothatnon-interferencés ensuredollow-
ing A-G reasoningPrivateresourcesre not speci edin assumptionsindguarantees,
thereforespeci cationsin SAGL aresimplerandmoremodularthanA-G reasoning.

We thenshaw that CSL canbeviewedasa specializatiorof SAGL with theinvari-
antthatshared resources are well-formed outside of critical regions. Thespecialization
is pinneddown by formalizingthe CSL invariantasaspeci ¢c assumptiomndguarantee
in SAGL. Ourformulationcanalsobeviewedasanovel approacho proving thesound-
nessof CSL. Differentfrom Brookes' proof basedn anaction-tracesemantic$2], we
prove that CSL inferencerulesarelemmasin SAGL with the speci ¢ assumptiorand
guaranteeThe soundnessf SAGL is thenprovedfollowing the syntacticapproactto
type soundnesgl8]. The proofsareformalizedin the Coq proof assistanf16].

Our studyis basedn anassemblyanguagewith RISC-styleinstructionsandbuilt-
in lock/unlockand memoryallocation/freeprimitives. Insteadof usingthe high-level
parallellanguageproposedy Hoare[6], we usethe assemblylanguagebecausédt has
cleanersemanticsywhich makesour formulationmuchsimpler For instanceyve do not
usevariablesjnsteadwe only useregister les andmemory Thereforewe canhave a
quick formulation[4] in Coqg without worrying aboutvariablerenamingissues Also
we do nothave to formalizethe complicatedsyntacticconstraintenforcedn CSL over
sharedvariables Anotherimportantreasonis thatour work at low level canbe easily
appliedto generateroof-carryingcode[9]. CSL andthe A-G methodstudiedin this
paperareall adaptedo this low-level languageTherelationshipbetweerthe low-level
CSL andtheoriginal logic by O'Hearn[11, 10Q] is discussedn Sect.7.



(Program) P = (M;[Tq;:::5TaliLl)
(Thread) T; == (C;R;l;i)
(CodeHeap) C 2 Labels* InstrSeq
(Memory) M 2 Labels* Word
(RegFile) R 2 Register! Word
(LockMap) L = Locks* f1;:::;ng
(Register) r = rgj:iijra
(Labels) £;1 = i (nat nums)
(Locks) | = i (natnums)
(Word) w ::= i (natnums)
(InstrSeq) | == jfjjrrsji;l
(Instr) i == addrq;rs;rt]jaddiry;rs;ijalloc ry;rs]j beqrs;r; £ j bgt re;ri; £

j free rsjlock | jId rt;i(zs) j sub rq;xs; Tt j stry;i(rs) j unlock |

Fig. 1. The AbstractMachine

In therestof this paperwe rst presenpur low-level languagen Sect.2. We then
presentan A-G basedogic (AGL) for this languagein Sect.3. We extend AGL with
local reasoningandproposeSAGL in Sect.4. In Sect.5, we adaptthe original CSL to
thelow-level languageandformalizetherelationshippetweernCSL andSAGL. We use
two examplegto illustratethe useof SAGL in Sect.6. Finally, we discusgelatedwork
andconcludein Sect.7.

2 Thelanguage

Figurel de nesthe modelof anabstracimachineandthe syntaxof the assemblyan-
guage.The whole programstateP containsa sharedmemoryM, a lock mappingL
whichmapsalock to theid of its ownerthread andn threadqT 1, ..., Tn]. Thememory
is modeledasa nite partial mappingfrom memorylocationsl (naturalnumbers)o
word values(naturalnumbers) EachthreadT; containsits own codeheapC, register
le R, theinstructionsequence thatis currentlybeingexecutedandits threadid i.
ThecodeheapC mapscodelabelsto instructionsequencesyhichis alist of assem-
bly instructionsendingwith ajumpinstruction.The setof instructionswe presentere
arethe commonlyusedsubsetsn RISC machinesWe alsouselock/unlockprimitives
to do synchronizationandusealloc/freeto do dynamicmemoryallocationandfree.
The steprelation ( — ) of programstates(P) is de ned in Fig. 2. We usethe

auxiliary relation(M, T, L) LN (M, T',L’) to de ne theeffectsof theexecutionof the
threadT. Herewe follow the preemptve threadmodelwhereexecutionof threadscan
be preemptedat ary programpoint, but executionof individual instructionsis atomic.
In Fig. 2 we shav operationakemantic®f representatie instructionswhich aremostly
standardNote thatwe do not supportreentrant-lockslf thelock | hasbeenacquired,
executionof thedock I° instructionwill be blocked evenif the lock is ownedby the
currentthread.TherelationNext, de nesthe effectsof the sequentiainstructioni over
memoryandregister les.



(M5 [Ty Tl L) 70 (MG [T T T Tie s 225 Tl L)
if (M;TigL) 78 (M/;Ti;L) for any k;
where

if I = | then(M/; T/;L’) =
if (M;(C;R;1";k);L) wherel’ = C(£)
jrrs (M;(C;R;1”;k);L) wherel’ = C(R(rs))

oo | (MS(CRSIK)SL) if R(rs) & R(rt)
bearsri £l o\ (cir:17:K):L) if R(rs) = R(zry) andl” = C(£)
ock -1/ (M;(C;R:1";K);Lfl~~kg) if | 62lom(L)

' (M; (C;R;1;k); L) if 1 2 dom(L)
unlock I;1’ (M;(C;R;1";k); L nflg) if L(I)=k
i;l' for otheri | (M’;(C;R’;1";k);L) where(M’;R’) = Next, (M;R)
and
(1= [ thenNext; (M;R) = |

addi rq;rs;i | (M;Rf rg~ R(xs)+iQ)

Id rt;i(zs) (M;Rf rt~ M (R(xs)+i)g) whenR(rs)+i2 dom(M)
st ry; i(xs) (MfR(xg)+i~R(zt)g;R) whenR(zrg)+i2 dom(M)
alloc rg;rs | (Mf1;:::;1+ R(xs) 1~ _g;Rfrgq~1Q)

free rg (M nfR(xs)g;R) whenR(rs) 2 dom(M)

Fig. 2. OperationaSemantic®f the Machine

Notetheway we distinguishblocking®tatesrom 2stuckStatescausedy unsafe
operationseg.g., freeingdanglingpointers.If an unsafeoperationis made thereis no

resultingstatesatisfyingthe steprelation( LN ) for thecurrentthread If athreadtries
to acquirea lock which hasbeentaken, it stutterstheresultingstatewill bethe same
asthecurrentone(thereforethelock instructionwill be executedagain).

3 AGL: an A-G Based Program Logic

In this sectionwe presentan A-G basedprogramlogic (AGL) for our assemblylan-
guage AGL is avariationof the CCAP logic [19] which appliesthe A-G methodfor
assemblyodeveri cation. Differentfrom CCAR, AGL worksfor thepreemptvethread
modelinsteadof the non-preemptie model.

Figure3 shavsthespeci cationconstruct§or AGL. For eachthreadn theprogram,
its speci cationcontainghreeparts:thespeci cationW for thecodeheap theassump-
tion A andtheguarante&. Thespeci cation® of thewholeprogramjustgroupsspec-
i cations for eachthread.We useCiC, our meta-logic mechanizedy Coq[16], asthe
assertionanguagefor assertionsaind programspeci cations.CiC correspondso the
higherorderpredicatdogic with inductive de nitions via Curry-Howardisomorphism.

Assumptionsindguaranteearemeta-logigredicatesverapairof extendedhread
statesX, which containghe sharednemoryM, thethreadsregister le R andid k, and



(XState) X = (M;(R;i);L)
(ProgSpec) F = ([Y1;::5 Yl [(A1:Ga)s:ioi (An; Gn)))
(CdHpSpec) Y ff~» ag*

(Assertion) a XState! Prop

(Assume) A XState! XState! Prop
(Guarantee) G 2 XState! XState! Prop

NN

Fig. 3. SpecificationConstructfor AGL

F= (Y5 Ynl(A G (An Ga)l)
NI([(A1;G1);::05 (An Gn)]) Y ki Ak Gk fagg(M;Ty;L) forallk
(PROG)

‘Y;A;G‘ fag(M:T;L) \ (Well-formedthread)

a(M;(R;k);L) Y;A;G™ C:Y Y;A;G  fagl

Y;A;G" fag(M;(C;R;1;k);L) (THRD)
(Well-formedcodeheap
8f 2dom(Y'): Y;A;GfY'(£)gC(£)
(CDHP)

Y;A;G™ C:Y’

Fig.4. AGL InferenceRules

the global lock mappingL. The assumptiom for a threadspeci esthe expectedin-
variantof statetransitionsmadeby the environment.The agumentst takesarestates
beforeand after a transition, respectrely. The guaranteeG of a threadspeci esthe
invariantof statetransitionsmadeby thethread.

Thecodeheapspeci cationW assigns preconditiora to eachinstructionsequence
in the codeheapC.The assertiora is a meta-logicpredicateover the extendedthread
stateX. It ensureghe safeexecutionof the correspondingnstructionsequenceéiWe do
notassigrpostconditions$o instructionsequencesinceeachinstructionsequencends
with ajumpinstruction,we usethe assertiorat thetargetaddresssthe postcondition.

Inference rules. Inferencerulesof AGL arepresentedn Figs.4 and5. The prog rule
de nes the well-formednes®f the programP with respectto the programspeci ca-
tion ® andthe setof preconditiong[ay, .. .,an|) for theinstructionsequencethatare
currentlyexecutedby all thethreadsCheckingthe well-formednes®f P involvestwo
stepsFirstwe checkthecompatibilityof assumptionandguaranteefor all thethreads.

ThepredicateNl is de ned asfollows:
NI(AL:G1)i:35 (AniGr))) '8 jiM; M/ Ry R R L;L: )
i6j! Gi(M;(Ri;i);L) (M5(RiI)L) Y Aj(M(Rj; §);L) (M5 (Ry: j);L7);

which simply saysthatthe guaranteef eachthreadshouldsatisfyassumptionsf all



Y;A;G" fagl (Well-formedinstr. sequences

Y;A;G" fagifa'g Y;A;G fa/gl (a A)) a
Y;A;G" fagi;l

(sEQ)

8X@(M;(R;k);L):aX! Y(R(xg) X (a A)) a
Y;A;G" fagjrrs

(3R)

Y;A;G" fagifa'g| (Well-formedinstructions)

8X@(M;(R;k);L):a X~ 1 6Zom(L)! a' X'~ GXX’
whereX’ = (M;(R;k);Lfl~skg):

- (Lock)
Y;A;G" faglock Ifa'g
8X@(M;(R;k);L):aX! L(I)=k"a' X'"GXX
whereX’ = (M;(R;k);L nflg):
(UNLOCK)

Y;A;G" fagunlock Ifa’g

8X@(M;(R;k);L):8L:a X" f1;:::;1+ R(xrs) 1g6dom(M) !
R(rs) > 0% a/ X' G X X/
whereX’ = (Mf1;:::;1+ R(rs) 1~ g;(Rfrgq~1g;k);L)

Y;A;G" fagalloc rq;rsfa’g

(ALLOC)

Fig.5. AGL InferenceRules(cont'd)

otherthreadsThenwe applytheTHRD rule to checkthatimplementatiorof eachthread
actuallysatis esthespeci cation.EachthreadT; is veri ed separatelythereforeghread
modularityis supported.

In the THRD rule, we requirethatthe preconditiona be satis ed by the currentex-
tendedthreadstate(M, (R, k), L ); thatthe threadcodeheapsatisfyits speci cation¥,
A and G; andthatit be safeto executethe currentinstructionsequenceé underthe
preconditiona andthethreadspeci cation.

The cpHp rule checksthe well-formednessf threadcode heaps.It requiresthat
eachinstructionsequencepeci edin W' be well-formedwith respecto the imported
interfacesspeci edin W, theassumptiorA andthe guaranteé.

Theseq rule andthe Jr rule ensurehatit is safeto executetheinstructionsequence
if the preconditionis satis ed. If theinstructionsequencstartswith a normalsequen-
tial instructioni, we needto comeup with an assertiora’ which senes both asthe
postconditiorof | andasthe preconditionof the remaininginstructionsequenceAlso
we needto ensurehat,if the currentthreadis preemptedt a statesatisfyinga, a must
be presered by ary statetransitions(by otherthreads)satisfyingthe assumptiorA.
Thisis enforcedby (acA) = a:

def

(acA)=a = VX, X.aXAAXX —aX'.

If wereachthelastjumpinstructionof theinstructionsequenceheJr rulerequires
thatthe assertiorassignedo thetarmgetaddressn W be satis ed afterthejump. It also



(CdHpSpec) Y = ff~»(a;n)g"
(Assertion) a;n 2 XState! Prop

Fig. 6. Extensionof AGL SpecificationConstructsn SAGL

requiresthata be preseredby statetransitionssatisfyingA. Herewe usethe syntactic
sugavX@(x, . ..,Xn). P(X,X1,...,Xn) to meanthat,for all tupleX containingelements
X1,---,Xn, thepredicateP holds.It is formally de ned as:

VX, X1, Xn (X = (X1,. .., Xn)) — P(X,X1,...,%n).

ThenotationMAX @(Xa, ..., Xn). f(X,X1,...,Xn) thatwe uselateris de ned similarly. The
rule for directjumps(j f ) is similarto the Jr rule andis not presentedhere.

Instructionrulesrequirethat the preconditionensurethe safeexecutionof the in-
struction;andthattheresultingstatesatisfythe postconditionAlso, if sharedstateqM
andL) areupdatedby the instruction,we needto ensurethat the updatesatis esthe
guaranteds. For thelock instruction,if thecontrolfalls through,we know thatthelock
is notheldby ary thread.This extraknowledgecanbe usedtogethewith the precondi-
tion a to show the postconditioris satis edby theresultingstate Therestof instruction
rulesarestraightfornardandwill not be explainedhere.Interestedeadersanreferto
thecompaniortechnicalreport[4] for acompletepresentatiomf instructionrules.

Thesoundnesef AGL is alsoformalizedin thetechnicareport[4], whichis similar
to thesoundnestheoremof SAGL presentedh Sect.4.

4 SAGL: Separated A-G Logic

AGL is a generalprogramlogic supportingthreadmodularveri cation of concurrent
code.However, becausét treatsall memoryassharedesourcesit doesnot have good
memorymodularity andassumptionandguaranteearehardto de ne anduse.During
programveri cation, we have to provefor eachindividualinstructionthattheguarantee
is notbroken,evenif thereis nomemorysharingMoreover, if eachthreaddynamically
allocateanemoryandusesallocatedmemoryasprivateresource¢seethe examplein
Sect.6), thedomainof memorybecomeslynamicandnondeterministicywhich makes
it very hardto specifytheassumptiormndguarantee.

In thissectionwe extendAGL with explicit partitionof privateresourcesndshared
resourcesThe extendedogic, which we call Separated\-G Logic (SAGL), hasmuch
bettersupportof memorymodularitythanAGL without sacri cing any expressieness.
Borrowing thelocal-reasoningdeain separatioriogic, privateresource®f onethread
arenot visible to otherthreadsthereforewill not be touchedby others.Assumptions
andguaranteei SAGL only specifysharedesourcesThe dynamicdomainof private
memorycausedoy memoryallocationis no longera challengeto de ne assumptions
andguaranteebecaus@rivatememorydoesnot have to be specified.

Figure6 shavs our extensionof AGL specificationgor SAGL. In thespecification
Y of eachthreadcodeheap the preconditiorassignedo eachcodelabelnow becomes
apairof assertionga,v). Theassertiora playsthesamerole asin AGL. It specifieshe
sharedresourcegall memoryaretreatedassharedn AGL). The assertiornv specifies
the privateresource®f thethread.Otherthreads'privateresourcesirenot specified.



F=(Y5:nYah (AL G (AnGr)l) - NI((AL; Ga);iit; (An; Gn)])
Ms] M1] ] Mn=M Y AGGk T fak;nk)g(Ms; My; T; L) forall k

N PROG
Filtan ) amna]” (MiTT1 o ToiL) (PROG)
‘Y;A;G * f(a;n)g(Ms;My; T;L) ‘ (Well-formedthread)
a(Ms (R:K);L) n(My;(RiK)iLj Y AG™ CiY  Y;AG f(a;n)gl
(THRD)

Y A G f(ain)g(Ms;My; (CiR;15k);L)

Y;A;G* C:Y'| (Well-formedcodeheap

8f 2 dom(Y'): Y;A;G fY/(£)gC(£f)
Y:A;G™ C:Y’

(CDHP)

Fig. 7. SAGL InferenceRules

Inference rules. The inferencerulesof SAGL areshawn in Figs.7 and8. They look
very similarto AGL rules.In the prog rule, asin AGL, we checkthe compatibility of
assumptionsindguaranteesand checkthe well-formednes®f eachthread.However,
herewerequirethattherebeapartitionof memoryinto n+ 1 parts:onepartM s is shared
andotherpartsM1, ..., My areprivatelyownedby thethreadsT 1,. .., Ty, respectiely.
Whenwe checkthe well-formednes®f threadT, the memoryin the extendedthread
stateis nottheglobalmemory It justcontainsM s andMy.

TheTHRD rulein SAGL is similartotheonein AGL, exceptthatthememoryvisible
by eachthreadis separateéhto two parts:thesharedv s andtheprivateM . We require
thatassertionsa andv hold over Mg andM,, respectiely. Sincev only speci esthe
privateresourcewe usethe? lter® operatoll | k to preventv from having accesgo the
ownershipinformationof locks not ownedby the currentthread:

(Lo & U

undefined otherwise
i.e., L|k is asubsebf L which mapslocksto k.

Instructionrulesareshawn in Fig. 8. In the seqQ rule, we use(a,v) asthe precon-
dition. However, to ensurethat the preconditionis presered by statetransitionssatis-
fying A, we only checka (i.e., we check(acA) = a) because\ only speci esshared
resourcesWe know thatthe privateresourcesvill not betouchedby the environment.
We requirea to be preciseto enforcethe uniqueboundarybetweersharedandprivate
resourceskollowing thede nition in CSL[11], anassertiora is preciseif andonly if
for any memoryM, thereis at mostonesubseM’ thatsatis esa, i.e.,

@)

Precise(a) ¥ 8M:R:k:L:M1:Mo: (Mg M)A (My M)A 3)
a(M1;(Rik);L) " a(Mg;(Rik);L) ! My = Ma:

The Jr rule requiresa be preciseandit be preseredby statetransitionssatisfying

theassumptionAlso, the speci cationassignedo the targetaddresseedgo be satis-

ed by theresultingstateof thejump, andtheidentity statetransitionmadeby thejump



‘Y;A;G * f(a;n)gl ‘ (Well-formedinstr. sequences

Y;A;G" f(a;n)gif(a’;n)g Y;A;G  f(a’;n)gl (a A)) a Precise(a)
Y;A;G" f(a;n)gi;l

(SEQ)

Precise(a) (a A)) a 8X@(M;(Rik);L):(a n) X! (a' n') X (bGc(a:ag X X)
where(a’;n’) = Y (R(rs))

Y;A;G" f(a;n)gjr rs (9R)
Y;A;G" f(a;n)gif(a’;n)g| (Well-formedinstructions)
8X@(M;(R;k);L): (a n) X~ 162om(L)! (a' n') X'* (bGC(aag X X')
whereX’ = (M;(R;k);Lfl~kg)
- (Lock)
Y;A;G" f(a;n)glock If (a’;n")g
8X@(M;(R;k);L): (a n) X! L(I)=k"(a" n') X" (bGC(aag X X')
whereX’ = (M;(R;k);L nflg)
(UNLOCK)

Y;A;G" f(a;n)gunlock If (a’;n")g

Fig. 8. SAGL InferenceRules(contd)

satis esthe guarantees. We usethe separatingconjunctionof the sharedand private
predicatessthe pre-andpost-conditionWe de ne axv as:

a n ® 1M R:K):L): @

OM;M2:(M1] Mo = M)" a(Mg;(R;K);L) " n(M2;(R;K);Ljw)

Again, the useof L| preventsv from having accesgo the ownershipinformation of
locks not ownedby the currentthread.We use f1 & f, to representhe union of nite
partialmappingswith disjointdomains.

To ensureG is satis edover sharedesourcesyellift G to |G a.a9:

bGC(a;a9 LTI X@(M; (R;k);L); X' @(M'; (R;K); L):
IM ;Mo MY ME: (M1] M= M)A (M4] M5 = M) (5)
N a(Mq;(Rk);L)N &' (MY (R KLY
N G (My;(Rk);L) (M3 (RGK);LY);
Herewe useprecisepredicates anda’ to enforcethe uniqueboundarybetweershared
andprivateresources.

As expectedthe SAGL rulefor eachindividualinstructionis almostthe sameasits
counterparin AGL, exceptthatwe alwaysusethe separatingonjunctionof predicates
for sharedand privateresourcesEachinstructionrule requiresthat memoryin states
beforeand after the transitioncan be partitionedto private and shared;private parts
satisfyprivatepredicate@ndsharedpartssatisfysharedoredicatesandG.

It is importantthat we always combinesharedpredicateswith private predicates
insteadof checkingseparatelythe relationshipbetweena anda’ and betweenv and
V', This gives us the ability to supportdynamic redistribution of private and shared



(ProgSpec) f == (lys;::5yn]; O

(CdHpSpec) y = ff~»ng*
(ResourcelNV) G 2 Locks* MemPred

(MemPred) m 2 Memory! Prop

Fig. 9. SpecificationConstructfor CSL

memory Insteadof enforcing static partition, we allow that part of private memory
becomesharedundercertainconditionsandvice versa.As we will show in the next
section,this ability makesour SAGL very expressive andis the enablingfeaturethat
makestheembeddingf CSL into SAGL possible.

AGL canbeviewed asa specializedversionof SAGL whereall thev's aresetto
emp (emp is anassertiorwhich canonly be satis ed by memorywith emptydomain).

Soundness. The soundnes®f SAGL is formulatedin Theoreml. In additionto the
safetyof well-formedprogramsjt alsocharacterizepartial correctnessassertiongas-
signedto labelsin W will hold whenerer the labelsarereachedTheoreml is proved
following the syntacticapproacho typesoundnesglL8]. Herewe only presenthemain
theoremThe proofis givenin ourtechnicalreportandis formalizedin Coq[4].

Theorem1 (SAGL-Soundness)For any program P with specification
&= ([Lpla ceey Lpn]v [(Ala Gl)v L) (Am Gn)])’ if CD’ [(a]_,V]_) ) (an,Vn)] F P’ then,

— for any natural number m, there exists P’ such that (P —"™P’);
— foranymand P’ = (M’,[T%,...,Tp),L"), if (P—"P’), then,

o O, [(d],V}),...,(ap,vy)] F P forsome af,...,apand vi,...,vy;
for any k, there exist M”, T, and L” such that (M’, T}, L") LR (M7 TY L")
for any k, if T, = (Ci, Ry, ir 7s,k), then (ay «v) (M, (R},k),L’) holds, where
(a1, Vi) = Wk(Ri(7s));
o foranyk, if Ti = (Ck, Ry, bgt rs, nt, f;1,k) and R} (7s) > Ry (n), then

(ay xVy) (M, (Ry,k),L") holds, where (ay,vy) = Wk(f);

5 Concurrent Separation Logic (CSL)

Both AGL andSAGL treatlock/unlockprimitivesasnormalinstructions.They do not
requirethatsharednemorybeprotectedy locks. This shavsthegeneralityof the A-G
method,which makesno assumptioraboutlanguageconstructsfor synchronizations.
Any ad-hocsynchronizationsanbeveri ed usingthe A-G method.

If we focuson a specialclassof programsfollowing Hoare[6] whereaccessesf
sharedresourcesare protectedby critical regions (implementedby locks in our lan-
guage)we canfurther simplify our SAGL logic and derive a variationof CSL (CSL
adaptedo our assemblytanguage).

5.1 CSL Specificationsand Rules

In CSL, sharedmemoryis partitionedand eachpart is protectedby a uniquelock.
For eachpart of the partition, an invariantis assignedo specifyits well-formedness.
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Fig. 10. Definitions of Notationsin CSL

A threadcannotaccessharedmnemoryunlessit hasacquiredthe correspondindock.
After thelock is acquiredthe threadtakesadvantageof mutual-exclusionprovidedby
locks andtreatsthe part of memoryas private. When the threadreleaseghe lock, it
mustensurethat the part of memoryis well-formedwith regardto the corresponding
invariant.In thisway thefollowing globalinvariantis enforced:

Shared resources are well-formed outside critical regions.

Figure9 shows the speci cation constructdor CSL. The programspeci cation @
containsa collectionof codeheapspeci cationsfor eachthreadandthe speci cation
I" for lock-protectedmemory Codeheapspeci cation ¢ mapsa codelabelto an as-
sertionv asthe preconditionof the correspondingnstructionsequenceterev plays
similarrole of theprivatepredicatdn SAGL. Sinceeachthreadprivatelyownsthelock
protectedmemoryif it ownsthe lock, all memoryaccessibléy a threadis viewed as
privatememory Thereforewe do notneedanassertiora to specifythe sharednemory
aswedid in SAGL. Thisalsoexplainswhy we do notneedassumptionandguarantees
in CSL. The speci cationl” of lock-protectednemorymapsa lock to aninvariantm
which speci esthecorrespondingartof memory Theinvariantmis simply a predicate
overmemorybecauseheregister le is privateto eachthread.

Inference rules. The inferencerulesfor CSL are presentedn Fig. 11. The proc rule
requiresthat therebe a partition of the global memoryinto n+ 1 parts.EachMy is
privately ownedby threadTy. The well-formednes®f Ty is checled by applyingthe
THRD rule. Mg is the partof memoryprotectedby free locks (locks not ownedby ary
threads)It mustsatisfytheinvariantsspeci edin I'. Herear is theseparatingonjunc-
tion of invariantsassignedo freelocksin I', which is de ned as:
ar o AM,(R,k),L). (Vil€(dom(I') —dom(L)). (1)) M, (6)

thatis, shared resources are well-formed outside of critical regions. HereV, is anin-
dexed, nitely iteratedseparatingonjunctionwhichis formalizedin Fig. 10. Separat-
ing conjunctionswith memorypredicategv * mandm« m) arealsode ned in Fig. 10.
As in O'Hearn's original work on CSL [11], we alsorequireall invariantsspeci edin
I to beprecisej.e., Precise(I").

The THRD rule checksthe well-formednes®f threadslt requiresthat the current
extendedthreadstatesatis esthe preconditionv. Sincev only caresabouttheresource
privately ownedby the thread,it takesL |k insteadof completeL asagument.Recall
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Fig.11. CSL InferenceRules

thatL | is definedin (2) in Section4 to representhe subsebf L which mapslocksto
k. The coHp rule andrulesfor instructionsequencearesimilar to their counterpartsn
AGL andSAGL andrequireno moreexplanation.

In the Lock rule, we use@acq | v'° to representhe wealest preconditionof v’;
and® = v’°for logical implication lifted for statepredicatesThey areformalizedin
Fig. 10.If thelock | instructionsuccessfullyacquireshelock I, we know by our global
invariantthat the part of memoryprotectedby | satis es the invariantl" (1) (i.e., n),
becausé is afreelock beforelock | is executed Thereforewe cancarrytheknowledge
min the postcondition/’. Also, carryingmin v’ allows subsequeritstructionsto access
thatpartof memory sinceseparatiodogic predicatesaptureownershipsf memory

In theunLock rule,?el | v/°is thewealestpreconditiorfor v/ (seeFig. 10). At the
timethelock | is releasedthememoryprotectedby | mustbewell formedwith respect
to m= I'(1). The separatingonjunctionhereensureghatv’ doesnot specifythis part
of memory Thereforethe following instructionscannotusethe part of memoryunless
thelock is acquiredagain.

The completesetof rulesarepresentedn thetechnicalreport[4]. Theframerule,

conjunctionrule andconsequenceule areadmissiblen our CSL. Theserulesandthe
proof of theiradmissibilitycanbefoundin thereport[4] too.



5.2 Interpretation of CSL in SAGL

We prove the soundnessf CSL by giving it aninterpretationin SAGL, and proving
CSL rulesasderivablelemmas.This interpretationalso formalizesthe specialization
madefor CSL to achieve the simplicity.

From SAGL's point of view, eachthreadhastwo partsof memory:the privateand
thesharedln CSL, the privatememoryof a threadincludesthe memoryprotectecby
locksheldby thethreadandthe memorythatwill neverbesharedThesharednemory
arethe partsprotectecdby freelocks. Therefore we canusethefollowing interpretation
to translatea CSL speci cationto a SAGL speci cation:

vir € (ar,v) )

[wlr € A [w(f)]r if f €dom(w), ®)

wherear formalizesthe CSL invariantandis de ned by (6). We just reuseCSL speci-
cation v asthespeci cationof privatememory andusethe separatingonjunctionar
of invariantsassignedo freelocksasthe speci cationfor sharedmemory

Sincetheassumptiomndguaranteén SAGL only speci essharednemorywe can
defineAr andGr for CSL threads:

Q.

e

"I X@M; (Rik);L); X' @M (RK);L'):R= R'Ak= KA (ar X! ar X')  (9)
"I X@(M; (R;K);L); X' @(M; (R';K);L): k= K/~ ap XA ap X/ (10)

Ar
Gr

which enforcegheinvariantar of sharednemory
With above interpretationswe canprove thefollowing soundnestheorem.

ng

e

Theorem?2 (CSL-Soundness).

1 1fg,r={vit{v'}inCsL, then [W]r,Ar,Gr F{[V]}t{[[V']}} in SAGL;
2. Ifg,I ={v}1in CSL and Precise(I"), then [W]r,Ar,Gr F{[[V]]-}! in SAGL;
3. IfY,M = C:y in CSL and Precise(I"), then [W]|-,Ar,Gr - C:[[§/] in SAGL;
4. 1f P, T H{v} (M, Tk, L) in CSL, Precise(I'), and ar (Ms,_,L), then

[W]r Ar,Gr E{[V]r} (Ms, Mk, T, L) in SAGL;
5 If((W1,...,Wn],I),[V1,...,vn] FPIn CSL, then @, [[[v1]Ir

..., [va]lr] F Pin SAGL,
where ® = ([[W1]lr,..., [Wn]lr] [(Ar, Gr),..., (Ar,Gr))).

6 SAGL Examples

We usetwo complementaryexamplesto demonstraténow SAGL combinesmerits of
AGL and CSL. Figure 12 shavs a simple program,which allocatesa freshmemory
cell andthenwritesinto andreadsfrom it. Following the MIPS corvention,we assume
theregisterr o alwayscontain). Thecorrespondindpigh-level pseudacodeis givenas
commentdfollowedby &; ©). It is obviousthattwo threadsexecutingthe samecode
(but may usedifferentm) will neverinterferewith eachother, thereforethetestin line
(7) is alwaysTrue andthe programnever reacheshe unsafebranch.

It is trivial to certify thecodein CSL sincethereis no memory-sharingtall. How-
ever, dueto the nondeterministioperationof the alloc instruction,it is challengingto



1) start: -{(emp, emp)}

(2) addi ri1, ro0, 1 ;5 localint x, y;

(3) alloc r2, ri ;3 x := aloc(1);
-{(emp, 27! )}

(4) addi r1, rO, m

(5) st rl, 0(r2) co [x] = m;
-{(emp, (r27'm"*ry1=m)}

(6) 1d r3, 0(r2) sy y = [x1;
-{(emp, (r27!'m"ri=m rz3=m)}

) beq rl, r3, safe ;5 while(y == m){}

(8) unsafe: -{(emp, False)}

9) free 10 ;3 free(0); (% unsafe! %)

(10) safe: -{(emp, r27!' )}

11 J safe

Fig. 12. Examplel: MemoryAllocation

certify the codein AGL becausedhe speci cationof A and G requiresglobal knowl-
edgeof memory We certify the codein SAGL. Assertionsare shavn asannotations
enclosedn &{} °.Recallthatin SAGL the rst assertiorin the pair speci esshared
resourcesandthe secondonespeci esprivateresources\We treatall theresourcegs
private,thereforethe sharedpredicateis simply emp. The correspondingd andG are
trivial. Thewholeveri cation is assimpleasin CSL.

Oursecondxampleis adaptedrom Yu andShaq19], whichcomputeghegreatest
commondivisor (GCD) of a andf3, storedat locationsmandn initially. The high-level
pseudaodeis shovnin Fig. 13.Eachthreadslocal variablesareallocatedn its private
registersin the assemblycode,which is similar to the high-level codeandis shavn in
thetechnicalreport[4].

In this example,synchronizationis achiezed without using locks. To certify the
codein CSL, we have to rewrite it by wrappingeachmemory-accessommandusing
lock andunlock commandsndby introducingauxiliary variables Thistime we usethe
BAGL part®of SAGL to certify the code:privatepredicatearesimply emp. Assertions
for the rst threadareshovn asannotationsln A; andGy, we useprimedvalues(e.g.,
[nY and[n]’) to represenmemoryvaluesin theresultingstateof eachaction.

We give moreexamplesin the technicalreport[4], which illustratethe supportof
dynamicredistritution of sharedcandprivatememoryin SAGL.

7 Redated Work and Conclusion

O'Hearn [11] proposedCSL for a high-level parallellanguagefollowing Hoare[6].
Synchronizatiorin the languageis achiezed by the conditionalcritical region (CCR)
in the form of awith r when b do c°. Semanticof CCRsis asfollows: the statement
canbeexecutedonly if theresource hasnot beenacquiredby othersandthe Boolean
expressiorb is true; otherwisethethreadwill beblocked.We adaptCSLto anassembly
languageThe CCRcanbeimplementedisingourlock/unlockprimitives.Eachlock in
our languagecorrespondso a resourcenameat the high-level. Atomic instructionsin



a1 :=e:9p;q: (7! p) (a7 6)" ged(p;q) = ged(a;b)
ap d:ef 9p;q: (m7! p) (07! @)~ ged(p;g) = ged(a;b)*x=pry gr(p q! y=0q)
a3 d=ef 9p:q:(m7! p) (07! q)” ged(p;q) = ged(azh) A x= pry= g~ p> g
ag S 9p:(m7!p) (a7 p)” p=ged(a;b)
def
. d:e f ([m] = )" (0] [0])" (] []! [0]= [&])” (ged((u];[n]) = ged([n]’; [n]'))
G1 € ([n]= " (W] [m])» (o] [w]! [m]= [m]’)” (ged([m]; [n]) = ged([m]'; [n]'))
local int x, y; local int x, y;
while(true){ while(true){
-{(a1, emp)}
x := [m]; x := [n];
y := [n]; y := [m];
-{(ap, emp)}
if(x > y) [ ifx > y)
-{(a3, emp)}
[m] := x-y; [n] := x-y;
if(x == y) {break;} if(x == y) {break;?}
} }
-{(ag, emp)}

Fig. 13. Example2: ParallelGCD

our assemblyjanguagearevery similar to actionsin BrookesSemanticg2], wherese-
manticfunctionsarede ned for statementsindexpressionsThesesemantidunctions
canbeviewedasatranslatiorfrom thehigh-level languagéeo alow-levellanguagesim-
ilar to ours.Recently Reynolds[15] andBrookes[3] have studiedgrainlesssemantics
for concurreng. Brookesalsogivesa grainlesssemanticso CSL[3].

Theprog rule of our CSL correspond$o O'Hearn's parallelcompositiorrule [11].
The numberof threadsn our machineis x ed,thereforethe nestedparallelcomposi-
tion statemensupportedoy Brookes[2] is not supportedn our languageWe studied
veri cation of assemblycodewith dynamicthreadcreationin anearlierpaper5].

CSL is still evolving. Bornatet al. [1] proposeda re nement of CSL with ne-
grainedresourceaccountingParkinsoret al. [13] appliedCSL to verify anon-blocking
implementatiorof stacks.As in the original CSL, theseworks alsoassumdanguage
constructdor synchronizationsWe suspecthatthereexist reductionsrom thesevari-
ationsto SAGL-like logics.We leave this asour futurework.

Concurrentlywith our work on SAGL, VafeiadisandParkinson[17] proposedan-
otherapproachto combiningrely/guaranteeand separatiorlogic, which we refer to
hereasRGSepBothRGSepndSAGL partitionmemoryinto sharedandprivateparts.
However, sharednemorycannotbe accessedirectlyin RGSeplt hasto becorverted
into private rst to be accessedCorversionscanonly occurat boundarieof critical
regions,which is a built-in languageconstructrequiredby RGSepto achieve atomic-
ity. RGSepjn principle,doesnot assumesmallestgranularityof transitionsln SAGL,
sharedmemory can be accessedlirectly, or be corvertedinto private rst andthen
accessedCorversionscanbe madedynamicallyat any programpoint, insteadof be-
ing coupledwith critical regions.However, like A-G reasoningSAGL assumesmall-



estgranularity We suspecthat RGSepcanbe compiledinto a specializedversionof
SAGL, following the way we translateCSL. On the otherhand,if ourinstructionsare
wrappedusingcritical regions,SAGL mightbe derivedfrom RGSepoo.

We alsouseSAGL asthe basisto formalizethe relationshipbetweenCSL and A-
G reasoningWe encodethe CSL invariantasan assumptiorandguaranteen SAGL,
andprove that CSL rulesarederivablefrom correspondingSAGL ruleswith the spe-
ci ¢ assumptiorandguaranteeSoundnessf SAGL is provedfollowing the syntactic
approacho type soundnesOurwork hasbeenformalizedin Coq[4].
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