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Abstract. WestudytherelationshipbetweenConcurrentSeparationLogic (CSL)
andtheassume-guarantee(A-G) method(a.k.a.rely-guaranteemethod).Weshow
in threestepsthatCSL canbetreatedasa specializationof theA-G methodfor
well-synchronizedconcurrentprograms.First,wepresentanA-G basedprogram
logic for a low-level languagewith built-in locking primitives.Thenwe extend
the programlogic with explicit separationof “privatedata” and“shareddata”,
which providesbettermemorymodularity. Finally, we show that CSL (adapted
for thelow-level language)canbeviewedasaspecializationof theextendedA-G
logic by enforcingthe invariant that “shared resources are well-formed outside
of critical regions”. This work canalsobeviewedasa differentapproach(from
Brookes') to proving thesoundnessof CSL: our CSL inferencerulesareproved
aslemmasin theA-G basedlogic, whosesoundnessis establishedfollowing the
syntacticapproachto proving soundnessof typesystems.

1 Introduction

It is hardto provenon-interferenceandcorrectnessof shared-stateconcurrentprograms
becauseof theexponentialstatespace.Memoryaliasingmakesconcurrency veri�cation
evenharder. Thereforeaprogramlogic supportingboththreadmodularityandmemory
modularityis thekey to practicalconcurrency veri�cation.

PeterO'Hearn[11, 10] proposedconcurrentseparationlogic (CSL),which applies
the local-reasoningidea from separationlogic [7, 14] to verify shared-stateconcur-
rent programswith memorypointers.Separationlogic assertionsareusedto capture
ownershipsof resources.Separatingconjunctionenforcesthe partition of resources.
Veri�cation of sequentialthreadsin CSL is no different from veri�cation of sequen-
tial programs.Memory modularity is supportedby usingseparatingconjunctionand
frame rules. However, following Owicki and Gries [12], CSL works only for well-
synchronized programs in thesensethattransferof resourceownershipscanonly occur
at entry andexit pointsof critical regions.It is unclearhow to apply CSL to support
generalconcurrentprogramswith ad-hocsynchronizations.
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Anotherapproachto modularveri�cation of shared-stateconcurrentprogramsis
theassume-guaranteemethod(a.k.a.rely-guaranteemethod)[8]. In this approach,in-
variantsof statetransitionsarespeci�edusingassumptionsandguarantees.Eachthread
ensuresthatits atomictransitionssatisfyits guaranteeto theenvironment(i.e., thecol-
lection of all otherthreads)aslong asits assumptionis satis�ed by the environment.
Non-interferenceis guaranteedaslong asthreadshave compatiblespeci�cations,i.e.,
the guaranteeof eachthreadsatis�es the assumptionsof all other threads.The A-G
methodsupportsthreadmodularveri�cation in the sensethat eachthreadis veri�ed
with regardto its own speci�cations,andwithout looking into codeof otherthreads.It
is verygeneralanddoesnotrequirelanguageconstructsfor synchronizations.However,
in eachindividualstepof theveri�cation, weneedto provethatthestatetransitionsatis-
�es theguarantee.Thismakesproofsmorecomplicatedin A-G reasoningthanin CSL.
Also, assumptionsandguaranteesareusuallycomplicatedandhardto de�ne, because
they specifyglobalinvariantsfor all sharedresourcesduringtheprogramexecution.

In this paperwe studytherelationshipbetweenCSL andA-G reasoning.We pro-
posetheSeparatedA-G Logic (SAGL), which extendsA-G reasoningwith the local-
reasoningidea in separationlogic. Insteadof treatingall resourcesasshared,SAGL
partitionsresourcesinto sharedandprivate.Like in CSL, eachthreadhasfull access
to its privateresources,which areinvisible to its environments.Sharedresourcescan
beaccessedin two waysin SAGL: they canbeaccesseddirectly, or beconvertedinto
private�rst andthenaccessed.Conversionsbetweensharedandprivatecanoccurat
any programpoint, insteadof beingcoupledwith critical regions.Both directaccesses
andconversionsaregovernedby guarantees,sothatnon-interferenceis ensuredfollow-
ing A-G reasoning.Privateresourcesarenot speci�ed in assumptionsandguarantees,
thereforespeci�cationsin SAGL aresimplerandmoremodularthanA-G reasoning.

We thenshow thatCSLcanbeviewedasa specializationof SAGL with theinvari-
antthatshared resources are well-formed outside of critical regions. Thespecialization
is pinneddownby formalizingtheCSLinvariantasaspeci�c assumptionandguarantee
in SAGL. Ourformulationcanalsobeviewedasanovelapproachto proving thesound-
nessof CSL.Differentfrom Brookes' proofbasedonanaction-tracesemantics[2], we
prove thatCSL inferencerulesarelemmasin SAGL with thespeci�c assumptionand
guarantee.Thesoundnessof SAGL is thenprovedfollowing thesyntacticapproachto
typesoundness[18]. Theproofsareformalizedin theCoqproofassistant[16].

Ourstudyis basedonanassemblylanguagewith RISC-styleinstructionsandbuilt-
in lock/unlockandmemoryallocation/freeprimitives.Insteadof usingthe high-level
parallellanguageproposedby Hoare[6], we usetheassemblylanguagebecauseit has
cleanersemantics,whichmakesour formulationmuchsimpler. For instance,wedonot
usevariables,insteadwe only useregister�les andmemory. Thereforewe canhave a
quick formulation[4] in Coq without worrying aboutvariablerenamingissues.Also
wedonothaveto formalizethecomplicatedsyntacticconstraintsenforcedin CSLover
sharedvariables.Anotherimportantreasonis thatour work at low level canbeeasily
appliedto generateproof-carryingcode[9]. CSL andthe A-G methodstudiedin this
paperareall adaptedto this low-level language.Therelationshipbetweenthelow-level
CSLandtheoriginal logic by O'Hearn[11, 10] is discussedin Sect.7.



(Program) P ::= (M; [T1; : : : ;Tn];L )

(Thread) Ti ::= (C;R; I ; i)

(CodeHeap) C 2 Labels * InstrSeq

(Memory) M 2 Labels * Word

(RegFile) R 2 Register ! Word

(LockMap) L ::= Locks * f 1; : : : ;ng

(Register) r ::= r0 j : : : j r31

(Labels) f;l ::= i (nat nums)

(Locks) l ::= i (nat nums)

(Word) w ::= i (nat nums)

(InstrSeq) I ::= j f j jr rs j i ; I

(Instr) i ::= add rd ;rs;rt j addi rd ;rs; i j alloc rd ;rs j beq rs;rt ;f j bgt rs;rt ;f

j free rs j lock l j ld rt ; i(rs) j sub rd ;rs;rt j st rt ; i(rs) j unlock l

Fig. 1. TheAbstractMachine

In therestof this paper, we �rst presentour low-level languagein Sect.2. We then
presentan A-G basedlogic (AGL) for this languagein Sect.3. We extendAGL with
local reasoningandproposeSAGL in Sect.4. In Sect.5, we adapttheoriginal CSL to
thelow-level languageandformalizetherelationshipbetweenCSLandSAGL. Weuse
two examplesto illustratetheuseof SAGL in Sect.6. Finally, we discussrelatedwork
andconcludein Sect.7.

2 The Language

Figure1 de�nes themodelof anabstractmachineandthesyntaxof theassemblylan-
guage.The whole programstateP containsa sharedmemoryM, a lock mappingL
whichmapsa lock to theid of its ownerthread,andn threads[T1, . . . ,Tn]. Thememory
is modeledasa �nite partial mappingfrom memorylocationsl (naturalnumbers)to
word values(naturalnumbers).EachthreadT i containsits own codeheapC, register
�le R, theinstructionsequenceI thatis currentlybeingexecuted,andits threadid i.

ThecodeheapC mapscodelabelsto instructionsequences,whichis alist of assem-
bly instructionsendingwith a jump instruction.Thesetof instructionswe presenthere
arethecommonlyusedsubsetsin RISCmachines.We alsouselock/unlockprimitives
to dosynchronization,andusealloc/freeto dodynamicmemoryallocationandfree.

The steprelation ( 7−→ ) of programstates(P) is de�ned in Fig. 2. We usethe
auxiliary relation(M ,T,L)

t
7−→ (M ′,T′,L ′) to de�ne theeffectsof theexecutionof the

threadT. Herewe follow thepreemptive threadmodelwhereexecutionof threadscan
bepreemptedat any programpoint, but executionof individual instructionsis atomic.
In Fig.2 weshow operationalsemanticsof representativeinstructions,whicharemostly
standard.Note thatwe do not supportreentrant-locks.If the lock l hasbeenacquired,
executionof the ªlock lº instructionwill be blocked even if the lock is ownedby the
currentthread.TherelationNextι de�nestheeffectsof thesequentialinstructionι over
memoryandregister�les.



(M; [T1; : : : ;Tn];L ) 7�! (M ′; [T1; : : : ;Tk−1;T′
k;Tk+1; : : : ;Tn];L ′)

if (M;Tk;L ) t7�! (M ′;T′
k;L ′) for any k;

where

(M;(C;R; I ;k);L) t7�! (M ′;T′;L ′)

if I = then(M ′;T′;L ′) =

j f (M;(C;R; I ′;k);L) whereI ′ = C(f)

jr rs (M;(C;R; I ′;k);L) whereI ′ = C(R(rs))

beq rs;rt ;f; I ′
(M;(C;R; I ′;k);L)
(M;(C;R; I ′′;k);L)

if R(rs) 6= R(rt )
if R(rs) = R(rt ) andI ′′ = C(f)

lock l; I ′
(M;(C;R; I ′;k);L f l ;kg)
(M;(C;R; I ;k);L)

if l 62dom(L)
if l 2 dom(L)

unlock l; I ′ (M;(C;R; I ′;k);L nf lg) if L(l) = k

i ; I ′ for otheri (M ′; (C;R′; I ′;k);L) where(M ′;R′) = Nextι (M;R)

and

if i = thenNextι (M;R) =

addi rd ;rs; i (M;Rf rd ;R(rs)+ ig)
ld rt ; i(rs) (M;Rf rt ;M(R(rs)+ i)g) whenR(rs)+ i 2 dom(M)
st rt ; i(rs) (Mf R(rs)+ i;R(rt )g;R) whenR(rs)+ i 2 dom(M)
alloc rd ;rs (Mf l; : : : ;l+ R(rs)� 1; g;Rf rd ;lg)

wherel; : : : ;l+ R(rs)� 1 62dom(M)
free rs (M nf R(rs)g;R) whenR(rs) 2 dom(M)

Fig. 2. OperationalSemanticsof theMachine

Notethewaywedistinguishªblockingºstatesfrom ªstuckºstatescausedby unsafe
operations,e.g., freeingdanglingpointers.If an unsafeoperationis made,thereis no
resultingstatesatisfyingthesteprelation(

t
7−→ ) for thecurrentthread.If a threadtries

to acquirea lock which hasbeentaken,it stutters:the resultingstatewill be thesame
asthecurrentone(thereforethe lock instructionwill beexecutedagain).

3 AGL: an A-G Based Program Logic

In this sectionwe presentan A-G basedprogramlogic (AGL) for our assemblylan-
guage.AGL is a variationof theCCAP logic [19] which appliestheA-G methodfor
assemblycodeveri�cation. DifferentfromCCAP, AGL worksfor thepreemptivethread
modelinsteadof thenon-preemptivemodel.

Figure3 showsthespeci�cationconstructsfor AGL. Foreachthreadin theprogram,
its speci�cationcontainsthreeparts:thespeci�cationΨ for thecodeheap,theassump-
tion A andtheguaranteeG. Thespeci�cationΦ of thewholeprogramjustgroupsspec-
i�cations for eachthread.We useCiC, our meta-logic mechanizedby Coq[16], asthe
assertionlanguagefor assertionsandprogramspeci�cations.CiC correspondsto the
higher-orderpredicatelogic with inductivede�nitions via Curry-Howardisomorphism.

Assumptionsandguaranteesaremeta-logicpredicatesoverapairof extendedthread
statesX, whichcontainsthesharedmemoryM, thethread'sregister�le R andid k, and



(XState) X ::= (M;(R; i);L)

(ProgSpec) F ::= ([Y 1; : : : ;Y n]; [(A1;G1); : : : ; (An;Gn)])

(CdHpSpec) Y ::= f f ; ag∗

(Assertion) a 2 XState ! Prop

(Assume) A 2 XState ! XState ! Prop

(Guarantee) G 2 XState ! XState ! Prop

Fig. 3. SpecificationConstructsfor AGL

F ; [a1; : : : ;an] ` P (Well-formedprogram)

F = ([Y 1; : : : ;Y n]; [(A1;G1); : : : ; (An;Gn)])
NI([(A1;G1); : : : ; (An;Gn)]) Y k;Ak;Gk ` f akg(M;Tk;L ) for all k

F ; [a1; : : : ;an] ` (M; [T1; : : : ;Tn];L )
(PROG)

Y ;A;G ` f ag(M;T;L) (Well-formedthread)

a (M;(R;k);L) Y ;A;G ` C:Y Y;A;G ` f agI

Y;A;G ` f ag(M;(C;R; I ;k);L)
(THRD)

Y ;A;G ` C:Y ′ (Well-formedcodeheap)

8f 2 dom(Y ′) : Y ;A;G ` f Y ′(f)gC(f)

Y ;A;G ` C:Y ′ (CDHP)

Fig. 4. AGL InferenceRules

the global lock mappingL. The assumptionA for a threadspeci�es the expectedin-
variantof statetransitionsmadeby theenvironment.Theargumentsit takesarestates
beforeand after a transition,respectively. The guaranteeG of a threadspeci�es the
invariantof statetransitionsmadeby thethread.

Thecodeheapspeci�cationΨ assignsapreconditiona to eachinstructionsequence
in thecodeheapC.Theassertiona is a meta-logicpredicateover theextendedthread
stateX. It ensuresthesafeexecutionof thecorrespondinginstructionsequence.We do
notassignpostconditionsto instructionsequences.Sinceeachinstructionsequenceends
with a jump instruction,we usetheassertionat thetargetaddressasthepostcondition.

Inference rules. Inferencerulesof AGL arepresentedin Figs.4 and5. The PROG rule
de�nes the well-formednessof the programP with respectto the programspeci�ca-
tion Φ andthesetof preconditions([a1, . . . ,an]) for the instructionsequencesthatare
currentlyexecutedby all thethreads.Checkingthewell-formednessof P involvestwo
steps.Firstwecheckthecompatibilityof assumptionsandguaranteesfor all thethreads.
ThepredicateNI is de�ned asfollows:

NI([(A1;G1); : : : ; (An;Gn)]) def= 8i; j;M;M ′;Ri;R′
i;R j;L ;L ′:

i 6= j ! Gi (M;(Ri; i);L) (M ′; (R′
i; i);L ′) ! A j (M;(R j; j);L) (M ′; (R j; j);L ′) ;

(1)

which simply saysthat theguaranteeof eachthreadshouldsatisfyassumptionsof all



Y;A;G ` f agI (Well-formedinstr. sequences)

Y;A;G ` f agi f a′g Y;A;G ` f a′gI (a� A) ) a

Y;A;G ` f agi ; I
(SEQ)

8X@(M;(R;k);L): a X ! Y(R(rs)) X (a� A) ) a

Y;A;G ` f agjr rs
(JR)

Y ;A;G ` f agi f a′g (Well-formedinstructions)

8X@(M;(R;k);L): a X ^ l 62dom(L) ! a′ X′ ^ G X X′

whereX′ = (M;(R;k);L f l ;kg):

Y ;A;G ` f aglock l f a′g
(LOCK)

8X@(M;(R;k);L): a X ! L(l) = k ^ a′ X′ ^ G X X′

whereX′ = (M;(R;k);L nf lg):

Y ;A;G ` f agunlock l f a′g
(UNLOCK)

8X@(M;(R;k);L):8l: a X ^ f l; : : : ;l+ R(rs)� 1g 62dom(M) !
R(rs) > 0^ a′ X′ ^ G X X′

whereX′ = (Mf l; : : : ;l+ R(rs)� 1; g;(Rf rd ;lg;k);L)

Y ;A;G ` f agalloc rd ;rs f a′g
(ALLOC)

Fig. 5. AGL InferenceRules(cont'd)

otherthreads.ThenweapplytheTHRD rule to checkthatimplementationof eachthread
actuallysatis�esthespeci�cation.EachthreadT i is veri�ed separately. thereforethread
modularityis supported.

In the THRD rule, we requirethat thepreconditiona besatis�ed by thecurrentex-
tendedthreadstate(M ,(R,k),L); that thethreadcodeheapsatisfyits speci�cationΨ,
A andG; and that it be safeto executethe currentinstructionsequenceI underthe
preconditiona andthethreadspeci�cation.

The CDHP rule checksthe well-formednessof threadcodeheaps.It requiresthat
eachinstructionsequencespeci�ed in Ψ′ bewell-formedwith respectto the imported
interfacesspeci�edin Ψ, theassumptionA andtheguaranteeG.

TheSEQ ruleandtheJR ruleensurethatit is safeto executetheinstructionsequence
if thepreconditionis satis�ed. If theinstructionsequencestartswith a normalsequen-
tial instructionι, we needto comeup with an assertiona′ which servesboth as the
postconditionof ι andasthepreconditionof theremaininginstructionsequence.Also
we needto ensurethat,if thecurrentthreadis preemptedat a statesatisfyinga, a must
be preserved by any statetransitions(by other threads)satisfyingthe assumptionA.
This is enforcedby (a◦A)⇒a:

(a◦A)⇒a def
= ∀X,X′

. a X ∧A X X′ → a X′
.

If wereachthelastjumpinstructionof theinstructionsequence,theJR rulerequires
that theassertionassignedto thetargetaddressin Ψ besatis�edafter thejump. It also



(CdHpSpec) Y ::= f f ; (a;n)g∗

(Assertion) a;n 2 XState ! Prop

Fig. 6. Extensionof AGL SpecificationConstructsin SAGL

requiresthata bepreservedby statetransitionssatisfyingA. Herewe usethesyntactic
sugar∀X@(x1, . . . ,xn). P(X ,x1, . . . ,xn) to meanthat,for all tupleX containingelements
x1, . . . ,xn, thepredicateP holds.It is formally de�ned as:

∀X ,x1, . . . ,xn.(X = (x1, . . . ,xn)) → P(X ,x1, . . . ,xn) .

ThenotationλX@(x1, . . . ,xn). f (X ,x1, . . . ,xn) thatweuselateris de�nedsimilarly. The
rule for directjumps(j f ) is similar to theJR ruleandis notpresentedhere.

Instructionrulesrequirethat the preconditionensurethe safeexecutionof the in-
struction;andthattheresultingstatesatisfythepostcondition.Also, if sharedstates(M
andL) areupdatedby the instruction,we needto ensurethat the updatesatis�es the
guaranteeG. For thelock instruction,if thecontrolfalls through,weknow thatthelock
is notheldby any thread.Thisextraknowledgecanbeusedtogetherwith theprecondi-
tion a to show thepostconditionis satis�edby theresultingstate.Therestof instruction
rulesarestraightforwardandwill not beexplainedhere.Interestedreaderscanreferto
thecompaniontechnicalreport[4] for acompletepresentationof instructionrules.

Thesoundnessof AGL is alsoformalizedin thetechnicalreport[4], whichis similar
to thesoundnesstheoremof SAGL presentedin Sect.4.

4 SAGL: Separated A-G Logic

AGL is a generalprogramlogic supportingthreadmodularveri�cation of concurrent
code.However, becauseit treatsall memoryassharedresources,it doesnothavegood
memorymodularity, andassumptionsandguaranteesarehardto de�ne anduse.During
programveri�cation, wehaveto provefor eachindividual instructionthattheguarantee
is notbroken,evenif thereis nomemorysharing.Moreover, if eachthreaddynamically
allocatesmemoryandusesallocatedmemoryasprivateresources(seetheexamplein
Sect.6), thedomainof memorybecomesdynamicandnondeterministic,which makes
it veryhardto specifytheassumptionandguarantee.

In thissection,weextendAGL with explicit partitionof privateresourcesandshared
resources.Theextendedlogic, which we call SeparatedA-G Logic (SAGL), hasmuch
bettersupportof memorymodularitythanAGL withoutsacri�cing any expressiveness.
Borrowing thelocal-reasoningideain separationlogic, privateresourcesof onethread
arenot visible to otherthreads,thereforewill not be touchedby others.Assumptions
andguaranteesin SAGL only specifysharedresources.Thedynamicdomainof private
memorycausedby memoryallocationis no longera challengeto de�ne assumptions
andguaranteesbecauseprivatememorydoesnothave to bespecified.

Figure6 showsourextensionsof AGL specificationsfor SAGL. In thespecification
Ψ of eachthreadcodeheap,thepreconditionassignedto eachcodelabelnow becomes
apairof assertions(a,ν). Theassertiona playsthesameroleasin AGL. It specifiesthe
sharedresources(all memoryaretreatedassharedin AGL). Theassertionν specifies
theprivateresourcesof thethread.Otherthreads'privateresourcesarenot specified.



F ; [(a1;n1); : : : ; (an;nn)] ` P (Well-formedprogram)

F = ([Y 1; : : : ;Y n]; [(A1;G1); : : : ; (An;Gn)]) NI([(A1;G1); : : : ; (An;Gn)])
M s ] M1 ] � � � ] M n = M Y k;Ak;Gk ` f (ak;nk)g(M s;M k;Tk;L ) for all k

F ; [(a1;n1); : : : ; (an;nn)] ` (M; [T1; : : : ;Tn];L )
(PROG)

Y ;A;G ` f (a;n)g(M s;M v;T;L) (Well-formedthread)

a (M s; (R;k);L) n (M v; (R;k);Ljk) Y ;A;G ` C:Y Y;A;G ` f (a;n)gI

Y ;A;G ` f (a;n)g(M s;M v; (C;R; I ;k);L)
(THRD)

Y ;A;G ` C:Y ′ (Well-formedcodeheap)

8f 2 dom(Y ′) : Y ;A;G ` f Y ′(f)gC(f)

Y ;A;G ` C:Y ′
(CDHP)

Fig. 7. SAGL InferenceRules

Inference rules. The inferencerulesof SAGL areshown in Figs.7 and8. They look
very similar to AGL rules.In the PROG rule,asin AGL, we checkthecompatibilityof
assumptionsandguarantees,andcheckthewell-formednessof eachthread.However,
herewerequirethattherebeapartitionof memoryinto n+1parts:onepartM s is shared
andotherpartsM 1, . . . ,Mn areprivatelyownedby thethreadsT1, . . . ,Tn, respectively.
Whenwe checkthewell-formednessof threadTk, thememoryin theextendedthread
stateis not theglobalmemory. It justcontainsM s andMk.

TheTHRD rule in SAGL is similar to theonein AGL, exceptthatthememoryvisible
by eachthreadis separatedinto two parts:thesharedM s andtheprivateM v. Werequire
that assertionsa andν hold over M s andMv respectively. Sinceν only speci�es the
privateresource,we usetheª�lterº operatorL| k to preventν from having accessto the
ownershipinformationof locksnotownedby thecurrentthread:

(Ljk)( l) def=
�

k L(l) = k
undefined otherwise

(2)

i.e., L|k is a subsetof L whichmapslocksto k.
Instructionrulesareshown in Fig. 8. In the SEQ rule, we use(a,ν) astheprecon-

dition. However, to ensurethat thepreconditionis preservedby statetransitionssatis-
fying A, we only checka (i.e., we check(a◦A)⇒a) becauseA only speci�esshared
resources.We know thattheprivateresourceswill not betouchedby theenvironment.
We requirea to bepreciseto enforcetheuniqueboundarybetweensharedandprivate
resources.Following thede�nition in CSL [11], anassertiona is preciseif andonly if
for any memoryM, thereis at mostonesubsetM ′ thatsatis�esa, i.e.,

Precise(a) def= 8M;R;k;L ;M1;M2: (M1 � M) ^ (M2 � M)^
a (M1; (R;k);L) ^ a (M2; (R;k);L) ! M1 = M2 :

(3)

The JR rule requiresa bepreciseandit bepreservedby statetransitionssatisfying
theassumption.Also, thespeci�cationassignedto thetargetaddressneedsto besatis-
�ed by theresultingstateof thejump,andtheidentitystatetransitionmadeby thejump



Y;A;G ` f (a;n)gI (Well-formedinstr. sequences)

Y;A;G ` f (a;n)gi f (a′;n′)g Y;A;G ` f (a′;n′)gI (a� A) ) a Precise(a)

Y ;A;G ` f (a;n)gi ; I
(SEQ)

Precise(a) (a� A) ) a 8X@(M;(R;k);L): (a � n) X ! (a′ � n′) X ^ (bGc(a;a0) X X)
where(a′;n′) = Y(R(rs))

Y ;A;G ` f (a;n)gjr rs
(JR)

Y ;A;G ` f (a;n)gi f (a′;n′)g (Well-formedinstructions)

8X@(M;(R;k);L): (a � n) X ^ l 62dom(L) ! (a′ � n′) X′ ^ (bGc(a;a0) X X′)
whereX′ = (M;(R;k);L f l ;kg)

Y;A;G ` f (a;n)glock l f (a′;n′)g
(LOCK)

8X@(M;(R;k);L): (a � n) X ! L(l) = k ^ (a′ � n′) X′ ^ (bGc(a;a0) X X′)
whereX′ = (M;(R;k);L nf lg)

Y;A;G ` f (a;n)gunlock l f (a′;n′)g
(UNLOCK)

Fig. 8. SAGL InferenceRules(cont'd)

satis�estheguaranteeG. We usetheseparatingconjunctionof thesharedandprivate
predicatesasthepre-andpost-condition.We de�ne a∗ν as:

a � n def= l (M;(R;k);L):
9M1;M2:(M1 ] M2 = M) ^ a (M1; (R;k);L) ^ n (M2; (R;k);Ljk) :

(4)

Again, the useof L|k preventsν from having accessto the ownershipinformationof
locks not ownedby thecurrentthread.We use f1 ] f2 to representtheunion of �nite
partialmappingswith disjointdomains.

To ensureG is satis�edoversharedresources,we lift G to bGc(a;a0) :

bGc(a;a0)
def= l X@(M;(R;k);L);X′@(M ′; (R′;k′);L ′):

9M1;M2;M ′
1;M ′

2: (M1 ] M2 = M) ^ (M ′
1 ] M ′

2 = M ′)
^ a (M1; (R;k);L) ^ a′ (M ′

1; (R′;k′);L ′)
^ G (M1; (R;k);L) (M ′

1; (R′;k′);L ′) ;

(5)

Hereweuseprecisepredicatesa anda′ to enforcetheuniqueboundarybetweenshared
andprivateresources.

As expected,theSAGL rule for eachindividual instructionis almostthesameasits
counterpartin AGL, exceptthatwealwaysusetheseparatingconjunctionof predicates
for sharedandprivateresources.Eachinstructionrule requiresthat memoryin states
beforeandafter the transitioncanbe partitionedto privateandshared;privateparts
satisfyprivatepredicatesandsharedpartssatisfysharedpredicatesandG.

It is importantthat we always combinesharedpredicateswith privatepredicates
insteadof checkingseparatelythe relationshipbetweena anda′ andbetweenν and
ν′. This givesus the ability to supportdynamic redistribution of privateand shared



(ProgSpec) f ::= ([y 1; : : : ;y n];G)

(CdHpSpec) y ::= f f ; ng∗

(ResourceINV) G 2 Locks * MemPred

(MemPred) m 2 Memory ! Prop

Fig. 9. SpecificationConstructsfor CSL

memory. Insteadof enforcingstatic partition, we allow that part of privatememory
becomessharedundercertainconditionsandvice versa.As we will show in thenext
section,this ability makesour SAGL very expressive andis the enablingfeaturethat
makestheembeddingof CSL into SAGL possible.

AGL canbe viewed asa specializedversionof SAGL whereall the ν's aresetto
emp (emp is anassertionwhichcanonly besatis�edby memorywith emptydomain).

Soundness. The soundnessof SAGL is formulatedin Theorem1. In addition to the
safetyof well-formedprograms,it alsocharacterizespartialcorrectness:assertionsas-
signedto labelsin Ψ will hold whenever the labelsarereached.Theorem1 is proved
following thesyntacticapproachto typesoundness[18]. Hereweonly presentthemain
theorem.Theproof is givenin our technicalreportandis formalizedin Coq[4].

Theorem1 (SAGL-Soundness).For any program P with specification
Φ = ([Ψ1, . . . ,Ψn], [(A1,G1), . . . ,(An,Gn)]), if Φ, [(a1,ν1) . . . ,(an,νn)] ` P, then,

– for any natural number m, there exists P′ such that (P 7−→m P′);
– for any m and P′ = (M ′, [T′

1, . . . ,T
′
n],L

′), if (P 7−→m P′), then,
• Φ, [(a′1,ν′1), . . . ,(a′n,ν′n)] ` P′ for some a′1, . . . ,a

′
n and ν′1, . . . ,ν′n;

• for any k, there exist M ′′, T′′
k and L ′′ such that (M ′,T′

k,L
′)

t
7−→ (M ′′,T′′

k ,L ′′);
• for any k, if T′

k = (Ck,R′
k, jr rs,k), then (a′′k ∗ν′′k) (M ′

,(R′
k,k),L

′) holds, where
(a′′k ,ν

′′
k) = Ψk(R′

k(rs));
• for any k, if T′

k = (Ck,R′
k,bgt rs,rt ,f; I ,k) and R′

k(rs) > R′
k(rt), then

(a′′k ∗ν′′k) (M ′
,(R′

k,k),L
′) holds, where (a′′k ,ν

′′
k) = Ψk(f);

5 Concurrent Separation Logic (CSL)

Both AGL andSAGL treatlock/unlockprimitivesasnormalinstructions.They do not
requirethatsharedmemorybeprotectedby locks.Thisshowsthegeneralityof theA-G
method,which makesno assumptionaboutlanguageconstructsfor synchronizations.
Any ad-hocsynchronizationscanbeveri�ed usingtheA-G method.

If we focuson a specialclassof programsfollowing Hoare[6] whereaccessesof
sharedresourcesare protectedby critical regions(implementedby locks in our lan-
guage),we canfurther simplify our SAGL logic andderive a variationof CSL (CSL
adaptedto our assemblylanguage).

5.1 CSL Specificationsand Rules

In CSL, sharedmemoryis partitionedand eachpart is protectedby a uniquelock.
For eachpart of the partition,an invariantis assignedto specify its well-formedness.



m � m′ def= l M:9M1;M2: (M1 ] M2 = M) ^ m M1 ^ m′ M2

n� m def= l X@(M;(R;k);L):9M1;M2: (M1 ] M2 = M) ^ n (M1; (R;k);L) ^ m M2

8∗x2 S: P(x) def=
�

emp if S = /0
P(xi) � 8∗x2 S′: P(x) if S = S′ ] f xig

acq l n def= l (M;(R;k);L): n (M;(R;k);L f l ;kg)

rel l n def= l (M;(R;k);L): L(l) = k ^ n (M;(R;k);L nf lg)

Fig. 10. Definitionsof Notationsin CSL

A threadcannotaccesssharedmemoryunlessit hasacquiredthecorrespondinglock.
After thelock is acquired,thethreadtakesadvantageof mutual-exclusionprovidedby
locks and treatsthe part of memoryasprivate.When the threadreleasesthe lock, it
mustensurethat thepart of memoryis well-formedwith regardto thecorresponding
invariant.In this way thefollowing globalinvariantis enforced:

Shared resources are well-formed outside critical regions.

Figure9 shows the speci�cationconstructsfor CSL. The programspeci�cationφ
containsa collectionof codeheapspeci�cationsfor eachthreadandthespeci�cation
Γ for lock-protectedmemory. Codeheapspeci�cation ψ mapsa codelabel to an as-
sertionν asthepreconditionof the correspondinginstructionsequence.Hereν plays
similar roleof theprivatepredicatein SAGL. Sinceeachthreadprivatelyownsthelock
protectedmemoryif it owns the lock, all memoryaccessibleby a threadis viewedas
privatememory. Thereforewedonotneedanassertiona to specifythesharedmemory
aswedid in SAGL. Thisalsoexplainswhy wedonotneedassumptionsandguarantees
in CSL. The speci�cationΓ of lock-protectedmemorymapsa lock to an invariantm,
whichspeci�esthecorrespondingpartof memory. Theinvariantmis simplyapredicate
overmemorybecausetheregister�le is privateto eachthread.

Inference rules. The inferencerulesfor CSL arepresentedin Fig. 11. The PROG rule
requiresthat therebe a partition of the global memoryinto n + 1 parts.EachM k is
privatelyownedby threadTk. Thewell-formednessof Tk is checkedby applyingthe
THRD rule. Ms is thepartof memoryprotectedby free locks(locksnot ownedby any
threads).It mustsatisfytheinvariantsspeci�edin Γ. HereaΓ is theseparatingconjunc-
tion of invariantsassignedto freelocksin Γ, which is de�ned as:

aΓ
def
= λ(M ,(R,k),L). (∀∗l∈(dom(Γ)−dom(L)). Γ(l)) M , (6)

that is, shared resources are well-formed outside of critical regions. Here∀∗ is an in-
dexed,�nitely iteratedseparatingconjunction,which is formalizedin Fig. 10.Separat-
ing conjunctionswith memorypredicates(ν ∗mandm∗m′) arealsode�ned in Fig. 10.
As in O'Hearn's original work on CSL [11], we alsorequireall invariantsspeci�ed in
Γ to beprecise,i.e., Precise(Γ).

The THRD rule checksthe well-formednessof threads.It requiresthat the current
extendedthreadstatesatis�esthepreconditionν. Sinceν only caresabouttheresource
privatelyownedby the thread,it takesL|k insteadof completeL asargument.Recall



f ; [n1; : : : ;nn] ` P (Well-formedprogram)

f = ([y 1; : : : ;y n];G) M s ] M1 ] � � � ] M n = M
aΓ (M s; ;L ) Precise(G) y k;G` f nkg(M k;Tk;L ) for all k

f ; [n1; : : : ;nn] ` (M; [T1; : : : ;Tn];L )
(PROG)

y ;G` f ng(M;T;L) (Well-formedthread)

n (M;(R;k);Ljk) y ;G` C:y y ;G` f ngI

y ;G` f ng(M;(C;R; I ;k);L)
(THRD)

y ;G` C:y ′ (Well-formedcodeheap)

8f 2 dom(y ′) : y ;G` f y ′(f)gC(f)

y ;G` C:y ′
(CDHP)

y ;G` f ngI (Well-formedinstr. sequences)

y ;G` f ngi f n′g y ;G` f n′gI

y ;G` f ngi ; I
(SEQ)

8X@(M;(R;k);L): n X ! y (R(rs)) X

y ;G` f ngjr rs
(JR)

y ;G` f ngi f n′g (Well-formedinstructions)

n� m ) acq l n′

y ;Gf l ;mg ` f nglock l f n′g
(LOCK)

n ) (rel l n′) � m

y ;Gf l ;mg ` f ngunlock l f n′g
(UNLOCK)

Fig. 11. CSLInferenceRules

thatL|k is definedin (2) in Section4 to representthesubsetof L which mapslocksto
k. TheCDHP ruleandrulesfor instructionsequencesaresimilar to their counterpartsin
AGL andSAGL andrequirenomoreexplanation.

In the LOCK rule, we useªacq l ν ′º to representthe weakest preconditionof ν ′;
andªν ⇒ ν ′º for logical implication lifted for statepredicates.They areformalizedin
Fig. 10.If the lock l instructionsuccessfullyacquiresthelock l, weknow by ourglobal
invariant that the part of memoryprotectedby l satis�es the invariant Γ(l) (i.e., m),
becausel is afreelock beforelock l is executed.Therefore,wecancarrytheknowledge
min thepostconditionν′. Also, carryingmin ν′ allowssubsequentinstructionsto access
thatpartof memory, sinceseparationlogic predicatescaptureownershipsof memory.

In theUNLOCK rule,ªrel l ν ′º is theweakestpreconditionfor ν ′ (seeFig. 10).At the
timethelock l is released,thememoryprotectedby l mustbewell formedwith respect
to m= Γ(l). Theseparatingconjunctionhereensuresthatν′ doesnot specifythis part
of memory. Thereforethefollowing instructionscannotusethepartof memoryunless
thelock is acquiredagain.

Thecompletesetof rulesarepresentedin thetechnicalreport[4]. Theframerule,
conjunctionrule andconsequencerule areadmissiblein our CSL.Theserulesandthe
proofof theiradmissibilitycanbefoundin thereport[4] too.



5.2 Inter pretation of CSL in SAGL

We prove the soundnessof CSL by giving it an interpretationin SAGL, andproving
CSL rulesasderivablelemmas.This interpretationalsoformalizesthe specialization
madefor CSL to achievethesimplicity.

FromSAGL's point of view, eachthreadhastwo partsof memory:theprivateand
theshared.In CSL, theprivatememoryof a threadincludesthememoryprotectedby
locksheldby thethreadandthememorythatwill neverbeshared.Thesharedmemory
arethepartsprotectedby freelocks.Therefore,wecanusethefollowing interpretation
to translatea CSLspeci�cationto aSAGL speci�cation:

[[ν ]]Γ
def
= (aΓ,ν) (7)

[[ψ ]]Γ
def
= λf .[[ψ(f ) ]]Γ if f ∈ dom(ψ) , (8)

whereaΓ formalizestheCSL invariantandis de�ned by (6). We just reuseCSL speci-
�cation ν asthespeci�cationof privatememory, andusetheseparatingconjunctionaΓ
of invariantsassignedto freelocksasthespeci�cationfor sharedmemory.

Sincetheassumptionandguaranteein SAGL only speci�essharedmemory, wecan
defineAΓ andGΓ for CSL threads:

AΓ
def= l X@(M;(R;k);L);X′@(M ′; (R′;k′);L ′):R = R′ ^ k = k′ ^ (aΓ X ! aΓ X′) (9)

GΓ
def= l X@(M;(R;k);L);X′@(M ′; (R′;k′);L ′): k = k′ ^ aΓ X ^ aΓ X′ (10)

whichenforcestheinvariantaΓ of sharedmemory.
With above interpretations,wecanprovethefollowing soundnesstheorem.

Theorem2 (CSL-Soundness).

1. If ψ,Γ `{ν} ι{ν′} in CSL, then [[ψ ]]Γ,AΓ,GΓ `{[[ν ]]Γ} ι{[[ν′ ]]Γ} in SAGL;
2. If ψ,Γ `{ν} I in CSL and Precise(Γ), then [[ψ ]]Γ,AΓ,GΓ `{[[ν ]]Γ} I in SAGL;
3. If ψ,Γ ` C:ψ′ in CSL and Precise(Γ), then [[ψ ]]Γ,AΓ,GΓ ` C: [[ψ′ ]]Γ in SAGL;
4. If ψ,Γ `{ν}(M k,Tk,L) in CSL, Precise(Γ), and aΓ (Ms, ,L), then

[[ψ ]]Γ,AΓ,GΓ `{[[ν ]]Γ}(Ms,Mk,Tk,L) in SAGL;
5. If ([ψ1, . . . ,ψn],Γ), [ν1, . . . ,νn]`P in CSL, then Φ, [[[ν1 ]]Γ, . . . , [[νn ]]Γ]`P in SAGL,

where Φ = ([ [[ψ1 ]]Γ, . . . , [[ψn ]]Γ], [(AΓ,GΓ), . . . ,(AΓ,GΓ)]).

6 SAGL Examples

We usetwo complementaryexamplesto demonstratehow SAGL combinesmeritsof
AGL andCSL. Figure12 shows a simpleprogram,which allocatesa freshmemory
cell andthenwritesinto andreadsfrom it. Following theMIPSconvention,we assume
theregisterr 0 alwayscontains0. Thecorrespondinghigh-level pseudocodeis givenas
comments(followedby ª;; º). It is obvious that two threadsexecutingthesamecode
(but mayusedifferentm) will never interferewith eachother, thereforethetestin line
(7) is alwaysTrue andtheprogramnever reachestheunsafebranch.

It is trivial to certify thecodein CSLsincethereis nomemory-sharingatall. How-
ever, dueto thenondeterministicoperationof thealloc instruction,it is challengingto



(1) start: -{(emp, emp)}
(2) addi r1, r0, 1 ;; local int x, y;

(3) alloc r2, r1 ;; x := alloc(1);
-{(emp, r2 7! )}

(4) addi r1, r0, m
(5) st r1, 0(r2) ;; [x] := m;

-{(emp, (r2 7! m) ^ r1 = m)}

(6) ld r3, 0(r2) ;; y := [x];

-{(emp, (r2 7! m) ^ r1 = m ^ r3 = m)}

(7) beq r1, r3, safe ;; while(y == m){}

(8) unsafe: -{(emp, False)}
(9) free r0 ;; free(0); (* unsafe! *)

(10) safe: -{(emp, r2 7! )}

(11) j safe

Fig. 12. Example1: MemoryAllocation

certify the codein AGL becausethe speci�cationof A andG requiresglobal knowl-
edgeof memory. We certify the codein SAGL. Assertionsareshown asannotations
enclosedin ª-{} º. Recallthat in SAGL the �rst assertionin thepair speci�esshared
resourcesandthesecondonespeci�esprivateresources.We treatall the resourcesas
private,thereforethesharedpredicateis simply emp. The correspondingA andG are
trivial. Thewholeveri�cation is assimpleasin CSL.

Oursecondexampleis adaptedfrom Yu andShao[19], whichcomputesthegreatest
commondivisor (GCD)of α andβ, storedat locationsmandn initially. Thehigh-level
pseudocodeis shown in Fig.13.Eachthread'slocalvariablesareallocatedin its private
registersin theassemblycode,which is similar to thehigh-level codeandis shown in
thetechnicalreport[4].

In this example,synchronizationis achieved without using locks. To certify the
codein CSL, we have to rewrite it by wrappingeachmemory-accesscommandusing
lock andunlock commandsandby introducingauxiliaryvariables.This timeweusethe
ªAGL partºof SAGL to certify thecode:privatepredicatesaresimply emp. Assertions
for the�rst threadareshown asannotations.In A1 andG1, we useprimedvalues(e.g.,
[m]′ and[n]′) to representmemoryvaluesin theresultingstateof eachaction.

We give moreexamplesin the technicalreport[4], which illustratethesupportof
dynamicredistributionof sharedandprivatememoryin SAGL.

7 Related Work and Conclusion

O'Hearn [11] proposedCSL for a high-level parallel languagefollowing Hoare[6].
Synchronizationin the languageis achieved by the conditionalcritical region (CCR)
in theform of ªwith r when b do cº. Semanticsof CCRsis asfollows: thestatementc
canbeexecutedonly if theresourcer hasnotbeenacquiredby othersandtheBoolean
expressionb is true; otherwisethethreadwill beblocked.WeadaptCSLto anassembly
language.TheCCRcanbeimplementedusingour lock/unlockprimitives.Eachlock in
our languagecorrespondsto a resourcenameat thehigh-level. Atomic instructionsin



a1
def= 9p;q: (m 7! p) � (n 7! q) ^ gcd( p;q) = gcd(a;b)

a2
def= 9p;q: (m 7! p) � (n 7! q) ^ gcd( p;q) = gcd(a;b) ^ x = p ^ y � q ^ ( p � q ! y = q)

a3
def= 9p;q: (m 7! p) � (n 7! q) ^ gcd( p;q) = gcd(a;b) ^ x = p ^ y = q ^ p > q

a4
def= 9p: (m 7! p) � (n 7! p) ^ p = gcd(a;b)

A1
def= ([m] = [m]′) ^ ([n] � [n]′) ^ ([m] � [n] ! [n] = [n]′) ^ (gcd([m]; [n]) = gcd([m]′; [n]′))

G1
def= ([n] = [n]′) ^ ([m] � [m]′) ^ ([n] � [m] ! [m] = [m]′) ^ (gcd([m]; [n]) = gcd([m]′; [n]′))

local int x, y; local int x, y;

while(true){ while(true){
-{(a1, emp)}
x := [m]; x := [n];

y := [n]; y := [m];

-{(a2, emp)}
if(x > y) || if(x > y)

-{(a3, emp)}
[m] := x-y; [n] := x-y;

if(x == y) { break;} if(x == y) { break;}
} }

-{(a4, emp)}

Fig. 13. Example2: ParallelGCD

our assemblylanguageareverysimilar to actionsin BrookesSemantics[2], wherese-
manticfunctionsarede�ned for statementsandexpressions.Thesesemanticfunctions
canbeviewedasatranslationfrom thehigh-level languageto alow-level languagesim-
ilar to ours.Recently, Reynolds[15] andBrookes[3] have studiedgrainlesssemantics
for concurrency. Brookesalsogivesagrainlesssemanticsto CSL [3].

ThePROG ruleof ourCSLcorrespondsto O'Hearn'sparallelcompositionrule [11].
Thenumberof threadsin our machineis �x ed,thereforethenestedparallelcomposi-
tion statementsupportedby Brookes[2] is not supportedin our language.We studied
veri�cation of assemblycodewith dynamicthreadcreationin anearlierpaper[5].

CSL is still evolving. Bornat et al. [1] proposeda re�nement of CSL with �ne-
grainedresourceaccounting.Parkinsonet al. [13] appliedCSLto verify anon-blocking
implementationof stacks.As in the original CSL, theseworks alsoassumelanguage
constructsfor synchronizations.We suspectthatthereexist reductionsfrom thesevari-
ationsto SAGL-like logics.We leave this asour futurework.

Concurrentlywith our work on SAGL, VafeiadisandParkinson[17] proposedan-
other approachto combiningrely/guaranteeand separationlogic, which we refer to
hereasRGSep.BothRGSepandSAGL partitionmemoryinto sharedandprivateparts.
However, sharedmemorycannotbeaccesseddirectly in RGSep.It hasto beconverted
into private�rst to be accessed.Conversionscanonly occurat boundariesof critical
regions,which is a built-in languageconstructrequiredby RGSepto achieve atomic-
ity. RGSep,in principle,doesnot assumesmallestgranularityof transitions.In SAGL,
sharedmemorycan be accesseddirectly, or be convertedinto private �rst and then
accessed.Conversionscanbe madedynamicallyat any programpoint, insteadof be-
ing coupledwith critical regions.However, like A-G reasoning,SAGL assumessmall-



estgranularity. We suspectthat RGSepcanbe compiledinto a specializedversionof
SAGL, following theway we translateCSL. On theotherhand,if our instructionsare
wrappedusingcritical regions,SAGL might bederivedfrom RGSeptoo.

We alsouseSAGL asthebasisto formalizetherelationshipbetweenCSL andA-
G reasoning.We encodetheCSL invariantasan assumptionandguaranteein SAGL,
andprove thatCSL rulesarederivablefrom correspondingSAGL ruleswith thespe-
ci�c assumptionandguarantee.Soundnessof SAGL is provedfollowing thesyntactic
approachto typesoundness.Ourwork hasbeenformalizedin Coq[4].
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