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Abstract. We studytherelationshipbetweerConcurrenSeparatioogic (CSL)
andtheassume-guarant¢a-G) method(a.k.arely-guaranteenethod) We shav
in threestepsthat CSL canbe treatedasa specializatiorof the A-G methodfor
well-synchronizeadoncurrenprogramsFirst, we presenan A-G basedprogram
logic for a low-level languagewith built-in locking primitives. Thenwe extend
the programlogic with explicit separatiorof “private data” and “shareddata”,
which provides bettermemorymodularity Finally, we shav that CSL (adapted
for thelow-level languagekanbeviewedasaspecializatiorof theextendedA-G
logic by enforcingthe invariantthat “shaed resoucesare well-formedoutside
of critical regions. This work canalsobe viewed asa differentapproach(from
Brookes') to proving the soundnessf CSL: our CSL inferencerulesareproved
aslemmasin the A-G basedogic, whosesoundness establishedollowing the
syntacticapproacho proving soundnessf type systems.

1 Intr oduction

It is hardto prove non-interferencandcorrectnessf shared-stateoncurrenprograms
becausef theexponentiaktatespaceMemoryaliasingmakesconcurreng veri cation
evenharder Thereforea programlogic supportingooththreadmodularityandmemory
modularityis the key to practicalconcurrenyg veri cation.

PeterO'Hearn[11, 10] proposedtconcurrenseparatiodogic (CSL), which applies
the local-reasoningdea from separatioriogic [7, 15| to verify shared-stateoncur
rent programswith memory pointers.Separatiorlogic assertionsare usedto capture
ownershipsof resourcesSeparatingconjunctionenforcesthe partition of resources.
Veri cation of sequentiathreadsin CSL is no differentfrom veri cation of sequen-
tial programs.Memory modularityis supportedoy using separatingconjunctionand
frame rules. However, following Owicki and Gries [13], CSL works only for well-
syndironizedprogramsin the sensehattransferof resourceownershipsanonly occur
at entry andexit pointsof critical regions. It is unclearhow to apply CSL to support
generakoncurrenprogramswith ad-hocsynchronizations.
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Anotherapproachto modularveri cation of shared-stateoncurrentprogramsis
the assume-guaranteaethod(a.k.a.rely-guaranteenethod)[8]. In this approachijn-
variantsof statetransitionsarespeci edusingassumptionandguarantee€achthread
ensureghatits atomictransitionssatisfyits guarante¢o the ervironment(i.e., the col-
lection of all otherthreads)aslong asits assumptioris satis ed by the environment.
Non-interferences guaranteeéslong asthreadshave compatiblespeci cations,i.e.,
the guaranteeof eachthreadsatis es the assumption®f all otherthreads.The A-G
methodsupportsthreadmodularveri cation in the sensethat eachthreadis veri ed
with regardto its own speci cations,andwithout looking into codeof otherthreadslt
is verygenerabnddoesnotrequirelanguageonstructgor synchronizationgdowever,
in eachindividual stepof theveri cation, we needto provethatthe statetransitionsatis-

es theguaranteeThis makesproofsmorecomplicatedn A-G reasoninghanin CSL.
Also, assumptionsindguaranteegre usuallycomplicatedandhardto de ne, because
they specifyglobalinvariantsfor all sharedresourcesluringthe programexecution.

In this paperwe studytherelationshipbetweenCSL and A-G reasoningWe pro-
posethe Separated\-G Logic (SAGL), which extendsA-G reasoningwith the local-
reasoningdeain separatiorogic. Insteadof treatingall resourcesas shared SAGL
partitionsresourcesnto sharedandprivate.Like in CSL, eachthreadhasfull access
to its privateresourceswhich areinvisible to its ernvironments.Sharedresourcesan
be accesseih two waysin SAGL: they canbe accessediirectly, or be corvertedinto
private rst andthenaccessedCorversionsbetweensharedand private canoccurat
any programpoint, insteadof beingcoupledwith critical regions.Both directaccesses
andcorversionsaregovernedby guaranteesothatnon-interferencés ensuredollow-
ing A-G reasoningPrivateresourcesre not speci edin assumptionsindguarantees,
thereforespeci cationsin SAGL aresimplerandmoremodularthanA-G reasoning.

We thenshaw that CSL canbeviewedasa specializatiorof SAGL with theinvari-
antthatshaedresoucesare well-formedoutsideof critical regions Thespecialization
is pinneddown by formalizingthe CSL invariantasaspeci ¢c assumptiomndguarantee
in SAGL. Ourformulationcanalsobeviewedasanovel approacho proving thesound-
nessof CSL. Differentfrom Brookes' proof basedn anaction-tracesemantic$2], we
prove that CSL inferencerulesarelemmasin SAGL with the speci ¢ assumptiorand
guaranteeThe soundnessf SAGL is thenprovedfollowing the syntacticapproactto
type soundnesgl9]. The proofsareformalizedin the Coqproofassistanf17].

Our studyis basedn anassemblyanguagewith RISC-styleinstructionsandbuilt-
in lock/unlockand memoryallocation/freeprimitives. Insteadof usingthe high-level
parallellanguageproposedy Hoare[6], we usethe assemblylanguagebecausédt has
cleanersemanticsywhich makesour formulationmuchsimpler For instanceyve do not
usevariablesjnsteadwe only useregister les andmemory Thereforewe canhave a
quick formulation[4] in Coqg without worrying aboutvariablerenamingissues Also
we do nothave to formalizethe complicatedsyntacticconstraintenforcedn CSL over
sharedvariables Anotherimportantreasonis thatour work at low level canbe easily
appliedto generateroof-carryingcode[9]. CSL andthe A-G methodstudiedin this
paperareall adaptedo this low-level languageTherelationshipbetweerthe low-level
CSL andtheoriginal logic by O'Hearn[11, 10Q] is discussedn Sect.7.
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Fig. 1. The AbstractMachine

In therestof this paperwe rst presenpur low-level languagen Sect.2. We then
presentan A-G basedogic (AGL) for this languagein Sect.3. We extend AGL with
local reasoningandproposeSAGL in Sect.4. In Sect.5, we adaptthe original CSL to
thelow-level languageandformalizetherelationshipbetweenCSL andSAGL. We use
two examplegto illustratethe useof SAGL in Sect.6. Finally, we discusgelatedwork
andconcludein Sect.7.

2 The Language

Figurel de nesthe modelof anabstracimachineandthe syntaxof the assemblyan-
guage.The whole programstateP containsa sharedmemoryM, a lock mappingL

ory is modeledasa nite partialmappingfrom memorylocationsl (naturalnumbers)
to word values(naturalnumbers) EachthreadT; containsits own codeheapC, reg-

ister le R, theinstructionsequencé thatis currentlybeingexecutedandits thread
id i. Herewe allow eachthreadto have its own register le, which is consistenwith

mostimplementatiorof threadlibrarieswheretheregister le is savedin the execution
context whenathreadis preempted.

ThecodeheapC mapscodelabelsto instructionsequencesyhichis alist of assem-
bly instructionsendingwith ajump instruction.The setof instructionswve presenhere
arethe commonlyusedsubsetsn RISC machinesWe alsouselock/unlockprimitives
to do synchronizationandusealloc/freeto do dynamicmemoryallocationandfree.

The steprelation ( 7! ) of programstates(P) is de ned in Fig. 2. We usethe
auxiliaryrelation(M:; T;L) 7f  (M®TSL9 to de ne theeffectsof the executionof the
threadT. Herewe follow the preemptve threadmodelwhereexecutionof threadscan
be preemptedat ary programpoint, but executionof individual instructionsis atomic



it (M;Ty;L) 78 (MCTELY forany k;

where
(M:(C:R;1;K);L) 78 (MATOLY
if = | then(MCTCLO) =
if (M;(C;R;15K);L) wherel %= C(f)
jrrs (M;(C;R;1%K);L) wherel %= C(R(rg))
batrorf:10 | (Mi(CRISK):L) if R(rs) R(re)
grs et Il (M:(ciR:199%): L) if R(rs) > R(r¢) and1%%= C(f)
0] (M;(CR;1K);L) if R(rs) 6 R(rt)
bearsirii1%| (mi(CiRiI%K); L) if R(rs) = R(ry) and1®= C(f)
lock |10 (M;(C;R;1%K);Lfl; kg) if | 6dom(L)
ockh (M;(C;R:1:K):L) if 1 2 dom(L)
unlock I;1° (M;(C;R;1%K);L nflg) ifL(I)=k
i;19%or otheri | (M%(C;R%1%K);L) where(M%R9Y = Nextj (M:R)
and
[ifi= [ thenNexti (M;R) = |

addrg;rs;rt | (M;Rfrg; R(rs)+R(ri)g)

addirg;rs;i | (M;Rfrg; R(rg)+ig)

Idre;i(rs) (M;Rfr¢; M(R(rg)+i)g) whenR(rg)+i2 domM)
subrg;rsre | (M;Rfrg; R(rs) R(ri)g)
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free rg (MnfR(rs)g;R) whenR(rs) 2 dom(M)

Fig. 2. OperationaSemanticof the Machine

Operationalsemanticof mostinstructionsare standardNote that we do not support
reentrant-lockdf thelock | hasbeenacquiredexecutionof the3ock I° instructionwill
be blockedevenif thelock is ownedby the currentthread.The relationNext; de nes
the effectsof the sequentialnstructioni over memoryandregister les.
Notetheway we distinguish?blocking®tatesrom 2stuckStatescausedy unsafe
operationse.g., freeingdanglingpointers.If an unsafeoperationis made thereis no

resultingstatesatisfyingthe steprelation( 71 ) for the currentthread.If athreadtries
to acquirea lock which hasbeentaken, it stutterstheresultingstatewill bethe same
asthe currentone(thereforethelock instructionwill be executedagain).

3 AGL: an A-G BasedProgram Logic

In this sectionwe presentan A-G basedprogramlogic (AGL) for our assemblylan-
guage AGL is avariationof the CCAP logic [20] which appliesthe A-G methodfor



(XStat¢ X = (M;(R;i);L)
(ProgSpeg F = ([Y1:::5 Yl [(A1:Gr);:oi (Ans Gn)))
(CdHpSper ¥ = ff; ag

(Assertion a 2 XStatd Prop

(Assump A 2 XStatd XStatd Prop
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Fig. 3. SpecificationConstructdor AGL

assemblyodeveri cation. Differentfrom CCAR AGL worksfor thepreemptvethread
modelinsteadof the non-preemptie model.

Figure3 shavsthespeci cationconstruct§or AGL. For eachthreadn theprogram,
its speci cationcontainghreeparts:thespeci cationY for thecodeheap theassump-
tion A andtheguarante&. Thespeci cationF of thewhole programjustgroupsspec-
i cations for eachthread.We useCiC, our meta-lgic mechanizedy Coq[17], asthe
assertionanguagefor assertionsaind programspeci cations.CiC correspondso the
higherorderpredicatdogic with inductive de nitions via Curry-Howardisomorphism.

Assumptionsindguaranteearemeta-logicpredicate®verapairof extendedhread
statesX, which containghe sharednemoryM, thethreadsregister le R andid k, and
the globallock mappingL. The assumptiorA for a threadspeci esthe expectedin-
variantof statetransitionsmadeby the ervironment.The agumentst takesarestates
beforeand after a transition,respectiely. The guaranteeG of a threadspeci es the
invariantof statetransitionsmadeby thethread.

Thecodeheapspeci cationY assigns preconditiora to eachinstructionsequence
in the codeheapC.The assertiora is a meta-logicpredicateover the extendedthread
stateX. It ensureghe safeexecutionof the correspondingnstructionsequenceiWe do
notassigrpostconditions$o instructionsequencessinceeachinstructionsequencends
with ajumpinstruction,we usethe assertiorat thetargetaddresssthe postcondition.

Inferencerules. Inferencerulesof AGL arepresentedn Figs.4 and5. The prog rule
de nes the well-formednesf the programP with respectto the programspeci ca-

currentlyexecutedby all thethreadsCheckingthe well-formednes®f P involvestwo
stepsFirstwe checkthecompatibilityof assumptionandguaranteefor all thethreads.
ThepredicateNl is de ned asfollows:

NI(I(Az; G2 (Ani Go)l) %815 :MMO Ry RER;;L: L @)

i6j! G(M;(R;i)yL) (MO(RRILY L Aj(M;(Rj;))iL) (MO(R;:1);L9);

which simply saysthatthe guaranteef eachthreadshouldsatisfyassumptionsf all
otherthreadsThenwe applytheTHRrD ruleto checkthatimplementatiorof eachthread
actuallysatis esthespeci cation.EachthreadT; is veri ed separatelythereforeghread
modularityis supported.

In the THRD rule, we requirethatthe preconditiona be satis ed by the currentex-
tendedthreadstate(M; (R; k);L); thatthethreadcodeheapsatisfyits speci cationY,



NI([(A1;G1): 155 (A Ga)]) YAk Ge~ fakg(M;Ty;L) forallk

(PROG)

‘Y;A;G‘ fag(M:T;L) \ (Well-formedthread)

a(M;(R;k);L) Y;A;G” C:Y Y;A;G fagl

Y;A;G" fag(M;(C;R;l;Kk);L) (THRD)
(Well-formedcodeheap
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Fig.4. AGL InferenceRules

A and G; andthatit be safeto executethe currentinstructionsequenced underthe
preconditiona andthethreadspeci cation.

The coHp rule checksthe well-formednes®f threadcode heaps.It requiresthat
eachinstructionsequencapeci edin Y °be well-formedwith respecto theimported
interfacesspeci edin Y, theassumptiorA andtheguaranteds.

Theseq rule andthe Jr rule ensurehatit is safeto executetheinstructionsequence
if the preconditionis satis ed. If theinstructionsequencatartswith a normalsequen-
tial instructioni, we needto comeup with an assertiona® which senes both asthe
postconditiorof i andasthe preconditionof the remaininginstructionsequenceAlso
we needto ensurehat,if the currentthreadis preemptedt a statesatisfyinga, a must
be presered by ary statetransitions(by otherthreads)satisfyingthe assumptionA.
Thisis enforcedby (a A)) a:

(aA) a ®'ax;x2axrAxx% ax®

If wereachthelastjumpinstructionof theinstructionsequenceheJr rulerequires
thatthe assertiorassignedo thetamgetaddressn Y besatis ed afterthejump. It also
requiresthata be preseredby statetransitionssatisfyingA. Herewe usethe syntactic

rule for directjumps(j f ) is similarto the Jr rule andrequiresno furtherexplanation.
Instructionrulesrequirethat the preconditionensurethe safeexecutionof the in-

struction;andthattheresultingstatesatisfythe postconditionAlso, if sharedstategM

andL) areupdatedby the instruction,we needto ensurethat the updatesatis esthe
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Y:A;G" fagstry;i(rs) faly W)
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Fig.5. AGL InferenceRules(cont'd)




guaranteés. For thelock instruction,if thecontrolfalls through,we know thatthelock
is notheldby ary thread.This extraknowledgecanbe usedtogethewith the precondi-
tion a to show the postconditioris satis edby theresultingstate Therestof instruction
rulesarestraightforvardandwill notbe explainedhere.

SoundnessThesoundnessf AGL showvsthattherroa rule enforceghenon-interference
andthe partial correctnes®f programswith respecto the speci cations.It is proved
following the syntacticapproacH19] to proving soundnessf type systemsWe rst
provethefollowing progressandpreserationlemma.

P, then,for anythreadTy, thereexistM T2 andL Osuchthat(M; Ty; L) 7t (MeTO:LY.

Lemma?2 (AGL-Presewation). If F;[as;:::;an] " Pand(P7! P9, thenthere exist

Thesoundnestheorenfollows the progressaandpreserationlemmas.

Theorem3 (AGL-Soundness)For anyprogramP with speci cation

for anyk, there exist M % T%%nd L %%sudh that (MC TO; L9 7F (M9T090§;
for anyk, if Tg = (C;RY;j f;K), thenY (f) (M2 (R Kk);LY holds;

for anyk, if T5 = (C;RYirrs; k), thenY ((RX(rg)) (MG (RY;K);LY holds;
for anyk, if T = (Cx;Ry;beqrs;ri;f;l;k) and RE(rs) = Ri(ry),

thenY (f) (M (R%K);L9 holds;

for anyk, if T2 = (Ci;R%:;bgt rs;r;f;1;K) andRY(rs) > RX(ry),

thenY (f) (M® (R%:K); L9 holds.

Note that our AGL doesnot guaranteedeadlock-freedomwhich can be easily
achievedby enforcinga partial orderof lock acquiringin theLock rule.

4 SAGL: SeparatedA-G Logic

AGL is a generalprogramlogic supportingthreadmodularveri cation of concurrent
code.However, becausét treatsall memoryassharedesourcesit doesnot have good
memorymodularity andassumptionsind guaranteesire hardto de ne anduse.For
instance supposave partitionthe memoryinto n blocksandeachblock is assignedo
onethread.Eachthreadsimply works on its own partof memoryandnever accesses
other parts.This scenarias not unusualin parallelprogramsand non-interferencés
trivially satis ed.However, to certify the codein AGL, theassumptiorfor eachthread
hasto belik e 2my privatepartof memoryis neverupdatedy others®andtheguarantee
is like @l will nottouchotherthreads'private memory®.During programveri cation,
we haveto provefor eachindividualinstructionthattheguaranteés notbroken,evenif



(CdHpSper Y = ff; (an)g
(Assertion a;n 2 XStated Prop

Fig. 6. Extensionof AGL SpecificationConstructsn SAGL
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(THRD)
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Y;A;G* C:Y? (Well-formedcodeheap

8f 2dom(Y9: Y;A:G fYYf)gC(f)
Y:A;G* C:YO

(CDHP)

Fig. 7. SAGL InferenceRules

it is trivially true.To make thingsworse,if eachthreaddynamicallyallocatesmemory
andusegheallocatedmemoryasprivateresourcesasshovn in theexamplein Sect.6,
the domainof private memorybecomeslynamic,which makesit very hardto de ne
theassumptiorandguarantee.

In thissectionwe extendAGL with explicit partitionof privateresourcesndshared
resourcesThe extendedogic, which we call Separated\-G Logic (SAGL), hasmuch
bettersupportof memorymodularitythanAGL without sacri cing ary expressieness.
Borrowing thelocal-reasoningdeain separatioriogic, privateresource®f onethread
arenotvisibleto otherthreadsthereforewill notbetouchedy others Assumptionsand
guarantees SAGL only speci essharedesourceshereforein thescenariaborethe
definition of SAGL assumptiorandguarantedoecomesompletelytrivial sincethere
is no sharedresourcesThe dynamicdomainof private memorycausedby dynamic
memoryallocation/frees no longera challengeto de ne assumptionsindguarantees
becaus@rivatememorydoesnot have to be speci ed.

Figure6 shavsour extension®f AGL specificationgor SAGL. In the specification
Y of eachthreadcodeheap thepreconditiorassignedo eachcodelabelnow becomes
apairof assertionga; n). Theassertiora playsthesamerole asin AGL. It specifieghe
sharedresourcegall memoryaretreatedassharedn AGL). The assertiom specifies
the privateresource®f thethread Otherthreads'privateresourcesirenot specified.



‘Y;A;G‘ f(a;n)gl ‘ (Well-formedinstr. sequences

Y:A;G f(an)gif(a®n9g Y:A;G f(@n9gl (a A)) a Precise(a)

Y;A;G" f(a;n)gi;l (SEQ)

Precise(a) (a A)) a 8X@(M;(RiK);L):(a n) X! (a% n% X~ (bGeaan X X)
where(a®n9 = Y (R(rg))

Y;A;G" f(a;n)gjrrs (9R)
Y:A;G" f(a;n)gif(a®n9g ‘ (Well-formedinstructions)
8X@(M;(R;K);L): (a n) X~ 162om(L)! (% n% X% (bGea.ag X X9
whereX%= (M;(R;K);Lfl; kg)
- (Lock)
Y:A;G" f(a;n)glock | f (@%n9g
8X@(M;(R;K);L): (a n) X! L(l)= k" (a® n9 XO (bGc(aag X X9
whereX%= (M;(R;K);L nflg)
(UNLOCK)

Y:A;G" f(a;n)gunlock | f (a®n9g

Fig. 8. SAGL InferenceRules(contd)

Inferencerules. Theinferencerulesof SAGL areshavn in Figs.7 and8. They look
very similarto AGL rules.In the prog rule, asin AGL, we checkthe compatibility of
assumptionsindguaranteesand checkthe well-formednes®f eachthread.However,
herewerequirethattherebeapartitionof memoryinto n+ 1 parts:onepartM s is shared

Whenwe checkthe well-formednes®f threadTy, the memoryin the extendedthread
stateis nottheglobalmemory It justcontainsM s andMy.

TheTHrD rulein SAGL is similarto theonein AGL, exceptthatthememoryvisible
by eachthreads separateéhto two parts:thesharedV s andtheprivateM . We require
thatassertionsa and n hold over Mg andM,, respectiely. Sincen only speci esthe
privateresourcewe usethe? Iter® operatorl| k to preventn from having accesgo the
ownershipinformationof locks not ownedby the currentthread:

def k L(h=k
unde ned otherwise

(L) ()

i.e., Ljk is asubsebf L which mapslocksto k.

Instructionrulesareshowvn in Fig. 8. In the seq rule, we use(a;n) asthe precon-
dition. However, to ensurethat the preconditionis presered by statetransitionssatis-
fying A, we only checka (i.e., we check(a A)) a) because only speci esshared
resourcesWe know thatthe privateresourcesvill not betouchedby the environment.
We requirea to be preciseto enforcethe uniqueboundarybetweersharedandprivate

10



resourceskollowing thede nition in CSL[11], anassertiora is preciseif andonly if
for any memoryM, thereis at mostonesubseM °thatsatis esa, i.e.,

de

T8M;Rik LMy M2 (Mg M)A (Mg M)A
a(Mq;(R;k);L)*a(M2;(RK);L) ! M1= My:

Precise(a)

®)

The Jr rule requiresa be preciseandit be preseredby statetransitionssatisfyingthe
assumptionAlso, the speci cationassignedo the targetaddressieedsto be satis ed
by the resultingstateof the jump, andthe identity statetransitionmadeby the jump
satis esthe guarantees. We usethe separatingconjunctionof the sharedand private
predicatesasthe pre-andpost-conditionWe de nea nas:

a n % (M:(RK:L): @
IM1;M2:(M1] M2 = M)” a(Ma;(R;K);L) " n(M2;(R;K); Lji):
Again, the useof Ljk preventsn from having accesgo the ownershipinformation of
locks not owned by the currentthread.We usef1] f2 to representhe unionof nite
partialmappingswith disjointdomains.

To ensureG is satis edover sharedesourceswe lift G to bGca.a9:

bGeaan &' I X@M;(R;K);L); X@MC (ROK; LO:
IM1;M2MEMY: (M1] M2 = M)A (MP] M§= M9 ®)
A a(My;(RiK); L)~ a%(M;(RGKS; LY
A G(M1;(RiK);L) (M$(ROKI;LY;

Herewe useprecisepredicates anda’to enforcetheuniqueboundanbetweershared
andprivateresources.

As expectedthe SAGL rulefor eachindividualinstructionis almostthe sameasits
counterparin AGL, exceptthatwe alwaysusetheseparatingonjunctionof predicates
for sharedand privateresourcesEachinstructionrule requiresthat memoryin states
beforeand after the transitioncan be partitionedto private and shared;private parts
satisfyprivatepredicate@ndsharedpartssatisfysharedoredicateandG.

It is importantthat we always combinesharedpredicateswith private predicates
insteadof checkingseparatelythe relationshipbetweena and a® and betweenn and
n® This gives us the ability to supportdynamicredistribution of private and shared
memory Insteadof enforcing static partition, we allow that part of private memory
becomessharedundercertainconditionsandvice versa.As we will shov in the next
section,this ability makesour SAGL very expressive andis the enablingfeaturethat
makestheembeddingf CSL into SAGL possible.

AGL canbeviewed asa specializedversionof SAGL whereall then's aresetto
emp (emp is anassertiorwhich canonly be satis ed by memorywith emptydomain).

Soundness.Soundnes®f SAGL is proved following the syntacticapproach19] to
proving soundnessf typesystems.

Lemmad. If Y;A;G" C:Y,thendom’Y) dom(C).
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Lemmab5 (Thread-Progress)lf Y;A;G" f(a;n)g(Ms;My; Ti;L),
dom(Mg)\ dom(M,) = 0, and Ty = (C;R;l;K), thenthere existM? R® |%andL%sudh
that(Ms[ My;Ti;L) 7 (M2TELY, whee T2 = (C;R%IK).

Proof sketch: FromY ;A;G" f (a;n)g(Ms; My; Tk; L) anddom(M )\ dom(M,) = 0, we
know (1) Y;A; G f(a;n)gl; (2) Y;A;G™ C:Y;and(3)(a n) (Ms[ My;(R;Kk);L). If

I =jf (I =jrrg), by (1) andthes (3rR) rule,weknow f 2 dom(Y) (R(rs) 2 dom(Y)).
By Lemma4, we know thetargetaddresss avalid codelabelin C, thereforeit is safe
to executethe jump instruction.If | = i;1% we know by (1) that thereare a® and n®
suchthatY;A;G" f(a;n)gif (a®n%g. By inspectiorof instructionrules,we know it is
alwayssafeto executethe instructioni aslong asthe statesatisfya n. Sincewe have
(3), thethreadcanprogresdy executingi. 2

Lemma6 (Thread-Progress-Monotone)lf (M;Ty;L) 7 (MCTLY,

whee Ty = (C;R;1;K) and TQ = (C;R%1%K), then,for any Mo sud that dom(M) \
dom(M)o = 0, there exists M®and R®sud that (M [ Mo; Ti;L) 7F (MO9T99L9,
where T (C;R®1%k).

Proof sketch: The proof trivially follows the de nition of the operationalsemantics.

Note that we modelmemoryM asa nite partial mapping,sothe monotonicityalso
holdsfor alloc. 2

that(M; Ti;L) 78 (MGTE L9,

Proof sketch: By inversionof the Proc rule, Lemma4 andLemmas. 2
Lemmas8. If Y;A;G" f(a;n)g(Ms;My;T;L), then(a A)) aandPrecise(a).

Lemma9 (Thread-Presewation). If Y;A;G" f(a;n)g(Ms;My; Tk;L),

dom(Mg)\ domM,) = 0,and(Ms[ My; TicL) 7f (MCTO LY, wheeTy = (C;R:1:K)
and T = (C;R%1%K), thenthere exist &% n% M2 and MY sud that M2] MO = MS,
G (Msi(Rik);L) (ME(R2K);LY, andY;A;G” f(a%n9g(MEMETRLY.

Proof sketch: By Y;A;G" f(a;n)g(Ms;My; Tk; L) andinversionof the THRD rule, we

know Y;A;G" f(a;n)gl. Thenwe prove thelemmaby inspectionof the structureof |

andtheinversionof the correspondingnstructionsequenceulesandinstructionrules.
2

Lemma 10 (Thread-Inv). If Y;A;G" f(a;n)g(Mgs;My; Ti;L),
dom(Mg)\ dom(M,) = 0, and(Ms[ My;Ti;L) 7} (MCTO LY, whee T, = (C;R;l;K)
andTP = (C;R%1%k), then

—if I =jf,then(a® n% (M%(R%k);LY holds,wher (a®n9 = Y (f);

—ifl=jrrg then(@ n% (M%(R%K); LY holds,whee (a%n% = Y (R(rs));

—if1= beqrgr;f;1%ndR(rs) = R(ry), then(@® n% (M%(R%Kk);L9 holds,whee
(@%n9 = Y (f);

12



—if I = bgtrgre;f;1%andR(rg) > R(ry), then(@® n% (M%(R%K); L9 holds,whee
(@%n% = Y(f);
Proof sketch: By Y;A;G™ f(a;n)g(Mg;My; Tk; L) andinversionof the THRD rule, we
know Y;A;G" f(a;n)gl. The lemmatrivially follows inversionof the J rule, the R
rule, the BEQ rule andthe BaT rule. (The J rule is similar to the Jr rule. The Beq rule
andthe BT rule aresimilar to their counterpartén AGL. Theserulesarenotshavn in
Fig.8.) 2

Lemma 11 (Thread-Frame).If (M;Ti;L) 7f (MCTSLO),

M = M1] My, andthereexistsM %andT%&udthat(M1; Ti; L) 7F (M9TPL9, then
there existsM 9 such thatM%= M?] My, and(Mq; ;L) 78 (M9 T9;LO.

Proof sketch: By inspectionof the operationakemantic®f instructions. 2

Lemma 12 (SAGL- Preselvation) If F;[(a1;n1):: (an,nn)] * Pand(P7! P9, whee
= (Y1 n] [(Al,Gl) """ 5 (A GO, thentheree><|stal, n?, ..., al nd sudthat
F [(a};nd):::5 (@]

Proof sketch: If thethreadk executests instructionin thestepP 7! P® we know:

— theprivatememoryof otherthreadswill notbetouchedfollowing Lemmal1l;and
— otherthreads'assertions; for sharedesourcesrepresered, following Lemmas,
Lemma9 andthenon-interferencef speci cationsj.e., NI([(A1; G1);:::; (An; Gn)]).

Then(,)byéhe PROG rule, it is easyto prove F;[(a2;nd) :::;(ad;n2)] * P°for somea?, ng,
., ap, Ny 2

Finally, the soundnes®sf SAGL is formulatedin Theorem13. In additionto the
safetyof well-formedprogramsijt alsocharacterizepartial correctnessassertiongas-
signedto labelsin Y will hold whenererthelabelsarereached.

Theorem13 (SAGL- Soundness)For any programP with speci cation
F=(YuunYah (A G); s (AnGo)l), if Fi[(ag;na) 25 (an;nn)] © P, then,

— for anynatural numbem, there existsPosuch that(P7! ™P9;

Fil@%hnd);::; (a n°)] P‘Jforsomeal;::“an andno;:::;nﬂ;
for anyk, theree><|stM°°T°°andL°°sumthat(MOTO,L% 7t (MOOT 20§,
for anyKk, if T = (Ck,RO,]f k), then(a® n True) (M%(RYK); L‘b holds,
whele(ak,n°9 Y (F);
for anyk |fT (Ci;RYjrr;K), then(a2® n2° True) (MG (RY;k);L9 holds,
whee (adn? Yk(RO(rs))
for anyk, if T°— (Ck,Rk,beq reref;l;K) andRY(rs) = R)(ry), then
(a0 n20 True) (M2 (R Kk);L9 holds whee(ak,n°9 Y(F);
for anyk, if T = (Ck;RE; bgtrre;f;1;K) andRY(rs) > RY(ry), then
(@2 n2 True) (MG (RZ;K);LY holds,whee (adndy = Y (f);
Proof sketch: By Lemma7,12and10. 2
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(ProgSpeg f == (lys;::5;yn]; O

(CdHpSper y == ff; ng
(ResouceINV) G 2 Lodks* MemPed

(MemPed m 2 Memory! Prop

Fig. 9. SpecificationConstructfor CSL

5 Concurrent SeparationLogic (CSL)

Both AGL andSAGL treatlock/unlockprimitivesasnormalinstructions.They do not
requirethatsharednemorybeprotectedoy locks. This shavsthegeneralityof the A-G
method,which makesno assumptioraboutlanguageconstructsfor synchronizations.
Any ad-hocsynchronizationsanbeveri ed usingthe A-G method.

If we focuson a specialclassof programsfollowing Hoare[6] whereaccessesf
sharedresourcesare protectedby critical regions (implementedby locks in our lan-
guage)we canfurther simplify our SAGL logic and derive a variationof CSL (CSL
adaptedo our assemblyanguage).

5.1 CSL Specificationsand Rules

In CSL, sharedmemoryis partitionedand eachpart is protectedby a uniquelock.
For eachpart of the partition, an invariantis assignedo specifyits well-formedness.
A threadcannotaccessharedmnemoryunlessit hasacquiredthe correspondindock.
After thelock is acquiredthe threadtakesadvantageof mutual-exclusionprovidedby
locks and treatsthe part of memoryas private. When the threadreleaseghe lock, it
mustensurethat the part of memoryis well-formedwith regardto the corresponding
invariant.In thisway thefollowing globalinvariantis enforced:

Shaedresoucesare well-formedoutsidecritical regions.

Figure9 shows the speci cation constructdor CSL. The programspeci cation f
containsa collectionof codeheapspeci cationsfor eachthreadandthe speci cation
G for lock-protectednemory Codeheapspeci cationy mapsa codelabelto an as-
sertionn asthe preconditionof the correspondindnstructionsequencetHeren plays
similarrole of theprivatepredicatan SAGL. Sinceeachthreadprivatelyownsthelock
protectedmemoryif it ownsthe lock, all memoryaccessibléy a threadis viewed as
privatememory Thereforewe do notneedanassertiora to specifythe sharednemory
aswedid in SAGL. This alsoexplainswhy we do notneedassumptionandguarantees
in CSL. The speci cation G of lock-protectednemorymapsa lock to aninvariantm
which speci esthecorrespondingartof memory Theinvariantmis simply a predicate
overmemorybecauseheregister le is privateto eachthread.

Inferencerules. Theinferencerulesfor CSL arepresentedn Fig. 11. The proc rule

requiresthat therebe a partition of the global memoryinto n+ 1 parts.EachMy is
privately ownedby threadTy. The well-formednes®f Ty is checled by applyingthe
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m n® €' M:OM1: Mo (M1] Ma= M)A mM 1~ nfM

n mENX@M;(R;k);L):OM ;M5 (M1] M2= M)~ n(My; (RiK);L) A mM
def emp if S=0

8X2SPM) = piy) 8x2LPX) if S= 9 fxig

8M;M1;M2: M1 MAMy; MAmMMiAmMs! M= My

"8I 2 dom(G): Precise(&(1))

Precise(I) def
Precise(Q) de

n) n®%gx:nx1 nox
acqln LN (M:(R:K):L):n(M:(R:K):Lfl; kg)

relln 211 (M:(R:K);L): L(1) = kKA n(M;(R:K);L nflg)

Fig. 10. Definitions of Notationsin CSL

THRD rule. Mg is the partof memoryprotectedby free locks (locks not ownedby ary
threads)lt mustsatisfytheinvariantsspeci edin G. Hereag is the separatingonjunc-
tion of invariantsassignedo freelocksin G, whichis de ned as:

ac &1 (M;(R;k);L): (8 12 (dom(@  dom(L)): G(1)) M; ©)

thatis, shaed resoucesare well-formedoutsideof critical regions Here8 is anin-
dexed, nitely iteratedseparatingonjunctionwhichis formalizedin Fig. 10. Separat-
ing conjunctionswith memorypredicaten mandm nf) arealsode ned in Fig. 10.
Asin O'Hearn'soriginalwork on CSL [11], we alsorequireinvariantsspeci edin Gto
bepreciseg(i.e., Precise(G), asde nedin Fig. 10),thereforewe know ag is alsoprecise.

The THRD rule checksthe well-formednesof threadslt requiresthat the current
extendedthreadstatesatis esthe preconditiom. Sincen only caresabouttheresource
privately ownedby the thread,it takesLjy insteadof completeL asargument.Recall
thatLjy is definedin (2) in Section4 to representhe subsebf L which mapslocksto
k. The conp rule andrulesfor instructionsequencearesimilar to their counterpartsn
AGL andSAGL andrequireno moreexplanation.

In the Lock rule, we use@cq | n® to representhe wealest preconditionof n®
and®) n®for logicalimplicationlifted for statepredicatesThey areformalizedin
Fig. 10.If thelock | instructionsuccessfullyacquireshelock |, we know by our global
invariantthat the part of memoryprotectedby | satis esthe invariant&1) (i.e., n),
becausé¢ is afreelock beforelock | is executed Thereforewe cancarrytheknowledge
min thepostconditiom®. Also, carryingmin n%allows subsequerihstructionsto access
thatpartof memory sinceseparatiodogic predicatesaptureownershipof memory

In theunLock rule, el | n®is thewealestpreconditiorfor n° (seeFig. 10). At the
timethelock| is releasedthememoryprotectecby | mustbewell formedwith respect
to m= ). The separatingonjunctionhereensureghat n® doesnot specifythis part
of memory Thereforethefollowing instructionscannotusethe partof memoryunless
thelock is acquiredagain.Rulesfor otherinstructionsarestraightforvard andare not
shown here.

Figure 12 shavs admissiblerulesfor CSL, includingthe framerulesandconjunc-
tion rules,which canbe provedaslemmasin our meta-logicbhasedon the rulesshovn
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fi;lng;::np] P (Well-formedprogram)

f=(Iyn:nyalQ Ms] M1] ] Mp=M
ag(Ms; ;L) Precise(G yk; G fngg(My;Ty;L) forall k
- (PROG)
filnaisn] ™ (M[Te; Tl L)
‘y;G‘ fng(M;T;L) ‘ (Well-formedthread)
n(M;(R;K);Ljk) y;G Ciy vy;G fngl
- (THRD)
y;G" fng(M;(C;R;1;k);L)
y:G" C:y% (Well-formedcodeheap
gf 2d : Gt fyHf)gC(f
om(y 9 Y 0y°( )9 omm)
y;G Ciy
y;G" fngl (Well-formedinstr. sequences
:G” fngif G fngl 8X@(M;(R;K);L):nX! R(rg)) X
y ngl. nog y nY (s£0) @(M;( ') \) . y (R(rs)) (R)
y;G" fngi;l y;G fngjrrs
y;G fngifnG| (Well-formedinstructions)
0 I
n m)‘ acqln (Lock) n) (‘re n% m (UNLOCK)
y:Gfl; ng’ fnglock | fn% y:Gl; ng’ fngunlock | f n%

Fig. 11.CSL InferenceRules

in Fig. 11. Theframerules(the FraME-s rule andthe FrRAME-I rule) arevery similar to
the hypotheticalframerulespresentedn [12]. Interestedeadersanreferto previous
paperson separatiortogic for theirmeanings.

5.2 Interpretation of CSL in SAGL

We prove the soundnessf CSL by giving it aninterpretationin SAGL, and proving
CSL rulesasderivablelemmas.This interpretationalso formalizesthe specialization
madefor CSL to achieve the simplicity.

From SAGL's point of view, eachthreadhastwo partsof memory:the privateand
thesharedln CSL, the privatememoryof a threadincludesthe memoryprotectecby
locksheldby thethreadandthe memorythatwill neverbesharedThesharednemory
arethe partsprotectedvy freelocks. Thereforewe canusethefollowing interpretation
to translatea CSL speci cationto a SAGL speci cation:

Inls & (agin) )

Iy e £'1f:0y(f)]g if f 2 dom(y); ®)
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y:;G" fngl y:G" fngifnY
- (FRAME-S) - =5
y mG] & fn nyl y mG] & fn ngifn® ny
wherey m% 1f:y () m iff 2 dom(y)

(FRAME-1)

y;G fngl y;G fn%l (CONLS) y;G fmgifnlyg y;G fnygifndg
y:G" fn” nYl y;G" fny” ngifnd” ndg

(conus-1)

Fig. 12. AdmissibleRulesfor CSL

whereag formalizesthe CSL invariantandis de ned by (6). We just reuseCSL speci-
cation n asthespeci cationof privatememory andusethe separatingonjunctionac
of invariantsassignedo freelocksasthe speci cationfor sharedmemory

Sincetheassumptiomndguaranteén SAGL only speci essharedmemorywe can
defineAg andGg for CSL threads:

Ac £ X@M: (R:K);L): X%@M (REK);LY:R = R k= K (agX ! agX9 (9)

Ge E'1X@M; (RiK;L): X@ME (REKY;LY: k= KO ag X~ agX° (10)

which enforcegheinvariantag of sharedmnemory
With above interpretationswe canprove thefollowing soundnestheorem.

Theorem14 (CSL-Soundness).

1. Ify;G" fngifnYin CSLthen[y Jg A Gs ™ f[n]g0if [nlgg in SAGL;
2. Ify;G" fngl in CSLandPrecise(G), then[ly Ig; Ac; G~ f[n]lggl in SAGL;
3. Ify;G" C:y%n CSLandPrecise(G), then[[y [ Ac; G~ C:[ygin SAGL;
4. Ify; G fng(Mg;Tk;L) in CSL,Precise(G), andag (Ms; _;L), then
[y lciAc Gs ™ fInlc9(Ms;M; Ty L) in SAGL;
5. 1f([yv;::5ynl;G;lng;inna] - PinCSLthenF; [[ni]g:::;Inelgl ™ Pin SAGL,

6 SAGL Examples

We usetwo complementarexamplesto demonstratéhow SAGL combinesmerits of
AGL and CSL. Figure 13 shavs a simple program,which allocatesa freshmemory
cell andthenwritesinto andreadsfrom it. Following the MIPS corvention,we assume
theregisterr o alwayscontain). Thecorrespondindpigh-level pseudacodeis givenas
commentdfollowedby &; ©). It is obviousthattwo threadsexecutingthe samecode
(but may usedifferentm) will neverinterferewith eachother, thereforethetestin line
(7) is alwaysTrue andthe programnever reacheshe unsafebranch.

It is trivial to certify the codein CSL sincethereis no memory-sharingtall. How-
ever, dueto the nondeterministioperationof the alloc instruction,it is challengingto
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1) start:  -{( emp, emp)}

2 addi rl1, r0, 1 ;; localint x, v;
3) alloc r2, r1 i x = alloc(l);
{( emp, ra7! )}
4) addi rl1, r0, m
(5) st r1, 0(r2) a Xo=Eom
{( emp, (r27! m)”ry=m)
(6) d r3, 0(r2) noy = I
{( emp, (r27'm”"ri=m"rz=m)}
@) beq r1, r3, safe ;v while(y == m){}
(8) unsafe: -{( emp, False)}
9) free 0 ;v freq0); (* unsafe! *)
(10) safe: {( emp, 7! )}
(112) j safe

Fig. 13. Examplel: MemoryAllocation

(m7ta) (n7!Db)

localint x, v; localint x, v;
while(true){ while(true){
x = [m]; x = [n];
y = [n]; Il y = [m];
if(x >y) {Im] = xy;} if(x >y) {[n] = xy}
if(x ==vy) { break} if(x ==vy) { break}
} }

(m7! gcda;b)) (n7! gcda;b))

Fig. 14. Example2: ParallelGCD

certify the codein AGL becausedhe speci cationof A and G requiresglobal knowl-
edgeof memory We certify the codein SAGL. Assertionsare shavn asannotations
enclosedn &{} °.Recallthatin SAGL the rst assertiorin the pair speci esshared
resourcesandthe secondonespeci es privateresources\We treatall theresourcegs
private,thereforethe sharedpredicateis simply emp. The correspondingd andG are
trivial. Thewholeveri cation is assimpleasin CSL.

Our secondexampleis adaptedirom Yu and Shao[20], which shaws a parallel
implementationof the Euclideanalgorithmto computethe greatesttommondivisor
(GCD) of a andb, storedat locationsmandn initially. The high-level pseudacodeis
shavnin Fig. 14.Memorycellsatmandn aresharedbut locksarenotusedfor synchro-
nization.To certify the codein CSL, we have to rewrite it by wrappingeachmemory-
accesscommandusing 3ock® and aunlock® commandsand by introducingauxiliary
variables.This time we usethe 3AGL part®of SAGL to certify the code.Figure 15
shavs theassemblycodeof the rst thread with speci cationsasannotationsPrivate
predicatesiresimply emp. Theassumptiorandguarantearede ned below, wherewe
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loop:  -{( 9xy: (m7! X) (n7!y)" gcd(x;y) = ged(a;b), emp)}

Id rl, m(r0) norlo<- [m]
9y (m7! x) (n7!'y)" ged(xy) = ged(a;b)Arq= %, emp)}
Id r2, n(r0) 5o 12 < [n]

9y (m7! x) (n7!y)~ ged(xy) = ged(a;b)Mri1=x
Arg yM(xoy! ra=vy), emp)}

bgt rl, r2, calc ;v if (rl >1r2) goto calc
beq rl, r2, done ;v if (rl ==r2) goto done
j loop ;. goto loop

calc: -{( Xy (m7'x) (n7!'y)"gcd(xy)=gcd(a;b) ri=x"rpa=y*x>y, emp)}
sub r3, r1, r2 nor3d=rl - r2
st r3, m(r0) ;o [m] <- 3
i loop ;. goto loop

done: -{( 9x (m7! x) (n7! x)" x= gcd(a;b), emp)}
j done

Fig. 15. ParallelGCD-AssemblyCodefor TheFirst Thread

useprimedvalues(e.g., [M°and[n]9 to representmemoryvaluesin the resultingstate
of eachaction.

A E (= O~ (] MOA M [ nl= (97 (ged(n; [n]) = ged[nf® [n]9)
Gy & (= O~ (M 9~ (] [ = 97 (ged (g [n]) = ged[ni® [n]%)

The exampleshowvn in Fig. 16 is adaptedrom O'Hearn[10]. P-V primitivesare
rstly implementedusinglocks,thenthey areusedfor synchronizationThis example
illustratesthe supportof redistritution of sharecandprivatememoryin SAGL.

7 RelatedWork and Conclusion

O'Hearn [11] proposedCSL for a high-level parallellanguagefollowing Hoare[6].
Synchronizatiorin the languageis achievzed by the conditionalcritical region (CCR)
in the form of awith r when b do c°. Semanticof CCRsis asfollows: the statement
canbeexecutedonly if theresource hasnot beenacquiredby othersandthe Boolean
expressiorb is true; otherwisehethreadwill beblocked.We adaptCSLto anassembly
languageThe CCRcanbeimplementedisingourlock/unlockprimitives.Eachlock in
our languagecorrespond$o a resourcenameat the high-level. Atomic instructionsin
our assemblyanguagearevery similar to actionsin BrookesSemantic$2], wherese-
manticfunctionsarede ned for statementsindexpressionsThesesemantidunctions
canbeviewedasatranslatiorfrom thehigh-level languagéeo alow-levellanguagesim-
ilar to ours.Recently Reynolds[16] andBrookes[3] have studiedgrainlesssemantics
for concurreng. Brookesalsogivesa grainlesssemanticso CSL[3].

Theproa rule of our CSL correspond$o O'Hearn's parallelcompositiorrule [11].
The numberof threadsn our machineis x ed,thereforethe nestedparallelcomposi-
tion statemensupportedoy Brookes[2] is not supportedn our languageWe studied
veri cation of assemblycodewith dynamicthreadcreationin anearlierpaper5].
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st
j

V_busy: -{(a g
lock
@ o
@ o
Id
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st
(@@ o
unlock
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J

done: -{(a g
J

(s7'x) ((x=0"emp)_(x=17107! )
9x:1((s;X))

I(free );l2; I(busy)g

L(l) = self

emp)}

1

I(free ))}

rl, free(r0)

I(free ;r1) "~ own(l1))}

rl, r0, dec_P

r1= 0" I(free ;r1)” own(l1))}
1

emp)}

P_free

r1= 17 I(free ;r1)” own(l1))}
ri, r1, 1

r1= 0" I(free ;1)” own(l1))}
rl, free(r0)

(107! _) I(free ;0)™ own(l1))}
(107! )~ own(l1))}

1

107! )}

body

107! )}
r2, r0, m
r2, 10(r0)
V_busy

107! )}

2

(107! )~ own(l2))}
(107! _) 1(busy;0)”" own(l2))}
rl, busy(r0)

rl, ro, 1

rl, busy(r0)
I(busy; 1) " own(l2))}
2

emp)}

done

emp)}
done

"

"

"

while(true){
lock 11

if ([free]>0) break

unlock |1

}

[free] <- [free]-1

unlock I

[10] <- m

lock Io

[busy] <- [busy]+1

unlock I»

Fig. 16. SAGL Example:SynchronizationBasedon P-V Operations
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CSL is still evolving. Bornatet al. [1] proposeda re nement of CSL with ne-
grainedresourceaccountingParkinsonetal. [14] appliedCSL to verify anon-blocking
implementatiorof stacks.As in the original CSL, theseworks alsoassumdanguage
constructdor synchronizationsWe suspecthatthereexist reductionsrom thesevari-
ationsto SAGL-like logics.We leave this asour futurework.

Concurrentlywith our work on SAGL, VafeiadisandParkinson[18] proposedan-
other approachto combiningrely/guaranteeand separatiorlogic, which we refer to
hereasRGSepBothRGSepandSAGL partitionmemoryinto sharedandprivateparts.
However, sharednemorycannotbe accessedirectlyin RGSeplt hasto becorverted
into private rst to be accessedConversionscanonly occurat boundarief critical
regions,which is a built-in languageconstructrequiredby RGSepto achieve atomic-
ity. RGSepin principle,doesnot assumesmallesigranularityof transitionsln SAGL,
sharedmemory can be accessedlirectly, or be corvertedinto private rst andthen
accessedCorversionscanbe madedynamicallyat ary programpoint, insteadof be-
ing coupledwith critical regions.However, like A-G reasoningSAGL assumesmall-
estgranularity We suspecthat RGSepcanbe compiledinto a specializedversionof
SAGL, following the way we translateCSL. On the otherhand,if ourinstructionsare
wrappedusingcritical regions,SAGL mightbe derivedfrom RGSepoo.

We alsouseSAGL asthe basisto formalizethe relationshipbetweenCSL and A-
G reasoningWe encodethe CSL invariantasan assumptiorandguaranteen SAGL,
andprove that CSL rulesarederivablefrom correspondingSAGL ruleswith the spe-
ci ¢ assumptiorandguaranteeSoundnessf SAGL is provedfollowing the syntactic
approacho type soundnesOurwork hasbeenformalizedin Coq[4].
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