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Abstract l

Self-modifying code (SMC), in this paper, broadly refers to any
program that loads, generates, or mutates code at runtime. It is
widely used in many of the world’s critical software systems to sup-
port runtime code generation and optimization, dynamic loading
and linking, OS boot loader, just-in-time compilation, binary trans-
lation, or dynamic code encryption and obfuscation. Unfortunately,
SMC is also extremely flicult to reason about: existing formal

verification techniqgues—including Hoare logic and type system—
consistently assume that program code stored in memory is fixed
and immutable; this severely limits their applicability and power.
This paper presents a simple but novel Hoare-logic-like frame-
work that supports modular verification of general von-Neumann
machine code with runtime code manipulation. By dropping the as-
sumption that code memory is fixed and immutable, we are forced

| Examples | System [ where |
opcode modification GCAP2 Secb5.2
control flow modification | GCAP2 Sec6.2
Common | unbounded code rewriting GCAP2 Sec 6.5
Basic runtime code checking GCAP1 Sec6.4
Constructs| runtime code generation | GCAP1 Sec 6.3
multilevel RCG GCAP1 Sec 4.1
self-mutating code block [ GCAP2 Sec 6.9
mutual modification GCAP2 Sec 6.7
self-growing code GCAP2 Sec 6.6
polymorphic code GCAP2 Sec 6.8
code optimization GCAP21 | Sec6.3
Typical code compression GCAP1 Sec 6.10
Applications code obfuscation GCAP2 Sec 6.9
code encryption GCAP1 Sec 6.10
OS boot loaders GCAP1 Sec6.1
shellcode GCAP1 Sec6.11

to apply local reasoning and separation logic at the very begin-

ning, and treat program code uniformly as regular data structure.
We address the interaction between separation and code memory
and show how to establish the frame rules for local reasoning even
in the presence of SMC. Our framework is realistic, but designed
to be highly generic, so that it can support assembly code under al
modern CPUs (including both x86 and MIPS). Our system is ex-
pressive and fully mechanized. We prove its soundness in the Coq
proof assistant and demonstrate its power by certifying a series of
realistic examples and applications—all of which can directly run
on the SPIM simulator or any stock x86 hardware.

Table 1. A summary of GCAP-supported applications

Neumann machines)—that supports modular verification of gen-
Ieral machine code with runtime code manipulation. By dropping
the assumption that code memory is fixed and immutable, we are
forced to apply local reasoning and separation logic [14, 30] at the
very beginning, and treat program code uniformly as regular data
structure. Our framework is realistic, but designed to be highly
generic, so that it can support assembly code under all modern
CPUs (including both x86 and MIPS). Our paper makes the fol-

lowing new contributions:

1. Introduction

Self-modifying code (SMC), in this paper, broadly refers to any
program that purposely loads, generates, or mutates code at run-
time. It is widely used in many of the world’s critical software sys-
tems. For example, runtime code generation and compilation can
improve the performance of operating systems [21] and other ap-
plication programs [20, 13, 31]. Dynamic code optimization can
improve the performance [4, 11] or minimize the code size [7]. Dy-
namic code encryption [29] or obfuscation [15] can support code
protection and tamper-resistant software [3]; they also make it hard
for crackers to debug or decompile the protected binaries. Evolu-
tionary computing systems can use dynamic techniques to support
genetic programming [26]. SMC also arises in applications such
as just-in-time compiler, dynamic loading and linking, OS boot-
loaders, binary translation, and virtual machine monitor.

Unfortunately, SMC is also extremelyfficult to reason about:
existing formal verification techniques—including Hoare logic [8,
12] and type system [27, 23]—consistently assume that program e
code stored in memory is immutable; this significantly limits their
power and applicability.

In this paper we present a simple but powerful Hoare-logic-
style framework—namely GCAP (i.e., CAP [33] ore@eral von

Our GCAP system is the first formal framework that can suc-
cessfully certify any form of runtime code manipulation—
including all the common basic constructs and important appli-
cations given in Table 1. We are the first to successfully certify
a realistic OS boot loader that can directly boot on stock x86
hardware. All of our MIPS examples can be directly executed
in the SPIM 7.3 simulator[18].

e GCAP is the first successful extension of Hoare-style program

logic that treats machine instructions as regular mutable data
structures. A general GCAP assertion can not only specify
the usual precondition for data memory but also can ensure
that code segments are correctly loaded into memory before
execution. We develop the idea parametric code block#o
specify and reason about all possible outputs of each self-
modifying program. These results are general and can be easily
applied to other Hoare-style verification systems.

GCAP supports both modular verification [9] and frame rules
for local reasoning [30]. Program modules can be verified
separately and with minimized import interfaces. GCAP pin-
points the precise boundary between non-self-modifying code
groups and those that do manipulate code at runtime. Non-self-



modifying code groups can be certified without any knowledge (Maching M ::= (Extensioninstr, Ec: Instr — ByteList

about each other’s implementation, yet they can still be safely Next: Address- Instr — State— State

linked together with other self-modifying code groups. Npc : Address— Instr — State— Addres$
e GCAP is highly generic in the sense that it is the first attempt (Statg  § = (MLE) .

to support diferent machine architectures and instruction sets (Mem) M :i={f~ b}

in the same framework without modifying any of its inference (Extensioh E :=...

rules. This is done by making use of several auxiliary func- (Addres$ £,pc:=... (natnumj

tions that abstract away the machine-specific semantics and by Byte b = (0.255)

constructing generic (platform-independent) inference rules for y - -

certifying well-formed code sequences. (ByteLis) bs :=b,bs|b

In the rest of this paper, we first present our von-Neumann ma- (Inst)
chine GTM in Section 2. We stage the presentation of GCAP: Sec- (World) W ::= (8, pc)
tion 3 presents a Hoare-style program logic for GTM; Section 4

presents a simple extended GCAP1 system for certifying runtime
code loading and generation; Section 5 presents GCAP2 which
extends GCAP1 with general support of SMC. In Section 6, we |f pecode(S, pc,:) is true, then
present a large set of certified SMC applications to demonstrate

Figure 1. Definition of target machine GTM

the power and practicality of our framework. Our system is fully (S,pc) — (NetiC,L(S)7 NpCpc,L(S))
mechanized—the Coq implementation (including the full sound-
ness proof) is available on the web [5]. Figure 2. GTM program execution

2. General Target Machine GTM which may include register files and disks, etc. No explicit code
In this section, we present the abstract machine model and its op-heap is involved: all the code is encoded and stored in the memory
erational semantics, both of which are formalized inside a mech- and can be accessed just as regular dasir specifies the instruc-
anized meta logic (Coq [32]). After that, we use an example to tion set, with an encoding functidfc describing how instructions
demonstrate the key features of a typical self-modifying program. can be stored in memory as byte sequences. We also introduce an
21 SMC on Stock Hardware auxiliary Decode predicate which is defined as follows:

Before proceeding further, a few practical issues for implementing Decode((M.E). £.0) = Ec() = (M[£]...... M[£+[Ec()-1])

SMC on today’s stock hardware need to be clarified. First, most In other wordsPecode(S, f,) states that under the statecertain

CPU nowadays prefetches a certain number of instructions before consecutive bytes stored starting from memory addfease pre-

executing them from the cache. Therefore, instruction modification cisely the encoding of instructian

has to occur long before it becomes visible. Meantime, for back- Program execution is modeled as a small-step transition relation

ward compatibility, some processors would detect and handle this between twoworlds (i.e., W — W’), where a worldW is just a

itself (at the cost of performance). Another issue is that some RISC state plus a program countet that indicates the next instruction to

machines require the use of branch delay slots. In our system, webe executed. The definition of this transition relation is formalized

assume that all these are hidden from programmers at the assemblyn Fig 2. Next andNpc are two functions that define the behavior of

level (which is true for the SPIM simulator). all available instructions. When instructiolocated at address: is
There exist more obstacles against SMC at the OS level. Oper- executed at stat®, Next,c,(S) is the resulting state ardpc, ,(S)

ating systems usually assign a flag to each memory page to protecis the resulting program counter. Note tigxt could be a partial

data from being executed or, code from being modified. But this function (since memory is partial) whilepc is always total.

can often be get around through special techniques. For example, To make a step, a certain number of bytes starting fpanare

only stacks are allowed to support both the writing access and the fetched out and decoded into an instruction, which is then executed

execution at the same time under Microsoft Windows, which pro- following theNext andNpc functions. There will be no transition if

vides a way to do SMC. Next is undefined on a given state. As expected, if there is no valid
To simplify the presentation, we will no longer consider these transition from a world, the execution gets stuck.
effects because they do noffect our core ideas in the rest of To make program execution deterministic, the following condi-

this paper. It is important to first sort out the key techniques for tion should be satisfied:
reasoning about SMC, while applying our system to deal with
specific hardware and OS restrictions will be left as future work. ¥S,£,11,12.Decode(S, £,11) ADecode(S, £,12) — 11 = ¢z

. In other words Ec should be prefix-free: under no circumstances
2.2 Abstract Machine should the encoding of one instruction be a prefix of the encoding of
Our general machine model, namely GTM, is an abstract frame- another one. Instruction encodings on real machines follow regular
work for von Neumann machines. GTM is general because it can be patterns (e.g., the actual value for each operand is extracted from
used to model modern computing architecture such as x86, MIPS, certain bits). These properties are critical when involving operand-
or PowerPC. Fig 1 shows the essential elements of GTM. An in- modifying instructions. Appeet al [2, 22] gave a more specific
stanceM of a GTM machine is modeled as a 5-tuple that deter- decoding relation and an in-depth analysis.

mines the machine’s operational semantics. The definitions of th&lext andNpc functions should also guar-

A machine stateS should consist of at least a memory com- antee the following property: if {{, E),pc) — ((M’,E’),pc’) and
ponentM, which is a partial map from the memory address to its M’ is a memory whose domain does not overlap with thoskl of
storedBytevalue.Bytespecifies the machine byte which is the min- andM’, then (MuUM”,E),pc) +— (M’ UM",E’),pc’). In other
imum unit of memory addressing. Note that because the memory words, adding extra memory does ndieat the execution process
component is a partial map, its domain can be any subset of nat-of the original world. This property can be further refined into the
ural numbersE represents other additional components of a state, following two fundamental requirements of tNext andNpc func-
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(Stat9 S = (M,R) (Word) w :=b,b

(RegFild R € Register— Value (Statg S :=(M,R,D)
(Registey r :=$1]...]%$31 (RegFilg R = {TIGV*Wl* U{rs~ w)
(Valud i, = ... (intnumg (Oisi) D ::={l~b)
(Word) w,(i)s ::=b,b,b,b (Word Regp r*°::=rax|rex|rcx|rox | rsi|roi | rep|rsp
,{1)4 ..= Db,0,D,

(Byte Regp r® :=ran|raL|ren | reL|rcH | reL | Ton | ToL
(Segment Reysr’ ::=rps|res|rss
(Instr) ¢ = movw w,r® | movw r'6,rS | movb b, r®
|jmpb|jmplw,w|intb]...

(Instr) ¢ :==nop|lirg,i|addrq,rs,rt | addi ri,re,i
| move rq,rs| W ry,i(rs) | sw ry,i(rs)
[larg,f|jf]|jrrs|beqrsry,iljal £
| mul rq,rs,rt | bne re,ry,i

Figure 3. Myps data types Figure 5. Mygg data types

R(ran) := R(rax)&(255<«8) R(raL):=R(rax)&255

Ec() ... R(rgn) :=R(rex)&(255<« 8) R(rpL):=R(rpx)&255
. > R(I‘CH) = R(rcx)&(255 < 8) ]R(rCL) = R(rcx)&255
[ife= [ thenNextyc,(M.R) = R(rpn) := R(rpx)&(255 < 8) R(rpy) := R(rpx)&255
jal £ (M, R{$31~ pc+4})
nop_ | LR Riran~~b} 1= Rirax~ (R(rax)&255b < 8)}
lirq,/laral | (M Rira~1) Rira~b} = Rirax~ (R(rax)&(255 < 8)b)}
addrg,rs,rr | (M,R{rg~R(rs)+R(rt))) R{rgn~b) = R{rgx~ (R(rsx)&2550b < 8))
addi ri, rs, i (ML R{r{~R(rs)+i}) R{rgL~b} 1= R{rgx~ (R(rgx)&(255 < 8)b)}
move Iq, I's (MLR{rg~ R(rs)}) R{rcH~b} = R{rcx~ (R(rcx)&255b < 8)}
Iw rt,i(rs) (ML R{rg~ (M(£), ..., M(£+3))1}) R{rcL~b} = R{rcx~ (R(rcx)&(255 < 8)b)}
_ if £=R(rs)+i € dom(M) R{rpy~b} = R{rpx~ (R(rpx)&255b < 8)}
SW rt,i(rs) (M{£, ..., £+3~ (R(r1))a},R) R{rpL~b} = R{rpx~ (R(rpx)&(255 < 8)|b)}
if £=R(rs)+i € dom(M)
mul rq,rs, T (M, R{rg~R(rs)xXR(rt)}) - - -
Otherwisse : (M.R) > : Figure 6. Myge 8-bit register use
and
[fe= | thenNpc,.,(M,R) = ] Ec() =...,
if f [ife= [ thenNext,. (M,R,D) = ]
Irrs R(rs) . movw w, r18 (M,R{rle'\» w}, D)
beqrer.i | PCH!  Whenk(re) =Eiry). moww 17, 1'% | (M.R(r™%~>R(x™®)].D)
pc+4  whenR(rs) # R(rt) movw r® rS | (M, R{r°~R(r®)},D)
jal £ f moww >, | (M, R{r®~R(r%)},D)
bne re. i {pc+i whenR(rs) # R(ry), movb b.r® (ML, R(r®~ b}, D)
7" | \pc+4  whenR(rs) = R(ry) movb 81,5 | (M, R{r®2~ R(r%1)},D)
Otherwise | pc+|Ec(i)] jmp b (M,R,D)
; - N jmpl W1, W2 (M,R,D)
Figure 4. My ps operational semantics intb BIOS Callb (M, R, D)
tions: _ and
[fe= | thenNpc,.,(M.R) = |
VM, M’, Mo, E,E, pc,t. ML Mg A Nextye (M, E) = (M, E") - jmp b pc+2+b
M’ 1Mo A Nextpe, (MM, E) = (M'&Mo,E) (1) Jmplwa, W Wy * 16+ w,

Non-jmp instructions| pc+|Ec(c)]

Vpc,.,M,M’, E.NpCp, (M. E) = Npc,., (MM, E)  (2)
where Figure 7. Mygg Operational semantics
M1M’ £ dom(M) N dom(M')=0,

MyM £ MUM' if MLM'.

The set of instructiondnstr is minimal and it contains only
the basic MIPS instructions, but extensions can be easily made.
Mwmips supports direct jump, indirect jump, and jump-and-link
(jal) instructions. It also provides relative addressing for branch
By specializing every component of the machifieaccording to instructions (e.gbeq rs, v, i), but for clarity we will continue using
different architectures, we obtainfidgirent machines instances. code labels to represent the branching targets in our examples.

TheEc function follows the dficial MIPS documentation and is
. . ; omitted. Interested readers can read our Coq implementation. Fig 4
instance of the GTM framework (Fig 3). Mwips, the machine - ;o5 the definitions oRext andNpc. It is easy to see that these

state consists of a4, R) pair, whereR is a register file, defined 1 tions indeed satisfy the requirements we mentioned earilier.
as a map from each of the 31 registers to a stored value. $0 is not

included in the register set since it always stores constant zero andx86 (16-bit) specialization. In Fig 5, we show our x86 machine,
isimmutable according to MIPS convention. A machiderdis the Myse, as an instance of GTM. The specification biygg is a
composition of fouBytes. To achieve interaction between registers restriction of the real x86 architecture. It is limited to 16-bit real
and memory, two operators -1 and(-)4 — are defined (details mode, and has only a small subset of instructions, including indirect
omitted here) to do type conversion betwé&ardandValue and conditional jumps. We must note, however, that this is not due

2.3 Specialization

MIPS specialization. The MIPS machineMyps is built as an
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Call 0x13 (disk operations) id = 0x13)

Command 0x02 (disk read)  R(ran) = 0x02)

Parameters
Count = R(raL) Cylinder= R(rcn)
Sector = R(rcL) Head = R(rpn)
Disk Id = R(rpL) Bytes = Countx512
Src = (Sector1)%512
Dest = R(rgs)#*16+R(rpx)

Conditions
Cylinder=0 Head= 0
Disk Id = 0x80 Sectok 63

Effect
M’ = M{Dest+i~>D(Src+i)} (0<i < Bytes)
R’ =R{ran~ 0} D'=D

Figure 8. Subset ofMygs BIOS operations

.data # Data declaration section
100 new: addi $2, $2, 1 # the new instr
.text # Code section
200 main: beq $2, $4, modify # do modification
204 target: move $2, $4 # original instr
208 j halt # exit
212 halt: j halt
216 modify: lw  $9, new # load new instr
224, sw  $9, target # store to target
232 j target # return

Figure 9. opcode.s: Opcode modification

to inability to add such instructions, but simply due to the lack of
time that would be needed to be both extensive and correct in our
definitions. But the subset is not so trivial as to be useless; in fact
it is adequate for certification of interesting examples such as OS
boot loaders.

In order to certify a boot loader, we augment th§gg State to
include a disk. Everything else that is machine specific hasteote
on the GTM specification. Some of the featured/fggs include the
8-bit registers, which are dependent on 16-bit registers. This fact
that is responsible for Fig 6, which shows how the 8-bit registers
are extracted out of the 16-bit ones. The memoryAdfgs is
segmented, a fact which is mostly invisible, except in the long jump
instruction (Fig 7). as a black box with proper formal specifications
(Fig 8). We define the BIOS call as a primitive operation in the
semantics. In this paper, we only define a BIOS command for disk
read, as it is needed for our boot loader.

Since the rules of the BIOS semantics are large, it is unwieldy to

present them in the usual mathematical notation, and instead a more

c!)Ie

descriptive form is used. The precise definition can be extracted if
one takes the parameters to be let statements, the condition an
the command number to be a conjunctive predicate over the initial
state, and theffect to be the ending state in the fortd’(R’,D").

Since we did not want to present a complex definition of the
disk, we assume our disk has only one cylinder, one side, and 63
sectors. The BIOS disk read command uses that assumption.

2.4 A Taste of SMC

We give a sample piece of self-modifying code (i€pcode.s)

in Fig 9. The example is written itMyps syntax. We use line
numbers to indicate the location of each instruction in memory.
It seems that this program will copy the value of register $4 to

register $2 and then catlalt. But it could jump to themodify
subroutine first which will overwrite thearget code with the new
instructionaddi $2,$2 1. So the actual result of this program can
vary: if R($2) # R($4), the program copies the value of $4 to $2;
otherwise, the program simply adds $2 by 1.

Even such a simple program cannot be handled by any existing
verification frameworks since none of them allow code to be mu-
tated at anytime. General SMCs are even more challenging: they
are dificult to understand and reason about because the actual pro-
gram itself is changing during the execution—it iffdiult to figure
out the program’s control and data flow.

3. Hoare-Style Reasoning under GTM

Hoare-style reasoning has always been done over programs with
separate code memory. In this section we want to eliminate such re-
striction. To reason about GTM programs, we formalize the syntax
and the operational semantics of GTM inside a mechanized meta
logic. For this paper we will use the calculus of inductive construc-
tions (CiC) [32] as our meta logic. Our implementation is done us-
ing Coq [32] but all our results also apply to other proof assistants.

We will use the following syntax to denote terms and predicates
in the meta logic:

(Term) A,B::=Set| Prop | Type | x| AX:A.B|AB
|A—B]ind. def]...

(Prop) p,q ::=True | False | =p| pAQ| pVvqglp—q
[VX:A.p|AX:Ap]...

3.1 From Invariants to Hoare Logic
The program safety predicate can be defined as follows:

. [True ifn=0
Safenn(W) = {3W'.w — W’ A Safenn_y(W') ifn>0
Safe(W) £ Vn:Nat.Safeny(W)

Safenp states that the machine is safe to exeauteps from a
world, while Safe describes that the world is safe to run forever.

Invariant-based method [17] is a common technique for proving
safety properties of programs.

Definition 3.1 An invariant is a predicate, namelinv, defined
over machine worlds, such that the following holds:

o YW.Inv(W) — AW’ . (W — W) (Progress)
o VYW.INV(W) A (W — W) — Inv(W’) (Preservation)

The existence of an invariant immediately implies program safety,
as shown by the following theorem.

Theorem 3.21f Inv is an invariant theWW. Inv(W) — Safe(W).
Invariant-based method can be directly used to prove the exam-
we just presented in Fig 9: one can construct a global invariant
for the code, as much like the tedious one in Fig 10, which satisfies
our Definition 3.1.

Invariant-based verification is powerful especially when carried
out with a rich meta logic. But a global invariant for a program,
usually troublesome and complicated, is often unrealistic to di-
rectly find and write down. A global invariant needs to specify the
condition on every memory address in the code. Even worse, this
prevents separate verification (offfidirent components) and local
reasoning, as we see: every program module has to be annotated
with the same global invariant which requires the knowledge of the
entire code base.

2007331



(CodeBlock B :=f:1
(InstrSeq I =41

Inv(M, R, pc) = Decode(M, 100,¢100) A Decode (M, 200, t200) A
Decode(M, 208 t20g) A Decode(M, 212 t219) ADecode(M, 216,t216) A

Decode(M, 224 t24) ADecode(M, 232 t232) A ( (CodeHeap Ci={f~1I}"
(pc=200A Decode(M., 204 t204)) V (pc=204A Decode(M, 204 t204))V (Assertion a e State— Prop
(pc=204ADecode(M, 204 1190) AR($2) = R($4))v (ProgSpet ¥ € Address— Assertion

(pc=208A R($4) < R($2) < R($4)+ 1)V
(pc=212AR($4) < R($2) < R($4)+ 1)V (pc=216AR($2) # R($4))V
(pc=224AR($2) = R($4) A (R($9)4 = EC(t100))V

Figure 12. Auxiliary constructs and specifications

3N E(S2) < F(54 de(1. 20 a=>a £VvS.(aS—a’s) aoa zVvS.(aSe as)
= A = AD s
(pc ($2) = R($4)ADecode( 1100))) -a £1S.-a$ ana’ 2AS.aSAa’sS
Figure 10. A global invariant for the opcode example ava’ £aS.aSva’s a—a £iS.aS—a’s
¥x.a £AS.¥x.(a¥) dx.a £41S.3x.(af)
axa’ = A(Mo,R). IM, M’. Mo=Mw&M’ A a(M,R) Aa’(M’,R)
Code Heap=—) Code Blocks = Control Flow whereMwM’ £ MUM’ whenM_LM’, M1M’ £ dom(M)Ndom(M")=0
S 2 , ,
s Figure 13. Assertion operators
I £ —
immutability can be enforced in the inference rules using a simple
I separation conjunction borrowed from separation logic [14, 30].

I fy:
(pZ) 3.2 Specification Language
Our specification language is defined in Fig 12. A code blbika
} syntactic unit that represents a sequehaEnstructions, beginning

at specific memory address Note that in CAP, we usually insist
that jump instructions can only appear at the end of a code block.
e — This is no longer required in our new system so the division of code
blocks is much more flexible.

fs:

f3:
3 {ps}

T The code heag is a collection of code blocks that do not over-
- - lap, represented by a finite mapping from addresses to instruction
Figure 11. Hoare-style reasoning of assembly code sequences. Thus a code block can also be understood as a singleton

code heap. To support Hoare-style reasoning, assertions arediefin
Traditional Hoare-style reasoning over assembly programs as predicates over GTM machine states (i.e., via “shallow embed-
(e.g., CAP [33)]) is illustrated in Fig 11. Program code is assumed ding”). A program specificatiol is a partial function which maps
to be stored in a static code heap separated from the main mem-2& memory address to its corresponding assertion, with the intention
ory. A code heap can be divided intofidirent code blocks (i.e.  to represent the precondition of each code block. THusnly has
consecutive instruction sequences) which serve as basic certify-entries at each location that indicates the beginning of a code block.
ing units. A precondition is assigned to every code block, whereas ~ Fig 13 defines an implication relation and a equivalence relation
no postcondition shows up since we often use CPS (continuation between two assertionss() and also lifts all the standard logical
passing style) to reason about low-level program&epent blocks operators to the assertion level. Note thetence betweea— a’
can be independently verified then linked together to form a global anda = a’: the former is an assertion, while the latter is a propo-
invariant and complete the verification. sition! We also define standard separation logic primitives [14, 30]
Here we present a Hoare-logic-based system GCAPO for GTM. as assertion operators. The separating conjunctipaf two asser-
Comparing to the limited usage of existing systems TAL or CAP, a tions holds if they can be satisfied on two separating memory ar-
system working on GTM do have several advantages: eas (the register file can be shared). Separating implication, empty
First, instruction set and operational semantics come as an in-heap, or singleton heap can also be defined directly in our meta
tegrated part for a TAL or CAP system, thus are usually fixed and logic. Solid work has been established on separation logic, which
limited. Although extensions can be made, it costs fair amount of We use heavily in our proofs.
efforts. On the other hand, GTM abstracts both components out,
and a system that directly works on it will be robust and suitable | emma 3.3 (Properties for separation logic)Let a, a’ anda” be
fOI’ d|ﬁerent arChlteCture. assertionS, then we have
Also, GTM is more realistic since it has the benefit that pro- )
grams are encoded and stored in memory as real computing plat- 1. For any assertionsanda’, we havea+a’ < a’xa.
form does. Besides regular assembly code, A GTM-based verifica- 2. For any assertions a’ anda”, we have §xa’) xa” < ax(a’«
tion system would be able to manage real binary code. a’).
Our generalization is not trivial. Firstly, unifying filerent types 3. Given typeT, for any assertion functioR € T — Assertionand
of instructions (especially between regular command and control assertiora, we have ixe T.P X)xa & Axe T.(P xxa).
transfer instruction) without loss of usability requires an intrinsic 4. Given typeT, for any assertion functioR € T — Assertionand
understanding of the relation between instructions and program  assertiora, we have {xc T.P X)*a & ¥xe T.(P xxa).
specifications. Secondly, code is easily guaranteed to be immutable
in an abstract machine that separates code heap as an individualWe omit the proof of these properties since they are standard laws
component, which GTM is dierent from. Surprisingly, the same  of separation logic [14, 30].

5 2007331



blk(£:7) £ {ﬂS.Decode(S,f,L) ifI=1
blk(C) = Vfedom(C).blk(f: C(£f))
Y=V 2Viedom(W). (Y(f) = V()
Yi(f) if £edom(¥1)\dom(¥2)
(W1UW2)(£) £ {Wa(f) if £edom(¥2)\dom(¥1)
Yi(£f) vWa(f) if £edom(¥1)ndom(¥yz)

AS.Decode(S, £,¢) A (b1k(£+|Ec(y)|: ") S) if I=¢T

Figure 14. Predefined functions

(Well-formed Worlg

WrC:P (ax(blk(C)Ablk(pc:D)S Prialpc:I

FrE.p0) (PrOG)
(Well-formed Code Heap
YirCq: “Pi YorCo: ‘I"’z dom((Cl) N dom((Cg) =0
(LINK-C)

WlU\VQI-C;lUCzZ‘*FiU‘*F’Z

Yi{ajf:I

We can instantiate thexSTR andSEQ rules on each instruction
if necessary. For example, specializinZgTR over the direct jump
(j £7) results in the following rule:

a=Y(f)
o oo O
Yr{a}f:jf
SpecializingSEQ over theadd instruction makes
Yr{a'}f+4:1 YU{f+4~ a’}+{a}f:add ry,rs, 1t
VYi+{a}f:add rq,rs,rt;1
which viaINSTR can be further reduced into
Yr{a'}f+4:1
YOLR).2 (LR) - & (LREFg»RE)RE)) o
Y +{a}f:add rq,rs,r; 1
Another interesting case is the conditional jump instructions,
such aseq, which can be instantiated from rudeQ as
YH{a'}(£f+4):1 Y(M,R).a (M,R) — ((R(rs) = R(rt) —
Y(£+i) (M,R)) A (R(rs) # R(rt) — a’ (M,R)))
Y +{a}f:beqrs,r,i;I

(BEQ)

The instantiated rules are straightforward to understand and

Vi (foT) (foa) (conr) convenient to use. Most importantly, they can be automatically
generated directly from the operational semantics for GTM.

The well-formedness of a code heap K C : ') states that
given¥’ specifying the preconditions of each code blockCofll
the code irC can be safely executed with respect to specification
Here the domain of and¥’ should always be the same. TtHP

rule casts a code block into a corresponding well-formed singleton

¥S.a 8 — W(Npcg, (S)) (Nexte, (S)) code heap, and thelNK-c rule merges two disjoint well-formed
Y{a}f:t (insR) code heaps into a larger one.

A world is well-formed with respect to a global specificati®n
(thePrOG rule), if

¥ +{a}B (Well-formed Code Block

Y {a’ }(£+|Ec()]): I YU {f+Ec(l)|~ a’} +{a}f:¢ (s£0)
Yrla)f ol SEQ

Figure 15. Inference rules for GCAPO

th ti de h i II-fi d with
Fig 14 defines a few important macrdstk(B) holds if B is * the entire code heap Is well-formed with respec¥to

stored properly in the memory of the current stdigk(C) holds

if all code blocks in the code hedpare properly stored. We also
define two operators between program specifications. We say that
one program specification is stricter than another, nanfely ¥/,

if every assertion in? implies the corresponding assertion at the The PROG rule also shows how we use separation conjunction to
same address Hi’. The union of two program specifications is just  ensure that the whole code heap is indeed in the memory and
the disjunction of the two corresponding assertions at each addressalways immutable; because assertiorannot refer to the memory
Clearly, any two program specifications are stricter than their union region occupied by, and the memory domain never grow during
specification. the execution of a program, the whole reasoning process below the
top level never involves the code heap region. This guarantees that
no code-modification can happen during the program execution.

To verify the safety and correctness of a program, one needs to
first establish the well-formedness of each code block. All the code
blocks are linked together progressively, resulting in a well-formed
global code heap where the two accompanied specifications must
match. Finally, thePROG rule is used to prove the safety of the
initial world for the program.

e the code heap and the current code block is properly stored,;
¢ A preconditiona is satisfied, separately from the code section;
e the instruction sequence is well-formed under

3.3 Inference Rules

Fig 15 presents the inference rules of GCAPO. We give three sets
of judgments (from local to global): well-formed code block, well-
formed code heap, and well-formed world.

Intuitively, a code block is well-formed¥( + {a}B) iff, starting
from a state satisfying its preconditian the code block is safe to
execute until it jumps to a location in a state satisfying the spec-

ification . The well-formedness of a single instruction (rule Soundness and frame rules. The soundness of GCAPO guaran-
STR) directly follows this understanding. Inductively, to validate tees that any well-formed world is safe to execute. Establishing a
the well-formedness of a code block beginning withnder pre-  \ell-formed world is equivalent to an invariant-based proof of pro-
conditiona (rule SEQ), we should find an intermediate assertion gram correctness: the accompanied specificatiarresponds to

a’ serving simultaneously as the precondition of the tail code se- a global invariant that the current world satisfies. This is established
quence, and the postcondition«ofin the second premise sEQ, through a series of weakening lemmas, then progress and preserva-
since our syntax does not have a postconditidris directly fed tion lemmas; frame rules are also easy to prove.

into the accompanied specification.

Note that for a well-formed code block, even though we have
added an extra entry to the program specificatibrwhen we
validate each individual instruction, théused for validating each
code block and the tail code sequence remains the same.

Lemma3.4¥ + C: ¥ if and only if for every f € dom(¥’) we
havef € dom(C) and¥ +{¥’(£)}£f: C(f).

Proof Sketch: For the necessity, prove from inversion of thek -
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C rule, thecDHP rule, and thewEAKEN-BLOCK rule. For the sffi-
ciency, just repetitively apply theINK-c rule.

Lemma 3.5 contains the standard weakening rules and can be

proved by induction over the well-formed-code-block rules and by
using Lemma 3.4.

Lemma 3.5 (Weakening Properties)
Yi{a)B Y=V
Y +{a’'}B
P1rCiW, V1Y) ¥, =W
¥ FC: Y,

a=>a

(WEAKEN-BLOCK)

(WEAKEN-CDHP)

Proof:
1. By doing induction over theNsTR rule and thesgeQ rule, we
have the result.

2. Easy to see from 1 and Lemma 3.4. [

Lemma 3.6 (Progress)If ¥ + W, then there exists a prografi’,
such that¥/ — W’.

Proof: By inversion of thePROG rule we know that there is a
code sequenckindeed in the memory starting from the current
pc. Suppose the first instruction @fis ¢, then from the rules for
well-formed code blocks, we learn that there exits such that
Y H{ah.

Sincea is satisfied for the current state, by inversion of the
INSTR rule, this guarantees that our wofid is safe to be executed
further for at least one step. [

Lemma 3.7 (Preservation)If ¥ + W andW +— W’, then'¥ + W’.

Proof Sketch: Suppose the premises of throG rule hold. Again,
a code blockpc: I is present in the current memory. We only
need to find ara” andl’ satisfying @’ = (b1k(C) Ablk(pc: 1)) S
and ¥ + {a’}pc: ', when there is av’ = (M’,E’,pc’) such that
Wr— W’

There are two cases:

1. I=is a single-instruction sequence. It would be easy to show
thatpc” € dom(¥) andpc’ € dom(C). We choose

a’ = ¥(pc’), andl’ = C(pc’)

to satisfy the two conditions.

2.1=4T is a multi-instruction sequence. Then by inversion of
the SEQ rule, either we reduce to the previous casepofr =
pc+|Ec(t)] and there is am’ such that¥ +{a’}pc’: I’. Thusa’
andI’ are what we choose to satisfy the two conditions. =

Theorem 3.8 (Soundness of GCAPOIf ¥ + W, thenSafe(W).

Proof: Define predicaténv = AW. (¥ + W). Then by Lemma 3.6
and Lemma 3.7Inv is an invariant of GTM. Together with Theo-
rem 3.2, the conclusion holds. [

The following lemma (a.k.a., the frame rule) captures the
essence of local reasoning for separation logic:

¥i{a)B
(Af.P(f)xa’) H{a*xa'|B
wherea’ is independent of every register modified by
YrC:¥
(Af.P(f)*a) F C: AL ¥ (f) *a
wherea is independent of every register modified ©y

Lemma 3.9 (FRAME-BLOCK)

(FRAME-CDHP)

(Well-formed World

Y+(C,Y) c'cc
(a*(b1k(C") Ablk(pc: 1)) S Y +{ajpc:I
V£ e dom(¥’). (¥ (£) * (b1k(C’) Ablk(pc: I)) = Y(£))

W E.p0) (PrOG-G)
(Well-formed Code Specificatign
Y1 I—(Cl,‘{}i) Yo+ (Cg,‘{ﬂz) dom(C1)Nndom(Cy) =0
(LINK-G)

YiUV¥2 I—(Cl UCQ,W&U‘V'Z)

YC:¥V
¥+ b1k(C) - (C, ¥’ #blk(C))

(LiFT)

Figure 16. Inference rules for GCAP1

Proof: For the first rule, we need the following important fact of
our GTM specializations:
If MoLM; and

NetiC,L(M()’E) = (ME),E/),
then we havME)J_Ml, and
Nextpc, (MowMy, E) = (ME)&)M]_,EI)

Then itis easy to prove by induction over the two well-formed code
block rules. The second rule is thus straightforward. ]

Note that the correctness of this rule relies on the condition we gave
in Sec 2 (incorporating extra memory does nfieet the program
execution), as also pointed out by Reynolds [30].

With the FRAME-BLOCK rule, one can extend a locally certified
code block with an extra assertion, given the requirement that this
assertion holds separately in conjunction with the original assertion
as well as the specification. Frame rules dfedent levels will be
used as the main tool to divide code and data to solve the SMC issue
later. All the derived rules and the soundness proof have been fully
mechanized in Coq [5] and will be used freely in our examples.

4. Certifying Runtime Code Generation

GCAPL1 is a simple extension of GCAPO to support runtime code
generation. In the toprOG rule for GCAPO, the preconditioafor

the current code block must not specify memory regions occupied
by the code heap, and all the code must be stored in the memory and
remain immutable during the whole execution process. In the case
of runtime code generation, this requirement has to be relaxed since
the entire code may not be in the memory at the very beginning—
some can be generated dynamically!

Inference rules. GCAP1 borrows the same definition of well-
formed code heaps and well-formed code blocks as in GCAPO: they
use the same set of inference rules (see Fig 15). To support runtime
code generation, we change the top rule and insert an extra layer
of judgments called well-formed code specification (see Fig 16)
between well-formed world and well-formed code heap.

If “well-formed code heap” is a static reasoning layer, “well-
formed code specification” is more like a dynamic one. Inside
an assertion for a well-formed code heap, no information about
program code is included, since it is implicitly guaranteed by the
code immutability property. For a well-formed code specification,
on the other hand, all information about the required program code
should be provided in the precondition for all code blocks.

We use theLIFT rule to transform a well-formed code heap
into a well-formed code specification by attaching the whole code
information to the specifications on both sidesvk-G rule has the
same form asINK-C, except that it works on the dynamic layer.
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The new top rule BROG-G) replaces a well-formed code heap
with a well-formed code specification. The initial condition is now
weakened! Only the current (locally immutable) code heap with the
current code block, rather than the whole code heap, is required to
be in the memory. Also, when proving the well-formedness of the
current code block, the current code heap information is stripped
from the global program specification.

Local reasoning. On the dynamic reasoning layer, since code in-

formation is carried with assertions and passed between code mod-

ules all the time, verification of one module usually involves the
knowledge of code of another (as precondition). Sometimes, such
knowledge is redundant and breaks local reasoning. Fortunately,

a frame rule can be established on the code specification level asg,

well. We can first locally verify the module, then extend it with the
frame rule so that it can be linked with other modules later.

¥ (C, W)

(A£.P(f)xa) +(C,A£. ¥/ (£) xa)
wherea is independent of any register that is modifiedty

Proof: By induction over the derivation fo¥ + (C,¥’). There are
only two cases: if the final step is done via thk-G rule, the
conclusion follows immediately from the induction hypothesis; if
the final step is via thelFT rule, it must be derived from a well-
formed-code-heap derivation:

Lemma 4.1 (FRAME-SPEC)

PorC: ¥, 3)
with ¥ = A£. Wo(£) xb1k(C) and¥” = Af. W (£) » b1k(C); we first
apply theFRAME-CDHP rule to (3) obtain:

(Af.Wo(£) xa) - C: A£. Wy(f) xa
and then apply thelrT rule to get the conclusion. [

In particular, by setting the above assertioto be the knowl-

edge about code not touched by the current module, the code can

be excluded from the local verification.

As a more concrete example, suppose that we have two locally
certified code module§; andC,, whereC; is generated b at
runtime. We first applyfFRAME-SPEC to extendC, with assertion
b1k(C1), which reveals the fact that; does not change during
the whole executing process Gb. After this, theLINK-G rule is
applied to link them together into a well-formed code specification.
We give more examples about GCAP1 in Section 6.

Soundness. The soundness of GCAP1 can be established in the
same way as Theorem 3.8 (see TR [5] for more detail).

Theorem 4.2 (Soundness of GCAPL) ¥ W, thenSafe(W).

This theorem can be established following a similar technique

as in GCAPO (more cases need to be analyzed because of the

additional layer). However, we decide to delay the proof to the next
section to give better understanding of the relationship between
GCAP1 and our more general framework GCAP2. By converting a
well-formed GCAP1 program to a well-formed GCAP2 program,
we will finally see that GCAP1 is sound given the fact that GCAP2
is sound (see Theorem 5.5 and Theorem 5.8 in the next section).
To verify a program that involves run-time code generation, we
first establish the well-formedness of each code module (which
never maodifies its own code) using the rules for well-formed code

heap as in GCAPO. We then use the dynamic layer to combine these

code modules together into a global code specification. Finally we
use the neWwROG-G rule to establish the initial state and prove the
correctness of the entire program.

The original code:

main: la $9, gen # get the target addr
1i  $8, 0xac880000 # load Ec(sw $8,0($4))
sW $8, 0(%$9) # store to gen
1i  $8, 0x00800008 # load Ec(jr $4)
B1 sw  $8, 4($9) # store to gen+4
la  $4, ggen # $4 = ggen
la $9, main # $9 = main
1i  $8, 0x01200008 # load Ec(jr $9) to $8
J gen # jump to target
gen: nop # to be generated
nop # to be generated
ggen: mnop # to be generated
The generated code:
gen: sw  $8,0(%$4)
{ jr $4
Ba{ ggen: jr $9

Figure 17. mrcg.s: Multilevel runtime code generation

4.1 Example: Multilevel Runtime Code Generation

We use a small examplercg.s in Fig 17 to demonstrate the
usability of GCAP1 on runtime code generation. Qiticg.s IS
already fairly subtle—it does multilevel RCG, which means that
code generated at runtime may itself generate new code. Multilevel
RCG has its practical usage [13]. In this example, the code block
B1 can generat®; (containing two instructions), which will again
generateB3 (containing only a single instruction).
The first step is to verif{B1, Bo andB3 respectively and locally,
as the following three judgments show:
{gen ~» az xb1k(Bp)} F{a1}B1
{ggen ~ agxblk(B3)} +{az)B2
{main ~» a1} +{a3}B3
where
a; = AS.True,
az = A(M,R).R($9) = main A R($8) = Ec(jr $9) AR($4) = ggen,
az = A(M,R).R($9)=main

As we seeB1 has no requirement for its preconditidby simply
requires that proper values are stored in the registers $4, $8, and $9,
while B3 demands that $9 points to the labelin.

All the three judgments are straightforward to establish, by
means of GCAP1 inference rules (@& rule and thansTr rule).
For example, the pre- and selected intermediate conditionBs jfor
are as follows:
{1S.True}
la $9, gen
{A(M,R).R($9) = gen}
1i $8, 0xac880000
sw  $8, 0(%$9)
{(A(M,R).R($9) = gen) =« blk(gen: sw $8 0($4))

main:

1i $8, 0x00800008
sw  $8, 4($9)
{b1lk(B2)}

la  $4, ggen

la $9, main

1i $8, 0x01200008
{azxblk(B2)}

i gem

The first five instructions generate the bodyEgf Then, regis-

ters are stored with proper values to makiis requirement. No-
tice the threeli instructions: the encoding for each generated in-
struction are directly specified as immediate value here.
Notice thatblk(B;) has to be satisfied as a precondition of
B3 sinceB3 points toB;. However, to achieve modularity we do
not require it inB3's local precondition. Instead, we leave this
condition to be added later via our frame rule.
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""""""""" LINK-G-======-===-=-==--=1 Code Heap =) Code Blocks =~ =)  Control Flow

E LIFT '
H ; B,
' |na| n —A> ay|*blk@B)) | ! "l o | o
, . fi:
E Fo--- FRAME-SPEC- === ======--==-------o |
e T LINK-G------ I
Y LIFT H v
\Ij — " [ - ] m— fz:i
GT i ! i||gen —A> a|*blk@By) |i*bIkB) : 2
H E : LIFT E Lo £y i 4
N ' Vo f3 s}
¢ 11| [ggen > a; [* blk(Bs) | 1* bIk(B,) ¢ ! p
D : Do £ ‘{
U ' I o
Figure 18. mrcg.s: GCAPL1 specification I

After the three code blocks are locally certified, teHPp rule Figure 19. Typical Control Flow in GCAP2

and then thallrT rule are respectively applied to each of them,
as illustrated in Fig 18, resulting in three well-formed singleton
code heaps. Afterward®, and B3 are linked together and we (ProgSpeg ¥ € Address— Assertion
apply FRAME-SPEC rule to the resulting code heap, so that it can .

successfully be linked together with the other code heap, forming (CodeSper @ e CodeBlock— Assertion
the coherent global well-formed specification (as Fig 18 indicates):

¥, = {main~» a; *blk(B1), gen~» az*blk(B2) xblk(B1),

Figure 20. Assertion language for GCAP2

ggen ~ ag+blk(B3) «blk(B1)} now describes aaxecution sequenad instructions starting at cer-
which should satisfy¥,, + (C,¥,) (whereC stands for the entire ~ tain memory address, rather than merely a static instruction se-
code heap). quence currently stored in memory. There is nifedence between
Now we can finish the last step—applying tPROG-G rule to these two understandings under the non-self-modifying circum-

the initial world, so that the safety of the whole program is assured. stance since the static code always executes as it is, while a funda-
mental diference could appear under the more general SMC cases.
5. Supporting General SMC The new understandingxecution code blockharacterizes better

. . . . the real control flow of the program. Sec 6.9 discusses more about

Although GCAP1 is a nice extension to GCAPO, it can hardly be o importance of this generalization.
used to certify general SMC. For example, it cannot verify the
opcode modification example given in Fig 9 at the end of Sec 2. gpecification language. The specification language is almost
In fact, GCAP1 will not even allow the same memory region to same as GCAP1, but GCAP2 introduces one new concept called
contain diferent runtime instructions. code specificatior{denoted asb in Fig 20), which generalizes

General SMC does not distinguish between code heap and datahe previous code and specification pair to resolve the problem of
heap, therefore poses new challenges: first, at runtime, the instruc-having multiple code blocks starting at a single address. A code
tions stored at the same memory location may vary from time to specification is a partial function that maps code blocks to their
time; second, the control flow is much harder to understand and rep- assertions. When certifying a program, the domain of the global
resent; third, it is unclear how to divide a self-modifying program ¢ indicates all the code blocks that can show up at runtime, and
into code blocks so that they can be reasoned about separately.  the corresponding assertion of a code block describes its global

To tackle these obstacles, we have developed a new verificationprecondition. The reader should note that thouglis a partial
system GCAP2 supporting general SMCs. Our system is still built function, it can have an infinite domain (indicating that there might
upon our machine model GTM. be an infinite number of possible runtime code blocks).

5.1 Main Development Inference rules. GCAP2 has three sets of judgements (see Fig 21):
The main idea of GCAP2 is illustrated in Fig 19. Again, the po- well-formed world, well-formed code spec, and well-formed code
tential runtime code is decomposed into code blocks, representingblock. The key idea of GCAP2 is to eliminate the well-formed-
the instruction sequences that may possibly be executed. Each codeode-heap layer in GCAP1 and push the “dynamic reasoning layer”
block is assigned with a precondition, so that it can be certified in- down inside each code block, even into a single instruction. Inter-
dividually. Unlike GCAP1, since instructions can be modified, dif- estingly, this makes the rule set of GCAP2 look much like GCAPO
ferent runtime code blocks may overlap in memory, even share the rather than GCAPL1.
same entry location. Hence if a code block contains a jump instruc-  The inference rules for well-formed code blocks has one tiny but
tion to certain memory address (such as{dn Fig 19) at which essential dference from GCAPGCAPL. A well-formed instruc-
several blocks start, it is usually not possible to tell statically which tion (INSTR) has one more requirement that the instruction must ac-
block it will exactly jump to at runtime. What our system requires tually be in the proper location of memory. Previously in GCAP1,
instead is that whenever the program counter reaches this addresshis is guaranteed by tharT rule which adds the whole static code
(e.g.f1 in Fig 19), there shouléxistat least one code block there, heap into the preconditions; for GCAP2, it is only required that the
whose precondition is matched. After all the code blocks are cer- current executing instruction be present in memory.
tified, they can be linked together in a certain way to establish the Intuitively, the well-formedness of a code blogk-{a}£: I now
correctness of the program. states that if a machine state satisfies assestioihenI is the only

To support self-modifying features, we relax the requirements possible code sequence to be executed starting framtil we get
of well-formed code blocks. Specifically, a well-formed code block to a program point where the specificatdcan be matched.
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(Well-formed World

[®I+® aS [®]r{a}pc:I

[@] +(S,pc)
where[®] £ A£. AL O(£: T).

(Well-formed Code Specification

Y1+ ®dp Y5 + Dy dom(®1) Nndom(®2) =0
YiU¥o + O1UDy

(PrOG)

(LINK)

¥YB € dom(®). ¥ +{® B}B
Yo

(Well-formed Code Block

Y{a'} £+|Ec(l)|: I YU {f+|Ec()|~ a’} H{a}f:
Y{alf: I

(coHp)

£ (sx0)

VS.a'$ — (Decode(S, f,t) AP(Npcg, (S)) Nexte, (S))
WYr{a}f:e

(INSTR)

Figure 21. Inference rules for GCAP2

The precondition for a non-self-modifying code blogkmust
now includeB itself, i.e.b1k(B). This extra requirement does not
compromise modularity, since the code is already present and can
be easily moved into the precondition. For dynamic code, the initial
stored code may fier from the code actually being executed. An
example is as follows:

{b1k(100: movi r0,Ec(j 100); sw r0,102)}
100: movi r0, Ec(j 100)
sw r0, 102
j 100
The third instruction is actually generated by the first two, thus does
not appear in the precondition. This kind of judgment can never be
shown in GCAP1, nor in any previous Hoare-logic models.
Note that our generalization does not make the verification more
difficult: as long as the specification and precondition are given,

Lemmab5.1
Yr{a)B Y=9 a' =a
(WEAKEN-BLOCK)
Y +{a’}B
Prd ¥=Y VBedom(®). (@' B=dB)
ST (WEAKEN-SPEC)

And also we have the relation between well-formed code spec-
ification and well-formed code blocks.

Lemma5.2%¥ + @ if and only if for everyB € dom(®) we have
¥ +{D B}B.

Proof Sketch: For the necessity, prove from inversionialk and
CDHP rule, and weaken properties (Lemma 5.1). Thiisiency is
trivial by cDHP rule. [ ]

Lemma 5.3 (Progress)If ¥ + W, then there exists a prografi’,
such that¥ — W’.

Proof Sketch: Easy to see by inversion of tlieROG rule, theSEQ
rule and thaNsTR rule successively. [

Lemma 5.4 (Preservation)If ¥ + W andW +— W’, then¥ + W’.

Proof Sketch: The first premise is already guaranteed. The other
two premises can be verified by checking the two cases of well-
formed code block rules. ]

Theorem 5.5 (Soundness of GCAP2)f ¥ W, thenSafe(W).

Local reasoning. Frame rules are still the key idea for supporting
local reasoning.

Theorem 5.6 (Frame Rules)
¥+{a)B
(A£.Y(f)«a’) H{axa'}B
wherea’ is independent of every register modified By

Yo
(£ P(f)*a) F (1B.® B=a)

(FRAME-BLOCK)

(FRAME-SPEC)

the well-formedness of a code block can be established in the same

mechanized way as before.

The judgment¥ + @ (well-formed code specification) is fairly
comparable with the corresponding judgment in GCAPL1 if we
notice that the pairQ@, ) is just a way to represent a more limited
®. The rules here basically follow the same idea except that the
CDHP rule allows universal quantification over code blocks: if every
block in a code specification’s domain is well-formed with respect
to a program specification, then the code specification is well-
formed with respect to the same program specification.

The interpretation operatdf—] establishes the semantic re-
lation between program specifications and code specifications: it
transforms a code specification to a program specification by unit-
ing the assertions (i.e. doing assertion disjunction) of all blocks
starting at the same address together. In the judgment for well-
formed world (rulePrROG), we usg[@] as the specification to estab-
lish the well-formed code specification and the current well-formed
code block. We do not need to require the current code block to be
stored in memory (as GCAP1 did) since such requirement will be
specified in the assertianalready.

Soundness. The soundness proof follows almost the same tech-
nigues as in GCAPO.

Firstly, due to the similarity between the rules for well-formed
code blocks, the same weakening lemmas still hold:

10

where a is independent of every register modified by any code
block in the domain ofb.

In fact, since we no longer have the static code layer in GCAP2, the
frame rules play a more important role in achieving modularity. For

example, to link two code modules that do not modify each other,
we first use the frame rule to feed the code information of the other
module into each module’s specification and then appik rule.

5.2 Example and Discussion

We can now use GCAP2 to certify the opcode-modification exam-
ple given in Fig 9. There are four runtime code blocks that need
to be handled. Fig 22 shows the formal specification for each code
block, including both the local version and the global version. Note
thatB1 andB» are overlapping in memory, so we cannot just use
GCAPL1 to certify this example.

Locally, we need to make sure that each code block is indeed
stored in memory before it can be executed. To exeBytandBy,
we also require that the memory location at the addressstores
a proper instruction (which will be loaded later). On the other hand,
sinceB4 andB; can be executed if and only if the branch occurs at
main, they both have the preconditi®{($2) = R($4).

After verifying all the code blocks based on their local specifica-
tions, we can apply the frame rule to establish the extended specifi-
cations. As Fig 22 shows, the frame rule is applied to the local judg-
ments ofB, andB4, addingb1k(B3) on their both sides to form the
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main:  beq $2, $4, modify with the numbek as a parameter. It simply represents a family of
By move :21 $4 # By starts here code blocks wherk ranges over all possible natural numbers.
j  halt The code parameters can potentially be anything, e.g., instruc-
target: addi $2, $2, 1 . . . X .
Bz{ 3 halt tions, code locations, or the operands of some instructions. Taking
. a whole code block or a code heap as parameter may allow us to
Bg{ halt: j  halt express and prove more interesting applications.
modify: 1w  $9, new ~ Certifying parametric code makes use of the universal quantifier
B4{ sw  $9, target in the rule cpHP. In the example above we need to prove the
5 target judgment
Let VK. (Pk F{AS.True}f : li $2 k;j halt)
a1 £ blk(new : addi $2 $2 1) b1k(B1) where¥y(halt) = (A(M,R).R($2) = k), to guarantee that the para-
a), £ b1k(B3) xblk(Bs) metric code block is well-formed with respect to the parametric
s specification¥.
£ (A(M,R).R($2)=R($4))+b1k(B . . . o
a2 . (AL R). R($2)=R(54) b1k (E2) Parametric code blocks are not just used in verifying SMC; they
az = (A(MLR). R($4) < R($2) < R($4)+1) can be used in other circumstances. For example, to prove position
ag £ (A(M,R).R($2)=R($4))*blk(new : addi $2,$2, 1) xb1k(B;) independent code, i.e. code whose function does not depend on the

absolute memory address where it is stored, we can parameterize
the base address of that code to do the certification. Parametric
code can also improve modularity, for example, by abstracting out

Then local judgments are as follows
{modify ~» ag,halt ~» az} F{a1}B1

}
{halt ~ a3z} F{az}B> certain code modules as parameters.
{halt ~> ag+blk(B3)} (a3 *blk(B3))B3 We will give more examples of parametric code blocks in Sec 6.
{target ~> ap} -{as «blk(B4)}Bsg Expressiveness. The following important theorem shows the ex-
After applying frame rules and linking, the global specifioatbecomes pressiveness of our GCAP2 system: as long as there exists an in-

variant for the safety of a program, GCAP2 can be used to certify

{modify ~» ag*aj,halt ~> azxaj} F{a1+aj}B1 Lo PR A . . :
it with a program specification which is equivalent to the invariant.

{halt ~ az*blk(B3)} - (a2 *blk(B3)}B2

hal blk(B blk(B3)}B . . . .
(halt ~ a3 +blk(Ba)) - {asbIk(Ea)iBs Theorem 5.7 (Expressiveness of GCAPZJ Inv is an invariant of

{target ~ azxblk(Bs)) F{as*a;)Bs GTM, then there is &, such that for any world( pc) we have
Figure 22. opcode. s: Code and specification Inv(S,pc) «— ((¥'+(S,pc)) A (¥(pc) 9)).
Proof: We give a way to constru&¥ from Inv:
corresponding global judgments. And Bk, blk(B3) = blk(B4) N
is added; here the additionalk(B4) in the specification entry for ®(£:0) = AS.Inv(3, £) ADecode(S, £,0), - V..
halt will be weakened out by theiNk rule (the union of two pro- ¥ =[] = A£.4S.Inv(S, £)
gram specifications used in thenk rule is defined in Fig 14). We first prove the forward direction. Given a programc)
Finally, all these judgments are joined together viartiek rule satisfyingInv(S, pc), we want to show that there existsuch that

to establish the well-formedness of the global code. This is similar . (S,pc).

to how we certify code using GCAP1 in the previous section, except  Qpserve the fact that for afl ands,

that theLIFT process is no longer required here. The global code

specification is exactly: Y(£) S e— ALa(£:)S

«— Je.Inv(S, £) ADecode(S, £,¢)

) o _ «— Inv(S, £) A Ac.Decode(S, £,¢)
which satisfieg®_ ] + @, and ultimately the’ROG rule can be suc- Inv(s. £
cessfully applied to validate the correctnessptode . s. Actually > Inv(S. )
we have proved not onI_y the type safety of the program but also its where the last equivalence is due to the Progress propetiyof
partial correctness, for instance, whenever the program executes tatogether with the transition relation of GTM.
the linehalt, the assertios will always hold. Now we prove the first premise ®ROG, i.e. [®] + @, which by
rule CDHP, is equivalent to

(DG = {Bl ~> aj ok ai,Bz ~> ap *blk(Bg,),Bg ~> a3 *blk(Bg),B4 > A4k ai}

Parametric code. In SMC, as mentioned earlier, the number of
code blocks we need to certify might be infinite. Thus, it is im- VB € dom(®). ([P] +{® B}B)
possible to enumerate and verify them one by one. To resolve this  \hich is
issue, we introduce auxiliary variable(s) (i.e. parameters) into the . )
code body, developing parametric code blocks and, correspond- VEL(YHO(E: ) (4)
ingly, parametric code specifications. which can be rewritten as

Traditional Hoare logic only allows auxiliary variables to appear , , , , , .
in the pre- or post-condition of code sequences. In our new frame- VE,1. (A£.A5% Inv(S", £) H{AS". Inv(§", £) ADecode(S’, £,0))f: ‘()5)
work, by allowing parameters appearing in the code body and its On the other hand, sindav is an invariant, it should satisfy the

assertion at the same time, assertions, code body and specifications . . A
rogress and preservation properties. ApplyiRgTR rule, (5) can

can interact with each other. This make our program logic even P -
more expressive. be easily proved. Thereford] + ©.

. . . ) Now, by the progress property tiv, there should exist a valid
One simplest case of parametric code block is as follows: instruction: such thabecode(S, ,) holds. Choose

£ 1 82, k a2 AS".Inv(S’,pc) ADecode(S’, £,1)

j halt
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{rpL = 0x80A D(512)= Ec(jmp —2)*blk(B1)}

bootld: movw $0, %bx # can not use ES
movw %bx ,hes # kernel segment
movw $0x1000,%bx # kernel offset
movb $1, %al # num sectors
B movb $2, %ah # disk read command
1 movb $0, %ch # starting cylinder
movb $2, %cl # starting sector
movb $0, %dh # starting head
int $0x13 # call BIOS
1jmp $0,$0x1000  # jump to kermel
{b1k(B2)}
By { kernel: jmp $-2 # loop

Figure 23. bootloader.s: Code and specification

Then it's obvious that S is true. And since the correctness of
[®] r{a}pc: ¢ is included in (4), all the premises in rud&ATE has
been satisfied.

So we get¥ +(S,pc), and it’s trivial to see tha¥(pc) S.

On the other hand, for ouP, if W(pc) S, obviousinv holds on
the world §,pc). This completes our proof. ]

N\ Copied by BIOS
[ ] before start-up
jmp 0x1000 | . ____
load kernel "~.~~
0x7c00 .~ kernel
: -
\ start executing . Sector 2
ffffffffff here
kernel s
(in mem) *| bootloader
0x1000 copied by
; bootloader Sector 1
Memory Disk

Figure 24. A typical boot loader

loader is the code contained in those bytes that will load the rest
of the OS from the disk into main memory, and begin executing

the OS (Fig 24). Therefore certifying a boot loader is an important

piece of a complete OS certification.

To show that we support a real boot loader, we have created one
that runs on the Bochs simulator[19] and on a real x86 machine.
The code (Fig 23) is very simple, it sets up the registers needed to
make a BIOS call to read the hard disk into the correct memory

Together with the soundness theorem (Theorem 5.5), we have|gcation, then makes the call to actually read the disk, then jumps
showed that there is a correspondence relation between a globako loaded memory.

program specification and a global invariant for any program.

It should also come as no surprise that any program certified un-
der GCAP1 can always be translated into GCAP2. In fact, the judg-
ments of GCAP1 and GCAP2 have very close connections. The
translation relation is described by the following theorems. Here
WE USEr;,p, aNdr .0, tO represent the two kinds of judgements
respectively. Let

[({£i ~ T} {£i ~ ai})] = {(£i: L) ~ ag)”
then we have

Theorem 5.8 (GCAP1 to GCAP2)

1. If ¥ kgeppolalB, then Q. P(£) # b1k(B)) Foeap, {2+ b1k(B))B.
2. 1f W Fooppy (C,F7), then® kg, [(C, 7).
3. I1fYr W, then¥ ke, W.

Proof:

1. If a=blk(B), By frame rule of CAP, we knowblk(B) is
always satisfied and not modified during the executio®.cf hus
the additional premise alNSTR is always satisfied. Then its’ easy
to get the conclusion by doing induction over the length of the code
block.

2. With the help of 1, we see that¥f ., (C, V), then for ev-
ery £ e dom(¥’), we havef € dom(C) and"¥ kg, (¥ (£)}£: C(£).
Then the result is obvious.

3. Directly derived from 2.

GCAP1

Finally, as promised, from Theorem 5.8 and the soundness of
GCAP2 we directly see the soundness of GCAP1 (Theorem 4.2).

6. More Examples and Applications

We show the certification of a number of representative examples
and applications using GCAP (see Table 1 in Sec 1).

6.1 A Certified OS Boot Loader

An OS boot loader is a simple, yet prevalent application of runtime
code loading. It is an artifact of a limited bootstrapping protocol,
but one that continues to exist to this day. The limitation on an
x86 architecture is that the BIOS of the machine will only load the
first 512 bytes of code into main memory for execution. The boot

12

The specifications of the boot loader are also simplg. =
0x80 makes sure that the number of the disk is given to the boot
loader by the hardware. The value is passed unaltered iatthe
struction, and is needed for that BIOS call to read from the correct
disk. D(512) = Ec(jmp —2) makes sure that the disk actually con-
tains a kernel with specific code. The code itself is not important,
but the entry point into this code needs to be verifiable under a triv-
ial precondition, namely that the kernel is loaded. The code itself
can be changed. The boot loader proof will not change if the code
changes, as it simply relies on the proof that the kernel code is certi-
fied. The assertiohlk(B1) just says that boot loader is in memory
when executed.

6.2 Control Flow Modification

The fundamental operation unit of self-modification mechanism
is the modification of single instructions. There are several possi-
bilities of modifying an instruction. Opcode modification, which
mutates an operation instruction (i.e. instruction that does not
jump) into another operation instruction, has already been shown in
Sec 5.2 as a typical example. This kind of code is relatively easier
to deal with since it does not change the control flow of a program.

Another case which looks trickier is control flow modification.
In this scenario, an operation instruction into a control transfer
instruction, or the opposite way, and we can also modify a control
transfer instruction into another.

Control flow modification is useful in patching of subroutine
call address. And we give an example here that demonstrates con-
trol flow modification, and show how to verify it.

halt: j halt

main: la $9, end
1w $8, 0($9)
addi $8, $8, -1
addi $8, $8, -2
sw  $8, 0($9)

end: j dead

dead:

The entry point of the program is tiain line. At the first look,
the code seems “deadly” because there is a jump tdéha line,
which does not contain a valid instruction. But fortunately, before
the program executes to that line, the instruction at it will be fetched
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{blk(main :la $9 end;l;;j dead)}

.data

# Data declaration section

main: la $9, end vecl: .word 22, 0, 25
1w $8, 0($9) vec2: .word 7, 429, 6
addi $8, $8, -1 result: .word O
addi $8, $8, -2 tpl: 1i $2, 0 # template code
sw  $8, 0($9) 1w $13, 0($4)
j mid2 11 $12, 0
mul $12, $12, $13
{(A(M, R). (R($8))4=Ec(j mid2) AR($9)=end) + blk(mid2 : Io;j mid2)} add $2, $2, $12
mid2: addi $8, $8, -2 jr $31
sw  $8, 0($9)
j midl .text # Code section
# {True}
{(A(M,R).(R($8))4=Ec(j mid1) AR($9)=end) *blk(mid1l : I1;j mid1)} main: 1i  $4, 3 # vector size
midl: lw  $8, 0($9) 1i $8, 0 # counter
addi $8, $8, -1 la $9, gen # target address
addi $8, $8, -2 la  $11, tpl # template address
sw  $8, 0($9) 1w $12, 0($11)
j halt sw  $12, 0($9) # copy the 1st instr
addi $9, $9, 4
{blk(halt :jhalt)} {p(R($8))}
halt: j halt loop: beq $8, $4, post
1i  $13, 4
where mul $13, $13, $8
I; = lw $8,0($9);addi $8,$8,—1;1, v $10, vec1($13) o
T = addi $8,$8,~2; 5w $8,0($9) e e henryy R Afzero
add $12, $12, $13
Figure 25. Control flow modification sw  $12, 0($9)
1w $12, 8($11)
out, subtracted by 3 and stored back, so that the jump instruction on Zid :E 2%;5’))“0
end now points to the seconsldi instruction. Then the program W $12, 12($11)
will continue executing from that line, until finally hit thealt line sw $12, 8($9)
and loops forever. 1w  $12, 16($11)
Our specification for the program is described in Fig 25. There sw o $12, 12($9)
are four code blocks that needs to be certified. Then execution addi $9, $9, 16
process is now very clear. p(R($8)+1)x
next: addi $8, $8, 1
6.3 Runtime Code Generation and Code Optimization %p(S)}1°°P
Runtime code generation (also known as dynamic code genera-  post: 1w $12, 20($11)
tion), which dynamically creates executable code for later use dur- sw  $12, 0($9)
ing execution of a program[16], is probably the broadest usage of la 84, vec2
SMC. The code generated at runtime usually have better perfor- jal gen
mance than static code in several aspects, because more informa- {AM.R). R($2)=v1 -v2}
tion would be available at runtime. For example, if the value of a v zi;nresult
variable doesn’t change during runtime, program can then generate gen: J
specialized code with the variable as an immediate constant at run-
time, which enables code optimizations such as pre-calculation and -
dead code elimination. Figure 26. Vector Dot Product
[28] gave plenty of utilization of run-time code generation. The
certification of all those applications can be fit into our system.
Hert(_e we st:jow the cetr_tificatior_1 of ofnefin tgem. V:/eI demo?_strat;e the Iw $13 k($4):li $12.u;
runtime code generation version of a fundamental operation of ma- . . )
trix multiplication — vector dot product, which was also mentioned Iu#y mul$12$12513add $2.$2$12  if u>0,
in [31]. 0, if u=0.

Efficient matrix multiplication is important to digital signal pro-
cessing and scientific computation problems. Sometimes the ma-
trices might have certain characteristics such as sparseness(large

p(K) £ A(VL,R). R($4)=3 A K<R($4) A R($9)=gen-+4+16kA
blk(geni li $2 O;]IO,I\A:(VEC1+O); .. ;kal,M(vecPrkfl)) (M’R)

number of zeros) or small integers. The use of runtime code gener-
ation allows these characteristics to be specialized on locally opti-
mized code for each row of the matrix, based on the actual values.
Since code for each row is specified once but usédes by the

other matrix(one for each column), the performance improved eas- would be as follows:

ily surpasses the cost caused by the generation of code at runtime.
The code shown in Fig 26 (which includes the specification)
will read the vectow; stored atvec1, generate specialized code at
gen with elimination of multiplication by 0, and then run the code
atgen to compute the dot product of andv,, and store it into the

13

Figure 27. Dot Product Assertion Macro

memory addressesult. For vector (220, 25), the generated code

Since this program does not involve code-modification, we use
GCAPL1 to certify it. Each code block can be verified separately
with the assertions we gave in Fig 26, Fig 27. The main part of the
program can be directly linked and certified to form a well-formed
code heap. On the other hand, the generated code, as in Fig 28, can
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# {R($31)=back AR($4)=vec2} .data  # Data declaration section

gen: i $2, 0 # int gen(int *v)
1w $13, 0($4) # { num: .byte 8
1i $12, 22 # int res = 0;
mul $12, $12, $13 # res += 22 x v[0]; .text # Code section
add $2, $2, $12 # res += 25 * v[2];
1w $13, 8(%$4) # return res; main: 1w $4, num # set argument
1i %12, 25 # ) 1w $9, key # $9 = Ec(add $2,$2,0)
mul $12, $12, $13 1i  $8, 1 # counter
add $2, $2, $12 1i $2, 1 # accumulator
jr  $31
loop: beq $8, $4, halt # check if done
Figure 28. Generated Code of Vector Dot Product ngl :?6’$§§’1$2 : 1112; igzgezo put
key: addi $2, $2, 0 # accumulate
swW $10, key # store new instr
# {True} j loop # next round
main: jal £
# {A(M.R).R($8)= 42} halt: j  halt
move $2, $8
j halt

Figure 30. fib.s: Fibonacci number
# {(1(M,R).R($31)main+4)=blk(addr : jal f)
xblk(main :jal £)}
£: 1i  $8, 42

1w $9, -4($31) {blk(B1))
1w $10, addr main: 1w $4, num
bne $9, $10, halt B, v 89, key
. $31 1i $8, 1
J i $2, 1
# {R($2) = R($8) = 42} {(A(M, R). R($4)=M(num) A R($9)=Ec(addi $2 $2,0)A
halt: j  halt R($8)=k+1 A R($2)=fib(k+1)) * b1k(B2))
loop: beq $8, $4, halt
addr: jal f addi $8, $8, 1
B add $10, $9, $2
, , - 2K} key: addi $2, $2, fib(k)
Figure 29. Runtime code-checking sv  $10, key
j loop
be verified on its own. After these are all done, we Use-R¥EME- {(AM, R). R($2)=fib(M(num)))  b1k(Bs))
SPEC rule and theLINK rule to merge the two parts together, which B3 { halt: j  halt
completes the whole verification. The modularity of our system Figure 32. fib.s: Code and specification

guarantees that, the verification of the generated code (Fig 28 does

not need any information about its “mother code”.
y The precondition oft asserts the return address, and both addr

6.4 Runtime Code Checking and main store th¢al £ instruction, so that the code block can

) o ] o check the equality of these two memory location. Note that the
As we mentioned, the limitation of previous verification framework  precondition ofmain does not specify the content afidr since

is not only about self-modifying code. They can also not deal with +this can be added later via the frame rule.
“self-reading code” that does not do any code modification.

The example below is a program where reading the code of . . .
itself helps the decision of the program executing. We verify itwith ©-> Fibonacci Number and Parametric Code
GCAPL. To demonstrate the usage of parametric code, we construct an ex-

Here is an interesting application of code-reading programs. As amplefib. s to calculate the Fibonacci functidib(0) = O, fib(1) =
we know, there is a subroutine call instruction in most architectures 1, fib(i+2) = fib(i) + fib(i+1), shown in Fig 30. More specifically,
(jal in MIPS orcall in x86). The call instruction in essentially a  fib.s will calculatefib(M(num)) which isfib(8) = 21 and store it
composition of two operations: to first store the address of the next into register $2.
instruction to the return address register ($31 in MIPS), and then It looks strange that this is possible since throughout the whole
jump to the target address. When the subroutine finishes executing,program, the only instructions that write $2 is the fourth instruction
hopefully, the return address register should point to the next in- which assigns 1 to it and the lirey which does nothing.
struction in the parent program, so that the program can continue  The main trick, of course, comes from the code-modification
execution normally. However, this is not guaranteed, because a vi-instruction on the line next taey. In fact, the third operand of
cious parent program can store a bad address into the return addresthe addi instruction on the lineey alters to the next Fibonacci
register and jump to the subroutine. The code in Fig 29 shows how number (temporarily calculated and stored in register $10 before
to avoid this kind of cheating by runtime code-checking mecha- the instruction modification) during every loop. Fig 31 illustrates
nism. the complete execution process.

Themain program callst as a subroutine. After the subroutine Since the opcode of the linkey would have an unbounded
have done its job (storing 42 into register $8), and before return, it number of runtime values, we need to seek help from paramet-
first checks whether the instruction previous to the return addressric code blocks. The formal specifications for each code block is
register ($31) is indeed a jal (or call) instruction. If not so, it simply shown in Fig 32. We specify the program using three code blocks,
halts the program; otherwise, return. where the second block—the kernel loop of our progm—is a
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main: [ lw 4, num

lw 9, key

i 8, 1

li 2, 1
N
: $8=1,$2=1 34=8) 20 | r38=2, $2=1, $4=8) Ba: ($8=7, $2=13, $4=8} Bas ($8=8, $2=21, $4=8} | 27!
. loop: |beq $8, $4, halt beg $8, $4, halt beg $8, $4, halt beg $8, $4, halt
' addi $8, $8, 1 addi $8, $8, 1 addi $8, $8, 1 addi $8, $8, 1 '
' add $10, $9, $2 add $10, $9, $2 - add $10, $9, $2 add $10, $9, $2
' addi $2, $2, 0 addi $2, $2, 1 addi $2, $2, 8 addi $2, $2, 13 '
' sw 10, key sw  $10, key sw  $10, key sw  $10, key '
' j | oop j I oop j | oop j | oop

where fib(0)=0, l,[—

fib(1)=1, {$2=fib(r8)=21} Bs
fib(i+2)=fib(i)+fib(i+1). halt: |] hal t

Figure 31. £ib.s: Control flow

main: la  $8, loop >
la $9, new
move $10, $9 E lw ... lw ... lw ... lw ...
loop: 1w $11, 0($8) move. . move. . move. . move. .
sw  $11, 0($9) ->

addi $8, $8, 4 I o L
addi $9, $9, 4 H _ _ _
bne $8, $10, loop Iw . w ...
move $10, $9 = | move.. move. .

=) =) i |-

Figure 33. selfgrow.s: Self-growing Code B

parametric one. The parameteappears in the operand of they > J\

instruction as an argument of the Fibonacci function. .
Consider the execution of code blo&l . Before it is exe-

cuted, $9 store&c(addi $2,$2 0), and $2 storefib(k+1). There- Figure 34. selfgrow.s: Self-growing process

fore, the execution of the third instructi@addi $10 $9,$2 changes

$10 into Ec(addi $2 $2 fib(k+1))!, so at the end of the loop,

$2 is nowfib(k+1)+fib(k)=fib(k+2), andkey has the instruction ‘bn{{:g?)} la  $8. loo
addi $2 $2 fib(k+1) instead ohddi $2 $2 fib(k), then the program g { ' ’ P

. la $9, new
continues to the next lodPy k1. move $10, $9

The global code specification we finally get is as follows : (1M, R). 0<i<6, R($8)=k-+4i A R($9)=k+24+4i A
® = {B1~> a1, Bok~ ax | keNat, Bz~ a3} (6) ﬂs_($10)=k+1€4A Vé)lﬁij<‘g-(l§é1é|;+1)=M(k+24+J)) #b1k(Bk)}

But note that this formulation is just for readability; it is not di- sw  $11, 0($9)
rectly expressible in our meta logic. To express parameterized codep addi $8, $8, 4
blocks, we need to use existential quantifiers. The example is in fact addi $9, $9, 4
represented a® 2 AB.AS.(B=B1 Aay S)V (A B=Boy A ag S) V boe $8, $10, k
(B=B3 A a3 S). One can easily see the equivalence between this move $10, $9
definition and (6). Figure 35. selfgrow.s: Code and specification

6.6 Self Replication

Combining self-reading code with runtime code generation, we
can produce self-growing program, which keeps replicating itself
forever. This kind of code appears commonly in Core War—a game
where diferent people write assembly programs that attack the
other programs. Our demo codelfgrow.s is shown in Fig 33.
After initializing the registers, the code repeatedly duplicates itself
and continue to execute the new copy , as Fig 34 shows .

The block starting aloop is the code body that keeps being
duplicated. During the execution, this part is copied tortbe lo-
cation. Then the program continues executing o, until an-
other code block is duplicated. Note that here we rely on the prop-
erty that instruction encodings for branches use relative addressing,
thus every time our code is duplicated, the target address ohihe

The copying process goes on and on, till the whole available
memory is consumed and, presumably, the program would crash.
However, under our assumption that the memory domain is infinite,
this code never kil itself and thus can be certified.

The specification is shown in Fig 35. The code bldgk is
certified separately; its precondition merely requires thattself
matches the memory. All the other code including the origiralp
body and every generated one are parameterized as a code block
family and certified altogether. In their preconditions, besides the
requirement that the code block matches the memory, there should
exist an integei ranged between 0 and 5 (both inclusive), such
that the first instructions have been copied properly, and the three
registers $8, $9, and $10 are stored with proper values respectively.

instruction would change accordingly. 6.7 Mutual-modifying Modules
1To simplify the case, we assume the encodingadi instruction has a In the circumstances of runtime code generation, the interaction
linear relationship with respect to its numerical operanthia example. between two modules is one-way: the “mother code” manipulates
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{b1k(B1)} {blk(Bo)}

By { main: j alter main: la  $10, body
{(b1k(B1) + b1k(B2)} {blk(B1)} {b1k(B2)}
alter: 1w  $8, main body: 1w  $8, 12($10) 1w $8, 12($10)
B i $9, 0 1w $9, 16($10) 1w $9, 16($10)
2 sv  $9, main sw $9, 12($10) sw  $8, 16($10)
j  main addi $2, 21 addi $2, 21
{(A(M,R). (R($8))4=Ec(j alter))«blk(Bs)} addi $2, 21 addi $2, 21
B main: nop sw  $8, 16($10) sw  $9, 12($10)
3{ sw  $8, alter 1w $9, 8($10) 1w $9, 8($10)
1w $8, 20($10) 1w $8, 20($10)
. {bii{»g?r)-} ) alter sw  $9, 20($10) sv  $9, 20($10)
al . sv  $8, 8($10) sv $8, 8($10)
Figure 36. Specification - Mutual Modification 3 body J body

the “child code” but not the opposite. If both two modules operate Figure 37. Specification - Mutual Modification

on each other, the situation becomes trickier. But with GCAP2, this

can be solved without too muchférence. The safety is not obvious as there is an illegal instructidead
Here is a mini example showing what can happen under this in our program. Since the code blocks that need to be certified
circumstance. overlap, we use GCAP2 to prove it. The specification is showed
main: ] alter in Fig 37. Note the tiny dference between the code above and
sw  $8, alter the code in Fig 37. This fierence demonstrates thefdrent un-
alter: 1w  $8, main derstanding between “stored” code blocks and “executing” code
1i  $9, 0 blocks, and makes our verification work.
sw $9, main
J o madn 6.9 Code Obfuscation
Themain program will firstly jump to thealter block, and The purpose of code obfuscation is to confuse debuggers. Although
after it modified the instruction aain and transfer the control  there are many other approaches that do code obfuscation without
back, themain block will modify the alter instruction back, involving SMC such as control-flow based obfuscation, SMC is a
which makes the program loops forever. much more ffective way due to its hardness for understanding.

The specification for this tangly is fairly simple, as shown in By instrumenting a big amount of redundant, garbage SMC into
Fig 36. The actual number of code blocks that needs to be certi- normal code, plenty of memory reading and writing instructions
fied is 4, although there are only two starting addresses. Both the will considerably confuse the disassembler. The method mentioned
preconditions and the code body forffdrent code blocks at the  in [15] is a typical attempt. In PLDI'06’s tutorial, Bjorn De Sutter
same starting addressfiirs completely. For example, the firsttime  also demonstrated their Diablo as a binary rewriting program to
the program entensain, it only requiresB; itself, while whenthe  jnstrument self-modifying code for code-obfuscation.
second time it enters, the code body changésstand the precon- To certify a SMC-obfuscated program, traditional verification
dition requires that register $8 stores the correct value. In fact, by techniques becomes extreme|y tough_ At the same, the reasoning
certifying this example, the control flow becomes much clearer to of this kind of code appears fairly simple under our framework.
the readers. Take the following code as example:

6.8 Polymorphic Code

main: la $8, g

polymorphic code is code that mutates itself while keeps the algo- v  $9, 0($8)

rithm equivalent. It is commonly used in the writing of computer addi $10, $9, 4

virus and trojans who want to hide their presence for certain pur- sw  $10, g

pose. Since anti-virus software usually identify virus by recogniz- By ) lv 811, b

ing particular byte patterns in the memory, the technique of poly- s v :2;d0($8)

morphic code has been a way to combat against this. ’ ;w $11, h
The following oscillating code is a simple demo example. Every j nain

time it executes through, content of the code would switch (between

B4 andBy), but its function is always to add 42 to register $2. The program does several weird memory loading and storing,

and seems that there is a dead instruction, while actually it does
o Bo = nothing. The linez andh would change during the execution, and

main:  la  $10, body be changed back afterwards. Thus the code looks intact after one

round of execution. If we remove the last line, the piece of code

# By = # By = L .

body: 1w  $8, 12($10) v $8, 12($10) can be instrumented into regular program to fool_the de_bugge_r.
1w $9, 16($10) 1w $9, 16($10) In our GCAP2 system, such code can be verified with a single
sw $9, 12($10) sw  $8, 16($10) judgment, as simple as Fig 38 shows.
j dead addi $2, 21 One observation is that this program can also be certified with
addi $2, 21 j dead the more traditional-like system GCAP1. But in contrast, since
sw  $8, 16($10) sw  $9, 12($10) GCAP1, like traditional reasoning, doesn't allow a code block to
v 89, 8(310) 1w $9, 8(310) mutate any of its own code, this program has to be divided into
lv  $8, 20($10) lwv 38, 20($10) several smaller intact parts to certify. However, this approach has
- :z: g?éfé())) o gg: g?éfé?) several disadvantages. Firstly, the code blocks are divided too small
j body j body and too dfficult to manipulate. Secondly, this approach would fail
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{b1lk(B1)}

main: la $8, g
1w $9, 0($8)
addi $10, $9, 4
sw  $10, g
lw $11, h
sw  $9, 4($8)
sw  $9, 0($8)
sw $11, n

main

J

Figure 38. Specification - Obfuscation

{True}

la  $8, pg

la  $9, pgend

1i $10, Oxffffffff

{(A(M,R). (pg<R($8)<pgend) A R($9)=pgendA
R($10)=0x£ELE££££) + b1k(Bpg)}

1w $11, 0($8)

xor $11, $11, $10

sw  $11, 0($8)

addi $8, $8, 4

blt $8, $9, xoril

{True}

la  $8, pg

la $9, pgend

la $10, Oxffffffff

{(A(M,R). (pg<R($8)<pgend) A R($9)=pgend A R($10)=
Oxfff£E£EE A (M(pg),. .., M(pgend—1))=Ec(Bpg))}
1w $11, 0($8)

xor $11, $11, $10

sw  $11, 0($8)

addi $8, $8, 4

blt $8, $9, xor2

main:

xorl:

decr:

xor2:

J rg
{R($2)=3}
halt: j halt
{True} Byg =

i $2, 1

i $3, 2

add $2, $2, $3
j halt

pg:

pgend:

Figure 39. encrypt.s: Code and specification

if there is an instruction that modifies itself: even if we separate as
a single code block, it is not self-intact.

Code Heap Code Heap

start start:

decrypter decrypter

body,

]

decrypting...

-y

encrypted
main code

decrypted
main code

0x12c5f a93
0x229ab1d8
0x98d93bc3
0xcc693de8
0x127f 983b
0x907e6d64

$8, $9, 8
$2, 1

$3,
$2,

2
$2, $3
$4, 5

Figure 40. The execution of runtime code decryption

A simple encryption and decryption examplecrypt . s adapted
from [29] with its specification is shown in Fig 39. The code block
Bpg between the labelsg (inclusive) andbgend (exclusive) is the
program that is going to be encrypted. In this examplg, simply
calculates the sum of 1 and 2 and stores the result 3 into the register
$2, as the precondition afalt indicates.

Themain block together with theor1 block are the encryption
routine, which flips all the bits stored betwepg andpgend, thus
results in a encrypted form. Thi&ecr block andxor2 block, on
the other hand, will decrypt the encrypted data and obtaining the
original code. In addition to the requirement that proper values are
stored in the registers $8 to $18hr1 needs the precondition that
Bypg is properly stored, whilecor2 on the contrary needs to make
sure that the flip 0B, is properly stored (as; describes).

The encryption and the decryption routines are independent and
can be separately executed: one can do the encryption first and store
the encrypted code together with the dynamic decryption program,
so that at the next time the program is loaded, the code can be
decrypted and executed dynamically, as shown in Fig 40.

By making use of parametric code, It is possible to certify this
encrypt-decrypter even without knowledge of the contenBgf.

That is, we abstradbp, out as a parameter, and prove the general
property of the main cod€, no matter whaB,, is actually used:

VBpg. ({halt ~ a} - {True}Bpg) — 3. (¥(main)=b1k(C) + blk(Epg))
A (¥(pg) = b1k(Bpg)) A (P(halt) = a) A (¥ +(CU B, ¥)))

This statement is expressing the following fact : given any code
block Byg, as long as it can be safely executed under certain pre-
condition, the whole combined code is safe to execute under the
same precondition; andlif,g is properly stored before the encryp-
tion, it will still be properly stored after the encryption-decryption
cycle. More over, the combined code behaves just the saffig;as

The development of our general code blocks solves both issues(meaning that they are both well-formed with respect to the same

smoothly. Since a code block is no longer required to be self-
immutable, one code block can be as long as there’s no control
transferring .

The motivation of generalizing the definition of a code block is

precondition and specification).

Runtime code decompression behaves similar to runtime code
decryption, except that the code is compressed before runtime
rather than encrypted. Given this fact, the verification of it would

based the observation that the sequence of executing code mighbe not too much dierent from runtime code decryption.

differ from the code block that actually stores in memory. We can
see this dference in the specification in Fig 38.

The benefit of our generalized code block also lies in the fact
that as long as the specification as in Fig 38 is given, the construc-
tion of proof is fully mechanical following our inference rules. This
greatly lessens the programmer’s work.

6.10 Code Encryption and Code Compression

6.11 Shellcoding

Shellcode is usually a piece of machine code that does certain task,
especially opens a shell. It is often used by hackers to control re-
mote computer through ffiier overflow exploits. Many shellcode

do self-modifying. Sometimes shellcode will do partial code en-
cryption. For example, since most shellcode is input as strings,
and might encounter some character filtering, one needs to let the

Code encryption—or more accurately, runtime code decryption — original code appear no filtered bytes but modifies it back dur-
works similarly as runtime code generation, except that the code ing executing. In this way, one can even construct alphanumeric
generator uses encrypted data located in the same memory region.code that completely consists of alphanumeric characters. The self-
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