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Summary of my Dissertation Research

The security of information systemsis becomingcritical, especiallywith the increasingdependence
of businesseandindividuals on highly networked computingsystems.Existing systemsenforcesecurity
eitherby authenticatingprogramsor by monitoring programexecution. Authenticationis usefulin estab-
lishing ownershipandfixing responsibility andcanbe performedstatically It doesnot, however, give ary
guaranteaboutthe runtimebehaior of programs.On the otherhand,programmonitoringdoesguarantee
thatmaliciouscodewill notbe executed;but it incursa significantruntime penaltysinceit requiresexten-
sive dynamicchecks,or usesthe protectionmechanisnof the underlyinghardware and operatingsystem.
Furthermorea maliciousprogrammay have to be abortedafterit haschangedstateor acquiredresources.
Moreover, hardware and operatingsystembasedprotectionmay not be feasiblein a resource-constraide
environment,suchasin portabledevices.

Certifying compilationis anew methodfor implementingsecuresystemshatcombineghekey featuresof
the previous approachesit staticallychecksandguaranteethe safetyof aprogram.A certifying compiler
generatesiot only the object code, but also a proof that the code satisfiesa securitypolicy. To ensure
compliancewith the policy, a codeconsumennly needgo checkthatthe proofis consistentvith the code.
The checkingcan be done off-line, and therefore,doesnot incur a runtime penalty Moreover, a code
consumerdoesnot needto trust the sourceof the program,or the compilergeneratinghe code. It only
needgo trustthe checler whichis muchsmallerandsimpler(andhenceeasietto verify) thanthe compiler

In my dissertatiorresearch] have developeda new framework for generatingow-level certified code.
Theframewnork improvesuponthe stateof theartin certifying systemsn the following two ways. First, it
includesconstructdo certify runtimeservices.Secondjt integratesan entireproof systeminto a compiler
intermediatdanguage.

Thereliability of a computingplatform dependsritically on the safetyof the runtimeservicesprovided
by the hostsystem.Theseservicesconsistof functionslik e the garbagecollectorandthe linker which are
compl piecesof codeand often introducesubtlebugs. Verification of theseserviceswill increasethe
securityof a systemconsiderablyandhenceis animportantgoal of certifying compilation. Unfortunately
it is a very hard problemand therefore,existing certifying systemsrely on trustedruntime servicesfor
their safety Theseservicesanalyzetypes(to variousdegrees)at runtime. Moreover, they may analyzethe
type of ary runtimevalue. Researchers type-directeccompilationhadworked on runtimetype analysis.
The proposedsolutions,however, hadsignificantlimitations andcannotbe usedto certify functionslike a
garbagecollector Analyzing the type of arbitrary runtime values,suchas polymorphiccodeblocks and
functionclosuresstill remainedan openproblem.Using parametricity | have designedh new type system
thatremovesthelimitationsof previousapproacheandsolvestheproblemin its full generality Theresultis
describedn the paper‘Fully Reflexive IntensionalType Analysis” which appearedn the ACM SIGPLAN
InternationalConferencen FunctionalProgrammingICFP 2000).

To demonstratéhe expressie power of the framework, | have shavn thatit canbe usedto write a prov-
ably type-safestop-and-cop garbagecollector Proving the type-safetyof a garbagecollector waslong
consideredo be one of the mostchallengingproblemsin certifying compilation. Although| considered
only aprototypicalgarbagecollector the solutionhandledorwardingpointerssatistctorily, worksin asys-
temwith separateompilation,andcanalsobe extendedto generationatollectors. The solutionis shavn
in the paperPrincipled Scavenging”which appearedn the ACM SIGPLAN conferenceon Programming
LanguageDesignandimplementatior(PLDI 2001).



Currentcompilersthat generatecertified code have focusedonly on traditionaltype safety The inter
mediatelanguagdan my framewvork goesa stepfurther by supportingthe explicit representationf proofs,
propositionsandinductive reasoning.This is significantsinceit allows mary programinvariants,thatare
left implicit now, to be expressedn the languageand checled mechanicallyby a verifier Therefore we
canstatically enforcemore sophisticategrogramproperties. For example,one canensurestatically that
uncheckd array accessesare safe. The intermediatdanguagds describedn the paper‘A Type System
for Certified Binaries” which will appearin the ACM SIGPLAN-SIGACT symposiumon Principlesof
Programmind_-anguage$POPL2002).

| have implementeda prototypeversionof the framewvork in the FLINT-SML/NJ compiler To make the
implementatiorefficient, | have usedhash-consingndmemoizatiortechniquesxtensvely. Althoughthe
new compilerusesavastlymoreexpressie typesystemthesizeof typesgenerateéndthecompilationtime
increase®nly by afactorof 2 over the currentimplementation.| have alsodevelopeda newv optimization
thatforcesall type manipulationto occurat link time. This ensureghat programsdo not incur a runtime
penaltydueto type passing.Theimplementatiorresultswill appeaiin my dissertation.



